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Trash Intelligence kao meTox odaBemTajHo-
0e30eJHOCHOT pajaa

Ancmpaxkm: OO0 cmenena 3nHauaja, Keanmumema u Keaiumema
HEONnXO0OHUX 0basewimajuux cazHarwa (unouyuje, nooayu, uHgopmayuje,
UCIPAadCHU  00KA3U), KAo U 00 MOZSYRHOCMU U CIONCEHOCMU FUX0BO2
cmuyareda, aiu U 00 HAYUOHATHUX NPASHUX cmanoapoa y obaacmu
obasewmajnoe u 6e30e0HOCHO2 paoda, 3a8uci U uzbop Memooa 3a FUxX080
npuxynmare. Cuampa ce oa obagewmajra cazHarba umajy eefy peonocm
VKOIUKO CY NPUKYN/EHA U3 6uule Pasiuyumux o00a8eutmajHux u3eopd.
Takohe, cmampa ce u oa umajy eehu 3Ha4aj YKOAUKO ce 00 HUX OOUL0
MPAOUYUOHATTHUM U COQUCUYUPAHUM — 00ABEUMAJHUM — MEMOoOdaMd.
Melhymum, nekaoa ce 00 3HauajHux 0basewmMajHux cazHarba modce 0ohu Ha
Hauzened JjeOHOCMABAH HAYUH KOjUu He 3aXmesa NpUMeHy HAPOYUmo
COJNCEHUX 0basewmajHux Memooda, Hu NOCeOHUX 3Hara u3 obdracmu
Memooduke obasewmajuoe paoa u ynompebe mexnuuxkux cpeocmasa. Pey je o
Memooy NPUKYN/bAILA 00ABEUMAJHUX CA3HATLA AHATU30M caopacaja cmeha u
omnada Koju ocmaje 3a IuUyuUMAa Koja noceodyjy u3eecHa obaseuwimajra
Ca3Hara, 0OHOCHO Koja cy npedmem uzeecHe Oe30e0HOCHe obpade — m36.
trash intelligence. Osaj memoo mocy Oa Kopucme Kaxko Opaicaghe
be36eonocHe  acenyuje, mMakKo U  CyOjeKmu  HeOpIHCAGHO2 — CeKmopa
be3beonocmu 34 NPUKYNbAIbE  NOAUMUYKUX,  BOjHUX,  EKOHOMCKUX,
MEXHOAOWKUX, TUUHUX U OPYeUX NOOAMAKA.

Kuwyune peuu: obasewmajnu u be3doeonocnu pao, obasewmajre u
besbedHoCHe cydiche, WNUJYHAdCA, NPUKYR/bAFE 00A8eumajHux nooamaxa
ananuzom caopacaja cmeha u omnaoa.

Yeoo

Obasewmajno (ca)3narve je 3HaBE KOje je€ CTEYCHO TOKOM
obaBemTajHor winM 0e30eAHOCHOT pana, ymorpeOboM o00aBeIITajHUX H
0e30eqHocHUX MeTona. OHO, Kao yocTauoM U 00aBelmTajHu U 0e30eTHOCHU

" E — mail: Sasa.mijalkovic@kpa.edu.rs
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pam, MoXe ald M He Mopa JAa Oyde Be3aHO 3a HalMOHAIHE WU
HaJHAIllMOHAJHe oOaBemTajHe u/mm 6e306eqHocHe areHIyje. HanpoTus, Hekn
BUJIOBU O0ABEIITAjHOT M 0€30€HOCHOT paja CBE BHWIIE IOCTAjy JEIATHOCT
NpUBaTHUX Oe30€IHOCHUX areHiuja W Mpeny3eTHHKa, ald H JIpyTrux
cy0jekara IMBHIIHOT JpYyINITBA KOJjHU y CBOM pagy MoOry jnaa jaohy 1o
00aBeITajHUX Ca3HambA.

VY ogHOCy Ha 3HA4aj, KBAHTHTET M KBAIUTET, Moryhe je pa3nukoBaTu
BUIIIE HWBOA O00aBEMITajHOT 3HaWma, W TO: 00aBEUITajHy HWHIUIH]Y, 00a-
BEIITajHH TMoAaTak W oOaBemrajHy wuHQopManujy (Mujanakosuh, Mu-
nomeruh, 2013: 115-116; Buau u: OOpa30BHO-HCTPAKUBAYKY IIeHTap be3oe-
nmHOCHO-nH(popMaTuBHe areHnyje, 2004). Iloceban HHBO o00aBemITajHOT
Ca3Hama je A0Ka3 y KpUBUYHOIMPOIIECHOM CMUCITYy PedH, IITO je oOaBemTajHa
nH(popMaIHja Koja je 3aJJ0KyMEHTOBaHa y IPOIIECHO] popmu.

O6aBemrTajua wHAMIHUja (MHIUKATOp) j€ IOYETHO Ca3HAmE O
HpeIMETy HHTEPECOBamba, CTEINEH HheHE TAYHOCTH U MOTIYHOCTH Y TPEHYTKY
IBCHOT CTUIakha HUje TO3HAT. [IpuKyIUbameM, MPOBEPOM U YKPIITAHEM
BUIIE WHAWIMja O TNpeAMETY WHTEepecoBama J00Mja ce TOoAaTak Koju je
yIOTpeOJbUB Y TaJbeM ONEPATHBHOM MIIM aHATUTHYKOM Pajy.

Oo6aBemTajHu MOJATAK je BUIIN HUBO 3HaMma KOJU j€ ECTPAaXOBaH U3
00aBeNITajHUX HHIUIIMjA, CYICTPAT M CHUPOBHHA M3 KOje C€ MPOU3BOIU
obaBemTajHa uHGopManuja . Y TpEHYTKY CTUIAama, 32 00aBEIITajHH [TOJAaTaK
ce Hajuemhe He 3HA J]a JIM je TadaH U J1a Ju je moTmyH. Crora je HajooJbe na
ce 0 IMpeaMeTy HWHTepecoBama cTekHe Behu Opoj mojgaraka W3 BHIIE
pasnmuuuTHX u3Bopa. Kao TakBM, momamM Cy H3BOp 00aBEIITajHUX
nHpopMaImja.

Ob6aBemrajue nHgopManuje cy 1moceOHO 3HAKHE, €CTPAXOBAHO M3
obaBemITajHAX  TOAaTaKa, HEONXOJHO 3a  pellaBakbe KOHKPETHUX
0e30eqHOCHMX TMpo0iieMa W peajn30Bakbe KOHKPETHHX 0e30eIHOCHUX
mmibeBa. OTynma je jacHO na je IuJb oOaBeIITajHE NETaTHOCTH 3alpaBO —
NPUKYTUbake 00aBeIITajHUX TOAaTaKka Ha OCHOBY OpOJHHX WHIUIH]jA, KOjH
he kpo3 wW3BecTaH aHATUTUYKH TPOLEC MPEPacTH y CBPCHCXOAHY
obaBemTajHy HHPOpPMALIH]Y.

Haj3zan, obaBemrajHo ca3Hame MOXKE Ja WMa 3Hadaj J0Ka3a y
KPUBHUYHONPOLIECHOM CMHUCIy pPE4YH KOjH, YKOIHKO ce (QuKcHpa y

This is the result of the Scientific Research Project entitled ,, The Development of Institutional Capacities,
Standards and Procedures for Combating Organized Crime and Terrorism in the International Integration
Conditions. The Project is financed by the Ministry of Education, Science and Technological Develop-
ment of the Republic of Serbia (No 179045), and carried out by the Academy of Criminalistics and Police
Studies in Belgrade (2011-2014). The leader of the Project is Associate Professor Sasa Mijalkovi¢, PhD.

2 ToToBO CByJa y CBeTy, Ta M KOJ HAC, CTPOTO je 3a0pameHO HeIpKaBHUM aKTepHMa 1a OCHHBAjy
obaBemitajHe crnyx0e W Ja NPUMEHYjy ONEpaTUBHE METOJAE M CPEACTBA KOja Cy Y HCKJBYYHBO]
HAJUIS)KHOCTH JIpKaBHUX opraHa (Bumu: wiaH 1 3axona o ocnoeama ypehersa ciyoucou 6ezbednocmu
Penybnuxe Cpbuje; 4nan 2 3axona o npueammom ob6ezdehery u 4naH 2 3axona o O0emexkmu6ckoj
denamuocmu; Buau u: Ilerposuh, CunkoBcky, 2012).
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KPUBHYHONPOLIECHO] (OPMHU, OUMITIICTHO MOXKE JAa MOCIY>KH Kao JOKa3 o
HEYWjoj KPUBHIM WM HEBUHOCTH Yy KPUBUYHOM IIOCTYNKY 32 H3BPIICHO
KPUBHYHO JIEJIO.

ObaBemTajHa cazHamba ce CTHYY NMPUMEHOM 00aBeIITajHUX METOAA,
U3 U3BECHUX 00aBeIITajHUX n3Bopa. HauenHo, o6aBemTajHa 1eJaTHOCT ce
peanusyje: TajHMM MeTonuMa (MeTox TajHOT yrpahuBama NpUIIATHUKA
CiIy:)k0e y CTpYKType NpPOTHUBHHMKA, areéHTypHH METOA ¥ METOJ TajHOT
Kopumhema TEXHWYKHX CpEICTaBa), HPUKPUBEHHUM MeETOAWMa (METO[
NPUKPUBEHOT aHKETHPamka, METOJ| TPUKPUBEHOT OICEpPBHpama H METOJ
NPUKPUBEHOT HAyYHOT HWCTPaKUBamka) W JIETAIHAM METoAuMa (METOx
NPUKYIUbakba MoJaTaka UCIIMTHBAKBEM JIMIA, METOJ MPUKYIJbamka I01aTaka
n3BuhameM, MPUKYIUbAkhe IOJaTaka METOJIOM capalie ca CyOjeKTHMa
JIpXXaBHOT M IMBHJIHOT CEKTOpa Yy 3€MJbM M HHOCTPAHCTBY, MPHUKYIJbAHE
nojataka u3 cpeicrasa jaBHOr umHpopmucama) (Mujankosuh, Munomesuh,
2011: 150-155).°

YV HajompeM CMHUCITY, U3BOPH 00aBeIITajHIX Ca3Hama Cy Jbyau (T3B.
JKUBH HM3BOPH) M CTBapH, Koje Jajbe MOTY Ja ce MOJelie Ha IpeaMere,
TEeXHHYKa cpecTBa U gokyMeHnTe (Mmiomesuh, 2001: 83-84).

Ca acmekrta OBOT pajila TOCEOHO Cy HWHTEPECAaHTHH NPEOMETH U
JIOKYMEHTa KOju ce Mory npoHahu y cMmehy muia koje moceayje ooapemrajHa
ca3Hama, a 10 KOjuUX ce MOXe JohM NMPUMEHOM BHILE HAaBEJCHHWX METoJa
obaBernTajHe AETATHOCTH.

Ilojam Trash Intelligence

Trash Intelligence (Trashlnt), omrocHo Garbage Intelligence, je xa-
PTOHCKM Ha3WB 32 aKTHBHOCTH NPHKYIJbama 00aBEINTAajHUX Ca3Hama Mpe-
TpaXXHBabEM, H3y3UMambEM U aHaJM3UpameM caapkaja cmeha U oTmaga Koju
3a cobOM ocTaBibajy (IIpaBe WM OIJaXy) WA Koja Cy TpeaMer
obaBemTajHo-6€30eIHOCHE 00paje, OJHOCHO KOPUCHHUITH WJIH ITOCEAO0BAOITH
3HAYajHUX 00aBEIITAjHIX Ca3HAmbA.

Y OCHOBM NIpPHUMEHE OBOI' METOJA Cy JIBE T'€HEpaHE IPETIOCTABKE:
mpBa, aa oxapeheHo mmIEe Tocemyje oOaBemITajHO ca3HAKkE y (opMu
JOKyMEHTa WM TpeaMeTa Koju he ciydajHo WM HaMepHO, y OPUTHHAIHO]
win y nedopMucanoj (MCLenanoj, moJoMIbEHOj, Hau3IiIe ] HEYNoTpeOIbHUBO))
¢dopmu, ciaydajHO WM HaMEpHO, OMJIOKUTH y cMmehe; m nmpyra, aa he ce
MMOMEHYTH HM3BOp O0aBeITajHMX cazHama npoHahu y cmehy, ma he mohu na

’ MebhyTum, Hekana ce mpuGeraBa M MPUMEHH crieMUUUHUX (HECTAHIAPIHUX) METOJA TPHKYIUbAA
obaBeITajHUX 1oaTaKa, Kao MTO Cy T3B. ,,CEKC-INITHjyHaXa®, ,,KOHTejHep mmujyHaxa“ nta. (Mijalkovic,
2014).
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ce y3Me M aHauu3upa WM (QUKCHpa Yy NPONUCAHO] OMEPAaTUBHO] WIIH
KPHUBHYHOTIPOIIECHO] IPOTICTYPH.

HapaBHo, moryhe cy u u3BecHe Bapujaldje OBUX NPETIIOCTABKH:
npBa, CTBapH-M3BOpe 00aBeIITajHUX ca3Hama y cMehe He Mopa aa Oauu Jmne
Koje ux mocenyje, Beh Heko Tpehe muie koje ca HMM WMa KOHTAakT (HIIP.,
XUTHjeHNYapka TOKOM uYHuImhema KaHIeJIapuje, WIaH TOPOIUIe TOKOM
cpehuBama kyhe, mere TOKOM wurpama UWTA.); ApYyra, CTBapHU-H3BOpPE
o0aBemTajHOT ca3Hama y cMehy He Mopa Ja mponale Jiwmie Koje CIpoBOAX
obaBemTajHO-0€30€MHOCHY NenaTHOCT, Beh Tpehe mure koje he Taj
MaTtepujail mpegath ciayxOu Oez0emHocTn (HIp., OeckyhHHMK KoOju
npeTpaxyje KOHTejHepe y MOTpa3| 3a ocTallMa XpaHe); Haj3al, y cmehy He
Mopa 11a ce mpoHalje cTBap-u3BOp 00aBEIITAjHUX Ca3HAMma KOjU c€ Tpaxkw, Beh
W3BOp JAPYIHX Cca3Hama Koja HHCY MpEAMET akTyelHe o0aBelTajHo-
0e30eqHOCHE 0Opane, a koju he ce mpemaTH HaAIEKHUM cCiyxOamMa U
jenwHMIAMa (HOp., HWCTPaxyjyhW INMHjYHCKY [eNaTHOCT, MPHIIAIHHAILIN
cyx0m 6e30emHocTH y cMmehy mpoHanasze MOKyMEHTAIHjy Koja je JoKa3s
¢uHaHCHjCKMX MajBep3anuja npenyseha koje je mapaBaH 3a OOaBeINTajHU
MMyHKT, Ta C€ TaKaB HM3BOp O00AaBEIITajHUX Ca3Harma Ipeaaje HaIe:KHAM
ciaykbama IapuHe, MOPECKUX opraHa, (WHAHCHjCKEe TonuIMje utA. Tama
oOpaga (uHAHCHjCKMX MajBep3alfja IOcTaje mapaBaH 3a 00aBelITajHO-
0e30eqHOCHY 00pay IIIMTHjYHCKOT ITyHKTA. ).

[TocebHO je WHTEpEecaHTHA AWJIEMa O JICTAJIHOCTH INPUMEHE OBOT
METOJIa y OJHOCY Ha MeCTo ckiaaumrema cMeha.’ Hanme, ykomuko je ped o
npeTpaxuBamy cMmeha (KOpmM W KaHTH 3a oTmatke) y Kyhu nmma koje
nocenayje M3Bope o0OaBEHITAQjHUX Ca3Hama, INTO IOJpa3yMeBa U HErOBO
neopumre W nomohHe o0jekte oko kyhe, y ciyx0eHO] TpPOCTOPHjH
opraHuzaiiyje y Kojoj je TO JIMIE 3aroCiieH0, U Y JAPYroM O0jeKTy 3a 4uje je
npeTpaxuBame (MpeTpecame W Hal30p) HEONXOJHO OJ00peHe HAAJICKHOT
MPaBOCYTHOT OpraHa, OHJA j€ TaKaB HA4YWH IpubOaBihbama OO0ABEIITAjHHUX
Ca3Hama JierajlaH caMO YKOJIMKO MOCTOjH 0J00pehe WK Hapea0a Ha/IJIeKHOT
NpaBOCYHOT oOpraHa. Y OCTaIMM ClIydajeBUMa OBakBe oOOaBelITajHe
aKTHBHOCTH Cy HE3aKOHHTE.

C apyre cTpaHe, YKOJIMKO Ce€ MpeTpaxyje cMehe Koje je mpuBpeMeHo
(xanTa 3a cMehe, KOHTEjHEp Ha YJMLN) WU TPajHO (AEMOHHUja) CMEIUTEHO Ha
OTBOPEHOM jaBHOM IIPOCTOPY, OH/A HHje HEOIXOIHO OJ00peme Ha/UIeKHOT
MpaBOCYTHOT opraHa. Y oBakBuM ciydajeBuma Trash Intelligence (T3B.
Dump Intelligence — Dumplnt) mma kapakTep JerajHOT UPUKYILUbamba
o0aBelITajHUX TOAaTaKa U3 OTBOpeHUX u3Bopa (T3B. legal open source intel-
ligence). Mehytum, yKoIMKO je ped O AETMOHHMjH MPHUBATHOT KOMYHATHOT

4 O nexum on oBux munema unetr: Kahaner 1997.
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npeny3eha Ha K0jOj je OrpaHHUYCHO WM 3a0pambeHO KpeTame HEe3aloCICHUM
nunaMa  (TIOCTIOBHO-TIPUBATHH  TIOCEN), OHIA jeé 3a TNPUKYIUbAHkE
o0aBemTajHUX MMOJIaTaKa HEOMXOAHA Hapea0a MpaBoCyJHOT OpraHa, OHOCHO
onobpeme pykoBoaehux oprana JemnoHHje.

IToceOHO je HMHTEpECaHTHO MHUTamke NPUOaBhbarkba JIOKYMEHaTa Ha
O0Baj HAYMH y CIydajeBHMa Kaja Cy OHHU jaCHO KJIACH(PUKOBAHU KAao TajHU
noJany 3alTuheHl 3aKOHOM KOJUM Ce IITUTE TajHH MoJany (HIp., JOKyMEHT
BlIaJie KOjU WIMa O3HAaKy ,,Jp)KaBHA TajHA*). YKONHMKO je ped O MojamnumMa
JIpXaBHUX opraHa nomahe npiaBe, OHM ce MOpajy MpeaaTtd JIp:KaBHOM
opraHy KojeM TIpuNangajy U He CMejy ce KOPHCTUTH Yy ONEpaTUBHOj oOpaiu
0e3 moceOHOr opmoOpema HAAJEKHOT MApKaBHOT OpraHa y 4YHjoj je
HaJIJIGKHOCTH 3allITUTA TAJHOCTH TI0/IaTaKa.

Ha kpajy enabopupama 1nojMa npuKyIjbamba 00aBEIITajHIX Ca3Hamba
npeTpaxuBameM cMeha Basbano OM MOMEHYTH U y KOje ce CBpxXe ImpuberaBa
oBoM MeToqy. HammMe, oBaj MeTOI je TOTOMaH 3a MPUKYIJbake 00aBeIITajHIX
ca3zHama CBUX BPCTa, IO KOjUX CE WHAUe JIOJIa3u W NMPHMEHOM CBHX JIPYTHX
obaBemTajHUX METO/Ia O KojuMa je Beh Omio peun.

MehytuMm, uMmajyhu y BUAy Oa IOp’kaBHH OpraHU 3eMJbE KOja Hac
00aBemITajHO WHTEpPECyje WMajy MpOIeaype 3a IOCTyIName ca TajHuM
nojanyma, 3a lbUXOBO CKIJAUIITCH¢ U YHUIITABAKE, MAJIO jé BEPOBAaTHO Ja
ce y KOHTejHepy 3a cMehie Moxke mpoHahu JOKYMEHT ca O3HAKOM JIpiKaBHE
TajHocTd. McTo je m ca 0e30eMHOCHO MHTEPECAaHTHUM JIMIIMMA KoOja MMajy
BUIIIM CTEINICH Pa3BUjeHOCTH 0€30€JHOCHE KYITYpE.

bes o63upa Ha cBe, Trash Intelligence ce mo cama mokazao kao
MOTOJIaH 32 MPHUKYIJbakhe M0oAaTaka KOju ce MOTY HCKOPUCTHTH 3a:

e o0aBemTajHO-0e30eJHOCHE omepaluje OTKpUBaWba, CIpeyaBamba U
cy30mjama: obaBemTajHe U CyOBEp3WBHE JEIATHOCTH CTPaHHUX 00a-
BEIITAjHUX CIYXOH; yrpoxkapajyhe IenaTHOCTH 4YWjU Cy HOCHOLHU
VHYTpAIllbl EKCTPEMHUCTH W TPUMATHHUIN EKCTPEMHE MOJUTHYKE
eMUTpalyje; yHyTpallmer 1 Mel)yHapoJHOT Tepopu3Ma; yrpojkaBama
HOCWJIalla HajBHIIMX JpPXXaBHUX (QYHKLHWja, W HAJTSKUX  0OIHKa
MPUBPEAHOT, (PMHAHCH]CKOT, UMOBHHCKOT U KPUMHUHAIATETA MTPOTUB
nobapa W BPEOHOCTHM 3amTHNEHWX MehyHapOJHUM  MPaBOM
(ommmmpHUje, y — Mujankosuh, bajaruh, 2012: 257-266; 488-515);

¢ KPUMHHAJIMCTHYKY 00pagy M KPHBHMYHY HCTPary HaBeJICHUX
obnuka yrpoxkaBama 0e30eqHOCTH (TMpOHANAKEHE MpeaMera U
TparoBa KPUBUYHUX Jella, PEKOHCTPYKIHWja KPUBUYHOT Jiena,
BpIIee yBHhaja JHIla MecTa KPUBHYHOT Jena, HASHTH(PHKOBame
JIUTIA U CIL.);

e 0e30eHOCHO TmpoOBepaBame€ JHIA M INpPOBepaBambe HeroBe
HCKPEHOCTH Yy TMpolecy omnepaTuBHe capaame (yTBphuBame
ICTOBUX KOHTaKaTa ca onpeheHnM nmuimMa Ha 0asm Oernekaka Koje
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je ombauno y cmehe, yTBphuBame HEMCKPEHOCTH JULA (HIp., JULE
TBpAM J]a Ta y CTaHy HUKO HHje mocehmBao, a y kopmu 3a cMmehe cy
OIYIIIM IUTapeTa HaKo je JHIe Helylay; JULe TBPAX Aa je Ouio Ha
BUKEH/I OIMOPY Y KOHKPETHOM MECTY, a y KOpIIU 3a cMehe cy pauyHH
wiaheHnx myTapuHa KOjH OATOBapajy MpeAMETHOM AaTyMy, alli ca
caoOpahajHuIia Koje HE BOAE Ka MECTy KOje je HaBeICHO Yy H3jaBu

uTH.));
® CONUjaJTHH WH)KEHEPHHT, OJTHOCHO Mpoduimpame JUOAa Koje je
0e30eMHOCHO  HWHTEpecaHTHO  (HMOp., YTBphuBame  HETOBHX

CKJIOHOCTH, MaHa, OIICecHja, IpeaMeTa HWHTEepPEeCcOoBama, HaBHKA,

c1aboCTH | CBera HITO MOXeE Ja Ta KOMIPOMUTYje WM Ja YKaKe Ha

HajeuKkacHHje METOAE 3a HEroBo BpOoBame pagu noOHjama

o0aBemTajHUX MojAaTaka u nHpopmanuja);

e cyOBep3MBHO /eJIOBam-€ TMPOTUB JIMIA Koje je 0e30eJHOCHO
WHTEPECAHTHO, Kajga je Ha 0a3u meroBor mnpoduia Moryhe
3aKJbYYUTH KaKO Ta je HajJIaKille KOMIIPOMUTOBATH y CPEIUHU Y KOjOj
KUBH, pamu M kpehe ce (M3HOIMEHEM HEMCTHHA Ha 0a3u M3BECHUX
UCTWHA), KaKO je Hajlakile W3BPIIUTH HHEroBy  (U3HYKY
JMKBHIALM]Y (HAa OCHOBY YTBphUBama pyTHHA Y K-ETOBOM KPETamy U
TIOHAIIAkY), KaKO ra KOMIIPOMHUTOBATH KOJ TPyIle YHjU je 9iaH a
KOja HeNpHjaTeJbCKH JIeNyje MPOTUB 3eMJbe ((PUHTHpAmHEM CUTYAIIH]e
U3 KOje ce MOXE M3BECTH 3aKJbyuyak Ja je JIMIe HelpHjaTesb rpyme
KOjOj mpumajaa), Kako Ta MEIHUjCKH ,,CAaTaHU30BaTH ‘, KAKO Ta JIAKHO
IPEICTaBUTH Kao H3BPIIMOLA KPUBHYHOTr Jesa (moTiuiahnBameM
NPOCTUTYTKE J1a JIAYKHO ONTYXKU JIMIE 3a CUIIOBame, NpU demy he
KPYHCKH JOKa3 OMTH crepMma Koja je ca Npe3epBaTHBOM y3eTa U3
kaHTe 3a cmehe muma; yOHCTBO Koje je W3BPIIEHO HOXKEM 3a
OTBapame MHUcaMa Koje je JIMIE CIydYajHO HCIYCTHIO y KaHTy 3a
cmehe mpunuKkoM YWTama MOMITE, a Ha KOME ce Hajla3e HETOBH
OTHCIIH) UTA.;

e kpalyy u 3n0ynorpedy ugenrurera Juna (Buau: Harwood, 2008) Ha
OCHOBY Matepujania u3 cMeha y KoMe cy caapKaHW JUYHH I0IaIH
nvna (MMe W [pe3uMe, UME poauTesba, MaTHYHH Opoj rpabaHa,
aJpeca CTaHOBama, Opoj pauyHa y OaHOM, Opoj COLMjaHOT
ocHTypama | CII.), @ TO Cy IIpe cBera KyhHH padyHH, JOKyMEHTaluja
13 0aHaka, pauyyHU IJIATHUX KapTHIA U CII..

Ha xpajy, mpukymbame 00aBEeIITajHUX Ca3Hamba MPETPAKHBABEM
cmeha Tpeba pasmMKOBATH OJd: TPHUKYIJbakba O00aBEIITajHUX ca3Hama U3
HW3BOpA KOj€ je JINIE CIIy9ajHO M3ryOmso wim 3a00paBmio (Ha jaBHOM MECTY,
y CpeiNcTBUMa jaBHOT IPEBO3a, y MapKy, y YTOCTHUTEILCKOM O0jeKTy, y
XOTeNny, Ha CBEYaHOCTUMa U CJ.), Ka0 M OJ MPUKYIUbamka 00aBeIlITajHUX
casHama Kpahom mokymeHaTa (IMOCEOHO TEXHHKOM IIemapema JuIla), ma
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BUXOBUM ojbanuBameM y cmehe u (uHTHpameM HUXOBOT CIIy4ajHOT
omnarama. Y 00a ciaydaja Jmie Koje moceayje oOaBemiTajHa ca3Hama HUje
onbarmiio u3Bop y cmehe, HU HAMEPHO HU CIy4ajHO.

Hajzan, Trash Intelligence Tpeba pasznukoBatu M ox HeoBiIamheHOT
ynagama y 3amTuheHe padyHapcke MpeXe IocemoBaola 00aBeIITajHUX
ca3Hama, U MpeTpaKuBama THX Mpexa (T3B. Xakepucame, Xxakuar, Hacking),
IITO MOJpPa3yMeBa U MpEeTpakuBame OOpHUCAHUX JOKyMEHaTa KOju Cy Y T3B.
»kaata 3a cmehe (Recycle Bin), ogHOCHO y mpocTOopy 3a CKIaIUIITEHE
obpucannx mokymenara u u-mejiaosa (Trash).” TIpuGaBibame 06aBeITajHIX
nojaraka xakepucamweM je noszHatuje kao HackInt (Hackers Intelligence) u
npeAcTaBjba jellaH O METoJa 3JI0ymnoTpede caBpeMEeHHMX HH(OpMalMOHHMX
TEeXHONOTHja y obaBemTajHOM pany (T3B. Itlnt — Information Technology
Intelligence). Mako je ped 0 eNeKTPOHCKUM MaTepHjainMa Koju cy oOpHucaHu
Y CMEIITEHH Y ,,KaHTy 3a cmehe’, 0Baj METoA ce He MOXKe cMaTpaTy O0JIUKOM
Trash Intelligence jep He moppazymeBa KIIACHYHO TNpETpaXWBame cMeha u
OTIMajaKa 1moceaoBaona 00aBemTajHuX cazHama. HanpoTus, peu je o hopmu
mB. Techlnt (Tehnical Intelligence) koju moapazymMeBa NPUKYIIbAbE
ob0aBemTajHUX TOJaTaka KoOpHIINemeM HajMOAepHHje WH(OpMaIlnoHe
texaonoruje (Buau: bajaruh, 2010: 135-137).

Wnaye, Trashlnt je MeTo KOju je TpaIUIIMOHATHO BEOMa 3aCTYIJbEH
ani Koju, 300r CBEyKyNHE TEXHOTpPOHHM3alUWje IpyINTBa, MOCTaje CBe
3aCTYIUbEHUJU U Mamke aKTyeJaH y OJHOCY Ha CBe pa3BujeHHju meTon Hack-
Int.

Denomenonozuja Trash Intelligence

IMpema mpupoau moaataka Koju ce mpukymnasbajy, Trash Intelligence
MOXe Ja OyJe Je0 MeToja KOju Ce NMPUMEHYjy y OKBHpY (ymopenau ca:
Bopheruh, 1987: 89-91):

1. moawTHYKe IIMHjyHa)Ke, Kaja ce o00aBelITajHH IOAaIU
MPUKYIUBajy 3a TNOTpede MOHOCWIAlA TOJMTUYKHX OJUIyKa |
3alITUTE HAIIMOHATHHUX WHTEpeca COTNCTBEHE 3eMJbe (IOJMUTHYKE
MPUINKE U OKOJHOCTU Y OKBHPY KOHKPETHE 3eMJbE; IUTAHOBH M
OJUTYKE CTpaHUX Biaja; IUIAHOBU M OJIIyKe OpraHa Mel)yHapoaHuX
opraHusanyja; IUIAHOBU pedopMe ApikaBHE aIMUHHCTPALH]E;
OJUTYKE 3eMJbe y Be3W ca MeljyHapOJIHUM HHTErpalijaMa; oanyKe
0 yBOhemYy CKOHOMCKHUX, IONUTHYKUX U JPYTHX CaHKIH]ja;
CMEpHHLIE M CTaBOBM Y IOTJieNy Bohema CHOJbHE TOIUTHKE;
MpOIICHE O CTaky YHYTPAllkhe MOJUTHYKE CIICHE KOHKPETHE

* O oBakBUM BpcTaMa 310ynoTpebe ommuupHuje y: Ilerposuh (2001); Martuh, Mumskosuh (2013).
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JpaBe; JUYHA MOAALUM O MOJIUTHYKUM, BOJHUM M EKOHOMCKUM
TuAeprUMa 3eMJbE | CI1.);

2. eKOHOMCKe INNHMjyHa:ke, Kaga ce o00aBelITajHH MOJalu
MPUKYIUBAjy 3a MoTpede MPOjeKTOBamka HAIIMOHATHE EKOHOMH]jE
peanu3oBama  HAIMOHAJHUX HHTEpeca COICTBEHE  3EeMJbE
(eKOHOMCKO CTame, EKOHOMCKH U OYIEeTCKH MPOOIeMH TIpeMETHE
3eMJbe; CIIOJbHA W YHyTpallllba AYyroBama 3eMJbE; 3a1y>KEHOCT
rpahana u npuBpene Kon fomMahux u crpaHux OaHaka; MJIaHUPAHO
y4ecTBOBame Yy MelyHapoIHUM €KOHOMCKHM TIPOjeKTHMa;
MpojeKkToBaHa uH(Iauja, IPUXOIN U PACXOIH IPKABE U CIL.);

3. BOjHe IINHjyHAXKe, KaJa ce 00aBeLITajHU TOAAH PUKYIJbajy 3a
morpebe TpojeKToBama W IJIaHWpama CHCcTeMa oja0paHe
COTICTBEHE 3eMJb€ (CacTaB, KBAIUTET, 00YYCHOCT, ONPEMIBEHOCT U
KOMYHHKalllje BOjCKE KOHKPETHE JpiKaBe, TajHH NpOrpaMu
pasBoja CaBpPEMEHOI Haopykamkba M OIpeMe; MOOMIM3ALHNjCKU
TUTAHOBH;  TUIAHOBM  aHT&XOBaka Y  MYJITHHAMOHATHUM
MHUPOBHHM OIlepalfjaMa 1 BOJHUM OJIOKOBHMA HTI.);

4. WHAyCTpPHjcKe IINMHjyHAXe, Kaga ce o00aBemTajHH IOJaNnn
MPUKYIUBajy 3a MOTpede MpOjeKTOBama IUIAHOBA M PEaTn30Bamba
WHTEpeca 10jeINHIX NPUBPEAHUX cyOjekara (MaTeHTH, HHOBaI]je
U HOBa TEXHMYKA DPELICHa; HOBH TEXHOJIOMIKH MPOLECH; HOBH
MaTepujain; MpOjeKTH HOBHX TPOW3BOJA; IUIAHOBH OCBajama
HOBHX TPXKHILTA UTJ.);

5. mpuBaTHe HCTPA)KUTe/bCKE [EJAaTHOCTH, KOje CIIPOBOJE
MIPUBATHU HCTPAXUTEJbH (IMETEKTHBH) Ha 3axTeB oxapeheHmx
KJIMjeHaTa, 10 KOMEPIMjaIIHOM OCHOBY (,,0pauHe wHcTpare,
MOpPOJMYHE MCTpare, MapHUYHE HCTpare, HCTpare TUCHUTUIMHE Ha
pany W HCTpare OoCUrypama, paad yTBphuBama BaHOpaUHUX Be3a,
HECTaHKa wWIaHa TMOPOJMIE, MpaTHke W MPUCMOTpE JIele,
yTBphUBama KOHTaKTa POAMTEhba M JIele Kaaa je TO CYICKH
3a0pamkeHO, UCTPAXKHE YCIyre y OKBHPY MapHHLA, HPUKYIJbAbE
JIoKaza 3a 1morpede oxdpaHe ONTYXKEHOT, HCTPaKUBAE
JVCIUILTMHE Ha pajly, UCTPAKUBAIE ONPABIAHOCTH 3aXTeBa 3a
HaKHaly LITeTe, YTBphUBamEe CTBAPHOI MMOBHHCKOI CTama JIMIA
nta.” (Kecuh, 2008: 61—63), ann 1 mpoHaNaXeme HU3Ty0JbeHUX
WIA YKpPaJeHUX CTBapH, 0e30€AHOCHO TMpOBEpaBame JIHIIA,
pacBeTJpaBambe KPUBHYHHMX Jiela KOja ce€ TOHE MO MpPUBATHO]
TYXOU 1 ci1y)k0€HO] Ty>)KHOCTH) UT/.

Crnenehe BaxxHO MHUTame je mTa ce CBE MoXxe mponahu y cmehy, a na
MOXke Ja Oyzae 3HayajHO 3a Oe30emHOCHO-oOaBemTajHu pan. [Ipe cBera, To
Mory na Oyay M3BOpW O0aBELITajHUX ca3Hama O MPUBATHOM JKUBOTY WJIH Y
BE3H ca CIy>KOCHUM aHTaKMaHOM JIMIIA KOj€ je mpeaMeT o0pajie WilH JUIa ca
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KOjUM TpeaMeT oOpane mma kKoHTakTe (ynopeau ca: Wilding, 2006: 88).
Hawnwme, nmure koje mocenyje o0aBemTajHa Ca3Hama, JIUIE KOje je ca UM Y
HETOCPETHOM KOHTAaKTy Y HEeroBoM JAoMy (WiaH MOPOAMLE) HIIH
KaHIenapuju (KoJjera, palHUK Ha oapXaBamy 4yucTohe) MOry CllydyajHO WM
HaMepHO Ja Oare y KaHTy 3a cMehe n3BecHe mpenMere WM JOKYMEHTE KOjU
Cy U3BOp BKHUX ca3Hama. [Ipe cBera, ped je o:

NOBEPJbMBUM JIOKYMEHTHMa JIp)KaBHHX OpraHa Ha KoOjuMa
OpeAMETHO JHue panud (OpUTHHAIM/KONMje; pajaHe/3aBpLIHE
Bep3uje; y IITaMIIaHOM/EJeKTPOHCKOM OOJIMKY; MHIUra Koja cy
KopuIfieHa 3a MpaBJbehe NYIUIMKATa JOKyMEHara, a ca KOojux je
Moryhe IpoYuTaTH caapkaj JOKyMEHTa UT/L.);

CIIy’)KOGHUM JOKYMECHTHMAa JPKaBHHX OpraHa, IpPHUBPEIHUX
cy0jekara, Hay4yHMX W CIMYHMX HWHCTUTYLMja Ha KOjUMa
MPEIMETHO JIUIE pajy, a KOju HE Mopajy Aa OyIy IOBEpJhUBE
npupoae (M3BEIITajH, MJIAHOBH, MPOLEHE, CHHCKOBH PagHHUKA H
ClL.);

JOKYMEHTAlMjU ca JUYHUM MoJaluMa IpeAMeTHOr nuna (KyhHu
pauyHu, ¢akType, OaHKOBHa JOKyMeHTalldja, oOOaBelITema
YJIaHOBHMA KIy0OOBa, EKOHOMCKO-TIPOTIATaHAHN MaTepHjall KOjH ce
JIOCTaBJba Ha KyhHy azpecy, MEIUIMHCKA TOKYMEHTAIja UTH.);
JUYHUM TmpenMmernma juua (portorpaduja, pydyHH HAaCOBHHUK ca
[IOCBETOM, JIMYHE 3a0eliellKe, JUYHU [IHEBHHK, TeJIeQOHCKH
UMEHHK HT].);

npeameTnMa ca kojux je moryhe m3yserm JIHK, kxao mro cy
nenoBu oxaehe, oOyhe W XWrujeHCKHUX cpejacTaBa (Bewl, daparne,
Kala, XUTHjeHCKU YJIOLILM, MeJieHe, Yellalb, YeTKHua 3a 3yoe,
Mpe3epBaTuBH, MapaMHIile, XWIHjEeHCKH TMAalHp, XUTHjEHCKH
mranuh U ci.), Ha KojuMa ce Halla3e TeJeCHE TEYHOCTH U APYTH
JHK matepujan (3H0j, nibyBauka, KpB, criepMma, u3mer, Mokpaha,
KOCa, JJIaKe, KPBHU YIPYILILH, KOXKHE OTYJbOTHHE, NpJhaBIITHHA
u3 kazae urn.). OBaj Bun Trash Intelligence mosnaruju je xao Or-
dure Intelligence (OrdlInt);

OoCTAIMM TMpeaMeTuMa (pauyHH U3 pecTopaHa, XoTena, ca
HaIJIATHUX PaMIly, pa3He JIMMEHKE U (hiamie, OmyIny qurapeTa,
neayJbe ca 3aberenkama, urie, IIPHUIICBH, KyTHje JICKOBA U CIL.)
ca Kojux je Moryhe u3y3eTd OTHCKe MPCTUjy JIUIA, aHATM3UPATH
KpeTame, CKIOHOCTH, HaBUKE M IOPOKE IIOjeAMHala, aiul Hu
HBHUXO0BE IIAaHOBE.

Haj3an, Bajba MOMEHYTHM M HauyMHE TNPHUKYIJbambha 00aBEIITajHUX

nonataka merogom Trash Intelligence.
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Hauenno, mojauy ce mpuKyIubajy y3uMameM U3 mocyne 3a cmehe
WIN ca JCTIOHWje U OJHONICHEM Ha Jlajby aHAIM3y, OJHOCHO OTEePaTHBHUM
WM UCTPAXHUM (KPUBHYHOIPOLIECHNM) (PUKCHPAEM.

VY npBoM ciydajy, MaTepHjaj ce y3uma Tako LITO ce:

e OJHOCH IleNla mocyna 3a cMmehe, a yMecTo me MOCTaBJbe MOoCyaa
UICHTUYHOT U3TJIeNa;

e onxHOCH canpxaj mocyzne 3a cmehe, a ymecTo mera y mocymy
y0aryje Ipyru caapixkaj;

e  OJIHOCH caJipkaj mocyje 3a cMehe koja ocTaje mpasHa, Tako Ja ce
CTHYEe yTHCaK JAa Cy paJHHLM Ha OJp)KaBamky XUTHjEHE WIH
pamHUIN Tpajacke yrcTohe ,,00aBMIIN CBOj 1OCA0";

® OJIHOCH CaMO CaJip’kaj KOjU je HOCHJIAIl M3BECHUX 00aBeITajHUX
casHama, IITO Ce PETKO MpHUMemYje (jep JINIEe MOXe Jla TIOTPaKH
MaTepHja Koju je oammio y cmehe).

Y HaBeZeHMM cHUTyalMjamMa JHIE Koje Iocenyje oOaBelTajHa
cazHama Koja je OJUIOXKUIO y cMehe MoXke J1a ToCyMmba J1a Cy OHa Jonia Y
nocen Tpehux ymna. Mnak, y To He MOXke J1a Oyie arcoayTHO CUTYPHO, jep 3a
TO HE M0CTOj€ HEIBOCMHUCICHH TIOKA3aTEIbH.

Y npyrom ciydajy Marepujai ce TpoHalla3d W (QUKCHpa y Ofie-
pPaTMBHO] WM y HMCTPaKHO] (KPUBHYHOMIPOIECHO]) hopmu. Y omepaTUBHO]
dopmu Martepujan ce ¢uKcHpa: cCHHUMameM ((GOTo, BHIECO, KOIMHPAHEM),
MIPETMCUBAKEM CapKaja, Y30PKOBamkeM Jiela OHOJIONIKOT MaTepHjajia u3
mocyze 3a cmehe WM ca IeroHuje paau aHallu3e U BeITadeka U BpahameMm
(duKCcHpaHOT cajpikaja Ha MECTO ca Kora je y3ero. OBle je HajMamba MO-
ryhHOCT na nuue Koje moceayje o0aBelITajHa ca3Hama Koja je OJIOKHIO Y
cmehe ,ipoBanu ma cy OHa jgommia y mocex Tpehwmx nwmma, jep he Taj
Marepujan mpoHahm y mocyam 3a cMehe YKOJIHMKO ce TpPUCETH Aa ra je
TPEIIKOM TaMO OJJIOKHIIO.

MehyTaM, yKOTHKO ce MaTepHjan (UKcupa y IpOoIecHO] (MCTPaXKHO])
dbopmu (mpeTpecame TMPOCTOpHja, yBuhaj muWIa MecTa, Y30PKOBAME
MaTepujaja NPWIMKOM yBHDaja WM TpeTpecama NPOCTOPHja U HETOBO
Cllalbe Ha BeIITauyeme), JHUIy Koje je obaBeliTajHa ca3Hama OIJIOKWIO Y
cmehe Onhe jacHO 1a je mpeaMEeTHU MaTeprjall y Moceay AP)KaBHOT OpraHa.

VY yno3u ,,komayda mo cMehy* moceoBaola 3Ha4ajHUX 00aBEIITajHUX
casHama MoOry na ce Haly pasHa muna. To mory ma Oyay omepaTHBLHM
0e30eqHOCHO-00aBeIITajJHUX areHlja TpepyIIeHn Yy paJHUKe TpajcKe
yucTohe WM pajJHUKE Ha OJpXKaBamby XHTHjeHE y O0jeKTHMa; 3aBpOOBaHU
pagHMIM TpaJCKe 4YHCTONe WM pagHUIM Ha OJp)KaBamky XHIHjEHE Y
ob0jekTMMa KOjEMa je TO 3amarak; 3aBpOoBaHa ,,rpeha nmma“ (ckuTHHIIE,
MIPOCjaliy, BaHAAIN UT/L.).

o Hexux marepujana u3 nocyza 3a cmehe mory na nohy camo amua
KOja Cy 3aIocjeHa y 00jeKTy y KoMe HacTaje u3BOp 00aBelITajHIX Ca3Hamba u
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y KOME€ c€ OH YHHUIUTaBa (HIOp., CaMO PAAHUK (XUTHjeHUYap, aaMU-
HUCTpATHBAIl, ONIepaTHBAIl, paTHUK CIy)K0e o0e30ehema u ci1.) Moxe aa mohe
JI0 OTIaJia KOJU HACTaje y T3B. ,,CelKATUIIAMa’™ — MalllMHAMa 32 YHUIITABaHke
(ceukame) DOKyMEHTaluje, OMHOCHO y T3B. ,,;OpHOHHMIaMa“ — ypehajuma 3a
CHaJbuBambe JOKyMEHaTa, KOjU TOCeOHMM MeETOAMMa MOTy Ja ce
PEKOHCTPYHIIY, OJHOCHO Ja C€ OuYWTa cajJpXkaj TEKCTOBa Ca HHUXOBHX
0CTaTaKa).

Jasbe, npuKynpamy 00aBEIUTAjHUX Ca3HAMKbA NPETPAKUBAKBEM CMe-
ha pemoBHO mpuOeraBajy MpHWBAaTHU HCTpakuTesb W HOBHUHapu (Wilding,
2006: 87).

Haj3an, mocebHO cy 3Ha4ajHM NpUNAIHUIKA OPraHW30BAHUX KpU-
MUHAJIHUX TPyTa U TEPOPUCTHUKHUX OopraHu3aiyja koje momohy Trash Intelli-
gence HacToje Ja A0hy A0 MmojaTaka O TOKY M pe3yiraThuMa O00aBeIlTajHO-
0e30emHOCHMX O0paga M HCTpara Koje CIPOBOJE Ip>KaBHH OPTaHH, O
TIpUNIAIHAIIMA CEKTOpa 6e30eTHOCTH U MpaBocyha Koju yIeCTBY]jY Y TAKBUM
akuujama utn. (Buau: Mujankosuh, 2010).

OBaj MeTon MOXe Ja ce MPUMEHH Ha pazIHuyUTHM JIOKalijama.
Hajmoromuuju je 3a mpuMmeHy y o0jeKTy CTaHOBama, OJHOCHO 3aIlocCiieHha
JMIIa Koje mocenyje obaBemTajHa ca3Hama. MehyTum, Ty je U HajpU3NIHHjH
y TOTJIely IeKOHCIMpHCamka 00aBeITajHOT paja, ¢ 003MpOM Ha TO Ja MHOTE
kyhe, 3rpase, NOCIOBHM O0jeKTH W BIaJUHE 3rpaje MMajy BHIEO HAA30p M
ciy )0y pu3uakor obe3dehema.

Taxohe, oBaj METOA MOXe Jja ce MPUMEHH U Ha jaBHOM MECTY, KaKo
Ha OTBOpeHOM (yiMua, TPT, MapK, LIETAIUIITE, M3JICTHIITE, ayTONApPKHHT,
aepoapoM WTA.), TAKO W y 3aTBOPEHOM IIPOCTOPY (XOTEN, PE3WICHIN]a,
onMapanumre, onmopuinre, BUII camonm, ramepuje, omepe, MO30pHINITA,
My3€jH, JUIIOMAaTCKO-KOH3YJIapHa MpeICTaBHUINTBA, KOH(EpeHjcKe caje
UT/.).

Ymecmo 3axwyuxa: ocepm na 3auumumy 00 Trash Intelligence

Trash Intelligence je MeTon KOju KOpHUCTE TOTOBO CBE 00aBEIITAjHE U
Oe30emHOCHE Cciyx0e, HE3aBHCHO OJ TOra Ja JIM Cy OHE JApKaBHE WU
npuBatHe. C jenHe cTpaHe, MOTYhHOCT Jjojacka /1o 00aBeIITajHUX ca3Hama je
BeNMKa, a MOTYhHOCTH Ja Ta cazHama Oyay 3HauajHa cy peanne. C apyre
CTpaHe, TIPUMEHAa OBOT METOAa HE HOCH BEJIMKY OINACHOCT Of
NIEKOHCIIMpHCama JHIa KOja WMajy 3amarak Ja TpUKyIe oOaBeITajHa
Ca3Hama, a MPUKYIJbalkhe MaTepujajia u3 Mocyia 3a cMehie U jaBHUX JICTIOHH]a
Hajuemthe HUje He3zakoHMTO. CTora he mpumeHa oBOI MeTolla NPUKYIJbamka
o0aBemTajHUX ca3Hama BEPOBATHO jOII IyTo OUTH aKkTyelHa y 00aBemITajHo-
0e30eTHOCHOM pay.
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Hajznauajumje mecto y 3amrtutu ox Trash Intelligence wnma
0e30eaHOCHA KYyJITypa JIMIa Koja Tocemyjy oOaBelTajHa ca3Hamba, OJTHOCHO
U3BOpe 00aBeIITajHUX Ca3HAbA.

Bbe3bennocHa KynTypa moxpasymMeBa YCBOjeHAa 3Hama, CTaBOBE,
BCIITUHE W HUCKYCTBA Yy PYKOBaWky MATEPUjaJIOM KOjU j€ CTBapHH WM
MOTCHIIMjJITHA HOCHIIAIl O00aBEITajHUX Ca3Hama. Y TOM CMHCIY, MaTepujall
KOjH je Hocuial o0aBeIUTajHUX Cca3Hama HU y KOM CIIydajy He OM cMeo Ja
Oyne mocTymaH TpehwM IWIIMMa, ITa HH MOCPEICTBOM OTmanga U cMmeha koje
HacTaje MPWIMKOM M3pajJe TOr MaTepHjajia, MEeroBOr CKIAJHIITEHha,
TpaHCHoOpTa, Kopuinhema WIM yHHIITAaBamba. Y TOM CMHUCIY, PYKOBAaOLHU
M3BOpUMa 3Ha4YajHUX 00aBEIUTajHUX Ca3Hamba Mopaiu Ou Ja BOIE padyyHa o
TOME KaKO FhMMa MaHHITYJIUIITY, CKIAJUIITE UX U 4yBajy, a MOCEOHO KaKo HX
VHHIITABAjy.

Kama je ped o ApkaBHMIMMA W PAJHUIUMA Y JPXKABHO] aaMU-
HUCTpAIjH, 32 BUX je MoceOHO BaXKHO Jla MCIYHaBajy IMPOIUCAHE YCIOBE
0e30eHOCHMX  KBajWTeTa (J1a 3aI0BOJhABAjy  yCiIoBe ,,0€30€THOCHE
npoBepe’), JAa moITyjy nocrojehe 0e30enHOCHE peKUMe 3alITHTE TajHOCTH
JIOKyMEeHaTa 1 Ja Moceyjy npodecHoHanHy 0e30eTHOCHY KyITypY.

Crnenehn je HUBO TeXHWYKE 3alITHNEHOCTH TajHUX IOJaTaka,
OpocTOpHja y KOjUMa ce Haja3e M JHLIa Koja BuUMa MaHumynumy. To
noJpa3zyMeBa U3BecHe Oe30eIHOCHE peXXUMe U3paje, NPUCTyNa, Kopuinhemna,
YMHOXKaBamba, CKIJINIITCHha U YHUIITABAka H3BOpa 00aBEIITAjHUX Ca3HAbA.

VY morneny yHUINTaBama TajHUX MOAATaKa, JHILA KOja CIIPOBOJIE OBE
AKTUBHOCTH Mopaja O nma Oyay IvMma ol WHTErpuTeTa, a 0e30eIHOCHU
PEXUMH TAKBH J1a JOKYMEHTH OyJy YHHIITEHH JIO HHBOA O]l KOI' C& HU Ha
KOj HAaYMH HE MOTY PENpOJyKOBaTH, HHU OHHU, HHTH CaJ[pKaj HHXOBUX
ocraTaka.

Haj3an, campxkaj otmaga m cmeha nmua Koja mocenyjy H3BecHa
o0aBelITajHa ca3Hamka MOpao OM Ja ce MoceOHO YHHINTaBa, Ha HAYWH Ha KOjU
HUje Moryhe 1ohu 10 BEeroBor caapikaja.
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Abstract: The choice of methods for gathering the necessary intelli-
gence findings (indications, data, information, investigation evidence) de-
pends on their degree of importance, their quantity and quality, as well as on
the opportunities and complexity of their acquisition, but also on the national
legal standards in the field of intelligence and security work. It is believed
that the intelligence findings have a greater value if they are gathered from
multiple intelligence sources. Also, they are considered to have greater sig-
nificance if they were obtained using traditional and sophisticated intelli-
gence methods. However, sometimes a significant intelligence findings can
be obtained in a seemingly easy manner that does not require the use of par-
ticularly complex intelligence methods, special knowledge in the field of
methodology of intelligence and the use of technical means. It is a method of
gathering intelligence findings by analysing the contents of garbage and
waste that remains after persons who have certain intelligence information,
i.e. who are the subject of certain security processing — the so-called "Trash
intelligence". This method can be used by both state security agencies, and
non-state actors of the security sector to gather political, military, economic,
technological, personal and other data.

Keywords: intelligence and security work, intelligence and security
services, espionage, intelligence collection by analysing the contents of gar-
bage and waste.
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ABSTRACT: The choice of methods for gathering the necessary in-
telligence findings (indications, data, information, investigation evidence)
depends on their degree of importance, their quantity and quality, as well as
on the opportunities and complexity of their acquisition, but also on the na-
tional legal standards in the field of intelligence and security work. It is be-
lieved that the intelligence findings have a greater value if they are gathered
from multiple intelligence sources. Also, they are considered to have greater
significance if they were obtained using traditional and sophisticated intelli-
gence methods. However, sometimes significant intelligence findings can be
obtained in a seemingly easy manner that does not require the use of particu-
larly complex intelligence methods, special knowledge in the field of meth-
odology of intelligence and the use of technical means. It is a method of
gathering intelligence findings by analysing the contents of garbage and
waste that remains after persons who have certain intelligence information,
i.e. who are the subject of certain security processing — the so-called "Trash
intelligence". This method can be used by both state security agencies, and
non-state actors of the security sector to gather political, military, economic,
technological, personal and other data.

Keywords: intelligence and security work, intelligence and security
services, espionage, intelligence collection by analysing the contents of gar-
bage and waste.

Introduction

Intelligence findings represent knowledge gained during intelligence
or security activities, using the intelligence and security methods. It, like the
intelligence and security activities, may or may not be related to national or
supranational intelligence and/or security agencies. On the contrary, some
aspects of intelligence and security activities are increasingly becoming the
area of private security agencies and entrepreneurs, but also other members
of civil society, who can get intelligence findings in the course of their work®.

This is the result of the Scientific Research Project entitled The Development of Institutional Capacities,
Standards and Procedures for Combating Organized Crime and Terrorism in the International Integration
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In relation to the importance, quantity and quality, it is possible to
distinguish several levels of intelligence knowledge, namely: an intelligence
indication, intelligence data and intelligence information (Mijalkovic,
MiloSevi¢, 2013: 115-116; see also: Obrazovno-istrazivacki centar
Bezbednosno-informativne agencije, Beograd, 2004). A particular level of
intelligence findings is evidence in the criminal procedural sense, which is an
intelligence information filed in the process form.

Intelligence indication (indicator) is the initial knowledge about the
object of interest, the degree of accuracy and completeness of which are not
known at the time of its acquisition. By gathering, verifying and crossreffer-
encing several indications about the object of interest, the information usable
in further operational and analytical work is obtained.

Intelligence is a higher level of knowledge that is extracted from in-
telligence indications, substrate and material that produces intelligence in-
formation. At the time of acquisition, most often it is not known whether the
intelligence data is accurate and whether it is complete. Therefore, it is best to
acquire more data on the object of interest from multiple sources. As such,
the data is a source of intelligence information.

Intelligence information is particular knowledge that is extracted
from the intelligence data, necessary to solve specific security problems and
for the implementation of specific security goals. Hence it is clear that the
purpose of intelligence activities actually is — intelligence gathering on the
basis of numerous indications, which will turn into meaningful intelligence
information through certain analytical process.

Finally, if collected according to the criminal procedural form, the in-
telligence findings may have the significance of evidence in the criminal pro-
cedural sense and apparently can serve as proof of someone's guilt or inno-
cence in criminal proceedings of an offence.

Intelligence findings are obtained using intelligence methods, from
certain intelligence sources. Generally, field of intelligence activity consists
of: secret methods (method of placing members of the secret services in the
structure of the opponent, espionage methods and the secret use of technical
means), undercover methods (undercover survey, method of covert observa-
tion and undercover methods of scientific research) and legal methods

Conditions. The Project is financed by the Ministry of Education, Science and Technological Development
of the Republic of Serbia (No 179045), and carried out by the Academy of Criminalistics and Police Stud-
ies in Belgrade (2011-2014). The leader of the Project is Associate Professor Sasa Mijalkovi¢, PhD.

¢ Almost everywhere in the world, and so in our country too, non-state entities are strictly forbidden to
establish intelligence services and to implement operational methods and means that are within the exclu-
sive jurisdiction of the state authorities (see Article 1 of the Law on the Basic Provisions on the Security
Services of the Republic of Serbia (Zakon o osnovama uredenja sluzbi bezbednosti Republike Srbije);
Article 2 of the Law on Private Security (Zakon o privatnom obezbedenju) and Article 2 of the Law on
Detective Work (Zakon o detektivskoj delatnosti). See also: Petrovi¢, Sinkovski, 2012).
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(method of gathering data by examining persons, method of gathering data
through reconnaissance, method of gathering data through cooperation with
entities of the state and civil society in the country and abroad, gathering data
from the media) (Mijalkovié¢, Milogevié, 2011: 150—155)’.

In the broadest sense, sources of intelligence findings are the people
(i.e. living sources) and items, that can further be divided into objects, techni-
cal means and documents (Milosevi¢, 2001: 83—84).

From the perspective of this paper, what is particularly interesting are
objects and documents that can be found in the garbage of the person who
has the intelligence, and which can be obtained by using more of the men-
tioned methods of the intelligence activities field.

1. The notion " Trash Intelligence"

"Trash Intelligence" ("Trashint") i.e. "Garbage Intelligence" is a
slang term for the activities of gathering intelligence findings by searching,
obtaining, and analysing the contents of garbage and waste left behind (made
or disposed of) by persons who are the subject of intelligence and security
processing, i.e. users or holders of relevant intelligence findings.

In the basis of the application of this method there are two general
assumptions: first, that a certain person possesses intelligence in the form of
documents or objects that he/she will dispose of in the trash, accidentally or
intentionally, in original form or deformed (torn, broken, seemingly useless).
Second assumption is that the said source of intelligence findings will be
found in the trash, that it will be possible to take and analyse it or to collect
according to the regulated operational or criminal procedural procedure.

Of course, some variations of these assumptions are also possible:
first, the items-sources of intelligence do not need to be thrown in the trash
by the person who owns them, but a third person who has contact with him
(eg., the hygienist while cleaning offices, a family member while tidying up
the home, a child while playing, etc.); secondly, the items-sources of intelli-
gence do not need to be found in the trash by a person who conducts intelli-
gence-security activities, but a third party who will deliver this material to
security services (eg., a homeless man who searches the containers for dis-
carded food); finally, the item-source of the intelligence findings that is
looked for does not need to be found in the trash, but there can be a source of
other findings that are not the subject of the current intelligence and security
processing, which will be submitted to the relevant departments and units
(eg., investigating the espionage activities, members of the security service

" However, sometimes one will resort to the use of specific (nonstandard) methods of intelligence data

gathering, such as the so-called "Sex-espionage", "container espionage" and so on (Mijalkovi¢, 2014).
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find in the trash documentation that is the evidence of embezzlement of the
company which is the front for intelligence point, so this source of intelli-
gence findings is submitted to the competent departments of customs, tax
authorities, financial police, etc. Then the processing of financial malfeasance
becomes a cover for intelligence and security processing of the espionage
point.).

Particularly interesting is the dilemma about the legality of applying
this method in relation to the place of storing the garbage.® Namely, in regard
to searching garbage (waste baskets and garbage bins) in the house of the
person who has the sources of intelligence findings, which also includes his
yard and ancillary facilities around the house, the official premises of the or-
ganisation in which that person is employed and any other facility for the
search (examination and supervision) of which the approval of the competent
judicial authorities is required, then this way of obtaining intelligence infor-
mation is legal only if there is the authorisation or order of the competent ju-
dicial authorities. In other cases, this kind of intelligence activities is illegal.

On the other hand, if the trash searched is temporarily (garbage bin,
container on the street) or permanently (landfills) located in the open public
space, the approval of the competent judicial authorities is not necessary. In
such cases, the "Trash Intelligence" (aka. "Dump Intelligence" — "Dumplnt")
has the character of legal intelligence gathering from open sources (i.e. legal
open source intelligence). However, if it is a landfill owned by a private
waste disposal company with limited or prohibited approach to unemployed
persons (commercial and private property), then in order to gather intelli-
gence, it is necessary to have the order of the judicial authority i.e. the ap-
proval of the governing bodies of the landfill.

Especially interesting is the question of obtaining documents in this
way in cases when they are clearly classified as secret data, protected by the
law regulating classified information (e.g. government document marked "top
secret"). When talking about the data of state bodies of the host state, they
must be submitted to the state body to which they belong and should not be
used in operational processing without specific approval of the competent
state body in charge of the protection of classified information.

At the end of elaborating of the notion of intelligence findings by
searching the garbage, one should mention the purposes for resorting to this
method. Namely, this method is suitable for the collection of intelligence
findings of all kinds, which are usually also obtained by applying all other
intelligence methods which have already been discussed.

¥ About some of these dilemmas, see: Kahaner (1997).
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However, bearing in mind that the state authorities of the country the
intelligence of which we are interested in has procedures for dealing with
classified information, for their storage and destruction, it is unlikely that a
document marked as state secret would be found in a trash container. Same
goes for the persons interesting security-wise, who have developed a higher
level of security culture.

No matter what, "Trash Intelligence" has so far proved to be suitable
for collecting data which can be used for:

— Intelligence and security operations for detection, prevention and
suppression of: intelligence and subversive activities of foreign intelligence
services; threatening activities internal extremists and members of extreme
political emigration are responsible for; domestic and international terrorism;
endangering highest state officials and the most severe forms of economic,
financial, property crime and crime against goods and values protected by
international law (for more details, see — Mijalkovi¢, Bajagi¢, 2012: 257-266;
488-515);

— Criminal processing and criminal investigation of the said forms
of security threats (finding objects and traces of criminal offences, recon-
struction of criminal offences, crime scene investigation, identifying persons,
and the like);

— Security checking of persons and checking their sincerity in the
process of operational cooperation (determining their contacts with certain
persons based on the notes that were thrown in the garbage, determining per-
sons' dishonesty (eg., a person claims that no one has visited him at the
apartment, but there are cigarette butts in the garbage bin, although the per-
son is a non-smoker; the person claims to have been on a weekend vacation
at a particular place, however, in the garbage bin there are receipts of paid tall
fees corresponding to the date in question, but from the roads that do not lead
to the place specified in the statement, etc.));

— Social engineering, i.e. profiling a person who is interesting secu-
rity-wise (eg., determining his aptitudes, faults, obsessions, interests, habits,
weaknesses and anything that can compromise him or point to the most effec-
tive methods for his recruitment for the purpose of obtaining intelligence data
and information);

— Subversive action against a person who is interesting security-
wise, when on the basis of his profile, it can be concluded what the easiest
way to compromise him is in his living and working environment and areas
of movement (by stating untruths on the basis of certain truths), what the
easiest way is to execute his physical liquidation (on the basis of establishing
routines in his movements and behaviour), how to compromise him in the
group whose member he is, and which undertakes hostile acts against the
country (arranging a situation from which it may be inferred that the person is
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the enemy of the group to which he belongs), how to "demonise" him in me-
dia, how to present him falsely as the perpetrator of a criminal offence (pay-
ing a prostitute to falsely accuse the person of rape, where the crucial evi-
dence will be the sperm taken with condom out of the person's trash; the
murder that was committed with a letter opener the person has accidentally
dropped into a garbage bin when reading mail, with his fingerprints all over
it) etc.;

— Theft and abuse of a person's identity (see: Harwood, 2008),
based on materials from the trash that contain his personal data (name, par-
ent's name, personal identification number, address, bank account number,
social security number, etc., data primarily found on household bills, docu-
ments from banks, credit cards receipts and so on);

In the end, gathering intelligence by searching the garbage should be
distinguished from gathering intelligence from sources which the person was
accidentally lost or forgotten (in public places, on public transport, in a park,
at a restaurant, in a hotel, at a ceremony, and the like) as well as from gather-
ing intelligence by stealing documents (particularly using pick pocketing
technique), then throwing them in the trash and arranging that it looks like
they were thrown accidentally. In both cases, the person who has the intelli-
gence has not thrown the source in the trash, neither deliberately nor acciden-
tally.

Finally, "Trash Intelligence" should be distinguished from unauthor-
ised accessing protected computer networks of the person who has intelli-
gence, and searching through these networks (i.e. "hacking"), which includes
the search of deleted documents that are in the so-called Recycle Bin, i.e. in
the storage of deleted documents and e-mails (Trash)’. Obtaining intelligence
by hacking is also known as "HackInt" (Hackers Intelligence) and is one of
the methods of absuse of modern information technology in the field of intel-
ligence (the so-called "ItInt" - Information Technology Intelligence). Al-
though we speak of electronic materials which have been deleted and placed
in the "Racycle Bin", this method can not be considered a form of "Trash In-
telligence" because it does not imply a classical search of garbage and waste
of a person who has intelligence. On the contrary, it is a form of so-called
"Techint" (Technical Intelligence) which includes intelligence data gathering
by using the latest information technology (see: Bajagi¢, 2010: 135-137).

In addition, "TrashInt" is a method that is traditionally very present
but which, because of the overall technologisation of the society, is becoming
more common and less talked about compared to the more developed method
of "HacklInt".

? About these types of abuse in more detail, see: Petrovié (2001); Mati¢, Miljkovié (2013).
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2. Phenomenology of " Trash Intelligence"

According to the nature of the data being gathered, "Trash Intelli-
gence" can be a part of the methods applied in the framework of (compare:
Pordevié, 1987: 89-91):

— Political espionage, when intelligence data is gathered for the
purposes of political decision-makers and the protection of national interests
of one's own country (political conditions and circumstances within a specific
country, plans and decisions of foreign governments; plans and decisions of
the bodies of international organisations; plans for reforming administration
of the country; decisions of the country in relation to international integra-
tion; the decision on introducing economic, political and other sanctions;
guidelines and standpoints in terms of conducting foreign policy; assessment
of the situation on the political scene of a particular country; personal data of
a political, military and economic leaders of the country, etc.);

— Economic espionage, when intelligence data is gathered for the
purpose of planning national economy and fulfilling national interests of
one's own country (economic situation, economic and budgetary problems of
the country; external and internal debt of the country; indebtedness of citizens
and businesses with domestic and foreign banks; planned participation in the
international economic projects; projected inflation, income and expenses of
the country, etc.);

— Military espionage, when intelligence data is gathered for the pur-
pose of designing and planning the defence system of one's own country
(composition, quality, training, equipment, and communications of the mili-
tary of that country; secret programmes of modern weapons and equipment
development; mobilisation plans; plans of engagement in multinational
peacekeeping operations and military blocks, etc.).

— Industrial espionage, when intelligence data is gathered for the
purpose of designing plans and fulfilling the interests of certain business enti-
ties (patents, innovations and new technical solutions; new technological
processes; new materials; projects for new products; plans for the conquest of
new markets, etc.).

— Private investigation activities, conducted by private investigators
(detectives), at the request of certain clients, on commercial basis ("marital
investigation, family investigations, civil law investigations, investigations of
work discipline and related to insurance, investigations to determine extra-
marital relationships, the disappearance of a family member, escort and sur-
veillance of children, establishing contact between parents and children when
this is prohibited by the court, investigative services in a court procedure,
gathering evidence for the defence of the accused, investigating work disci-
pline, investigating validity of the request for compensation, establishing ac-
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tual financial situation of a person etc." (Kesi¢, 2008: 61-63), but also the
retrieval of lost or stolen items, security checks of persons, resolving criminal
cases that are processed by private and public prosecution), etc.

The next important question is what can be found in the trash, and
that may be significant for the security-intelligence activities. First of all, that
can be sources of intelligence findings about the private life or related to the
official involvement of the person subject to processing or persons with
which threat person has contacts (compare: Wilding, 2006: 88). The person
who possesses the intelligence, the person who is in direct contact with
him/her at home (family member) or at the office (fellow worker to hygien-
ist) can accidentally or deliberately throw in the trash certain items or docu-
ments that are the source important findings. First of all, these are:

— Confidential documents of government authority on which the
person in question works (originals/copies; working/final versions;
printed/electronic form; carbon papers used to create duplicates of docu-
ments, from which it is possible to read the contents of the document, etc.).

— Official documents of state bodies, business entities, scientific and
similar institutions on which the person in question works, which do not have
to be of a confidential nature (reports, plans, estimates, lists of employees,
etc.);

— Documents with personal data of the person in question (house-
hold bills, invoices, bank documents, information to members of clubs, ad-
vertisement materials delivered to home address, medical records, etc.).

— Personal belongings of the person (photos, a wristwatch with a
dedication, personal notes, a diary, telephone directory, etc.).

— Objects from which it is possible to extract DNA, such as items of
clothing, footwear and personal hygiene items (underwear, socks, hat, sani-
tary napkins, diapers, comb, toothbrush, condoms, tissues, toilet paper, cotton
swabs, etc.) that contain bodily fluids and other DNA material (sweat, saliva,
blood, semen, faeces, urine, hair, other bodily hairs, blood clots, skin abra-
sions, dirt from the bathtub and so on). This form of "Trash Intelligence" is
better known as "ordure Intelligence" ("OrdInt");

— Other items (receipts from restaurants, hotels, from pay toll
booths, empty cans and bottles, cigarette butts, papers with notes, needles,
syringes, boxes of medicines, etc.) from which it is possible to lift finger-
prints, analyse movements, preferences, habits and vices of an individual, but
also their plans.

Finally, we should mention the ways of intelligence data gathering by
using "Trash Intelligence" method.

In general, data is gathered by taking the garbage from waste disposal
containers or landfill sites and sending it for further analysis, i.e. by opera-
tional or investigative (criminal procedure) collecting.
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In the first case, the material is taken in the following way:

— the whole trash container is taken away, and instead of it, the
container that looks identical is put;

— the content of the garbage container is taken, and instead of it,
some other content is put;

— the content of the garbage container is taken, and it remains
empty, so that one gets the impression that the cleaning lady or
city sanitation workers "did their job";

— only the content that has certain intelligence information is
taken, which is rarely used (because a person can look for the
things thrown in the trash).

In these situations, the person who has the intelligence that has been
thrown in the trash, can suspect that it came into the possession of third par-
ties. Yet, one cannot be absolutely sure of that, because there are no straight-
forward indicators.

In the second case, the material is found and collected according to
operational or investigative (criminal procedure) form. In the operational
form, the material is collected by: recording (photo, video, copying), rewrit-
ing the content, sampling a part of the biological material from garbage bins
or landfills for analysis and getting an expert opinion, and restoring the col-
lected contents to the place from which it was taken. Here the chance is low-
est that the person who has the intelligence and has thrown it in the trash will
"figure out" that it came into the possession of third parties, because he/she
can find that same material in the trash container if he/she remembers that
he/she has thrown it out there by mistake.

However, if the material is collected in the process (investigation)
form (search of premises, crime scene investigation, sampling materials dur-
ing the investigation or the search of premises and sending it for the expert
analysis), the person who has thrown the intelligence in the trash will be clear
that the material in question has come in possession of the state authority.

In the role of "the garbage diggers" of the one who has important in-
telligence information, various persons can be found. They may be the opera-
tives of security-intelligence agencies disguised as sanitation workers or
cleaning ladies at firms; recruited workers of municipal sanitation service or
cleaning ladies at firms where the task is; recruited "third parties" (vagrants,
beggars, vandals etc.).

Some materials from the trash container can be accessed only by per-
sons who are employed in the facility in which the source of intelligence
findings is created and in which it is destroyed (eg., only the employee (hy-
gienist, administrative service employee, operative, security service em-
ployee, etc.) can get to the waste generated in the so-called "shredders" — ma-
chines for destroying (shredding) documentation, or the so-called "burners" -
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devices for burning documents, which can be reconstructed using special
methods, that is, the content can be read from their residues).

Further on, gathering intelligence findings by searching the garbage
is regularly used by private investigators and journalists (Wilding, 2006: 87).

Finally, what is especially important is that the members of organised
criminal groups and terrorist organisations use "Trash Intelligence" trying to
obtain information about the progress and results of intelligence-security
processing and investigations carried out by state authorities, of members of
the security and justice sector who participate in such actions, etc. (see: Mi-
jalkovi¢, 2010).

This method can be applied in different locations. It is most suitable
for residential or employment facilities of the person who has intelligence.
However, it is there that the risk is also the highest, in terms of exposing in-
telligence work, given that many houses, buildings, office buildings, govern-
ment buildings have video surveillance and physical security service.

Also, this method can be used in a public place, both outdoors (street,
square, park, walkway, picnic area, auto parking, airport, etc.) and indoors
(hotel, residence, resort, resting area, VIP lounges, galleries, opera houses,
theatres, museums, diplomatic and consular offices, conference rooms, etc.).

Instead of conclusion: a look into the protection from
"Trash Intelligence"

"Trash Intelligence" is a method used by almost all intelligence and
security services, regardless of whether they are public or private. On the one
hand, the possibility of getting to intelligence findings is great, and the possi-
bility that these findings are important is real. On the other hand, using this
method does not carry a great risk of exposing persons who have the task to
gather intelligence findings and gathering materials from garbage containers
and public landfills is usually not illegal. Therefore, applying this method of
gathering intelligence findings is likely to be present for a long time in the
course of the intelligence and security activities.

What is most important about the protection from "Trash Intelli-
gence" is the security culture of persons who possess the intelligence or
sources of intelligence findings.

Security culture includes adoption of knowledge, attitudes, skills and
experience in handling materials, which are actual or potential holders of in-
telligence findings. In this sense, the material holding intelligence findings
should not, in any case, be accessible to third parties, not even through the
trash and waste that is produced when creating this material, storing it, trans-
porting, using or destroying it. In this regard, persons handling significant
sources of intelligence findings would have to take care about how they ma-
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nipulate them, store and preserve them, and especially how they destroy
them.

When it comes to state officials and state administration employees,
for them it is especially important to meet the prescribed requirements re-
garding security qualities (that they meet the requirements of "vetting"), that
they adhere to the existing security regulations to protect the confidentiality
of documents and that they have professional safety culture.

Next is the level of technical protection of classified information, of
premises in which they are kept, and of people who handle them. This im-
plies certain security regimes of creating, accessing, use, multiplication, stor-
ing and destroying the sources of intelligence findings.

With regard to destroying classified information, persons conducting
these activities would have to be persons of integrity, and security regimes
such that the documents are destroyed to that extent that they can not in any
way be reproduced, neither the documents, nor the content of their remains.

Finally, the content of waste and garbage of persons who have certain
intelligence findings would have to be specifically destroyed, in the way in
which it is not possible to get to its contents.
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