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Abstract: The choice of methods for gathering the necessary intelli-
gence findings (indications, data, information, investigation evidence) de-
pends on their degree of importance, their quantity and quality, as well as on 
the opportunities and complexity of their acquisition, but also on the national 
legal standards in the field of intelligence and security work. It is believed 
that the intelligence findings have a greater value if they are gathered from 
multiple intelligence sources. Also, they are considered to have greater sig-
nificance if they were obtained using traditional and sophisticated intelli-
gence methods. However, sometimes a significant intelligence findings can 
be obtained in a seemingly easy manner that does not require the use of par-
ticularly complex intelligence methods, special knowledge in the field of 
methodology of intelligence and the use of technical means. It is a method of 
gathering intelligence findings by analysing the contents of garbage and 
waste that remains after persons who have certain intelligence information, 
i.e. who are the subject of certain security processing – the so-called "Trash 
intelligence". This method can be used by both state security agencies, and 
non-state actors of the security sector to gather political, military, economic, 
technological, personal and other data. 

 
Keywords: intelligence and security work, intelligence and security 

services, espionage, intelligence collection by analysing the contents of gar-
bage and waste. 
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ABSTRACT: The choice of methods for gathering the necessary in-

telligence findings (indications, data, information, investigation evidence) 
depends on their degree of importance, their quantity and quality, as well as 
on the opportunities and complexity of their acquisition, but also on the na-
tional legal standards in the field of intelligence and security work. It is be-
lieved that the intelligence findings have a greater value if they are gathered 
from multiple intelligence sources. Also, they are considered to have greater 
significance if they were obtained using traditional and sophisticated intelli-
gence methods. However, sometimes significant intelligence findings can be 
obtained in a seemingly easy manner that does not require the use of particu-
larly complex intelligence methods, special knowledge in the field of meth-
odology of intelligence and the use of technical means. It is a method of 
gathering intelligence findings by analysing the contents of garbage and 
waste that remains after persons who have certain intelligence information, 
i.e. who are the subject of certain security processing – the so-called "Trash 
intelligence". This method can be used by both state security agencies, and 
non-state actors of the security sector to gather political, military, economic, 
technological, personal and other data. 

 
 Keywords: intelligence and security work, intelligence and security 
services, espionage, intelligence collection by analysing the contents of gar-
bage and waste. 
 

Introduction 
 

Intelligence findings represent knowledge gained during intelligence 
or security activities, using the intelligence and security methods. It, like the 
intelligence and security activities, may or may not be related to national or 
supranational intelligence and/or security agencies. On the contrary, some 
aspects of intelligence and security activities are increasingly becoming the 
area of private security agencies and entrepreneurs, but also other members 
of civil society, who can get intelligence findings in the course of their work6. 
                                                 
This is the result of the Scientific Research Project entitled The Development of Institutional Capacities, 
Standards and Procedures for Combating Organized Crime and Terrorism in the International Integration 
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In relation to the importance, quantity and quality, it is possible to 
distinguish several levels of intelligence knowledge, namely: an intelligence 
indication, intelligence data and intelligence information (Mijalkovi , 
Miloševi , 2013: 115 116; see also: Obrazovno-istraživa ki centar 
Bezbednosno-informativne agencije, Beograd, 2004). A particular level of 
intelligence findings is evidence in the criminal procedural sense, which is an 
intelligence information filed in the process form. 

Intelligence indication (indicator) is the initial knowledge about the 
object of interest, the degree of accuracy and completeness of which are not 
known at the time of its acquisition. By gathering, verifying and crossreffer-
encing several indications about the object of interest, the information usable 
in further operational and analytical work is obtained. 

Intelligence is a higher level of knowledge that is extracted from in-
telligence indications, substrate and material that produces intelligence in-
formation. At the time of acquisition, most often it is not known whether the 
intelligence data is accurate and whether it is complete. Therefore, it is best to 
acquire more data on the object of interest from multiple sources. As such, 
the data is a source of intelligence information. 

Intelligence information is particular knowledge that is extracted 
from the intelligence data, necessary to solve specific security problems and 
for the implementation of specific security goals. Hence it is clear that the 
purpose of intelligence activities actually is – intelligence gathering on the 
basis of numerous indications, which will turn into meaningful intelligence 
information through certain analytical process. 

Finally, if collected according to the criminal procedural form, the in-
telligence findings may have the significance of evidence in the criminal pro-
cedural sense and apparently can serve as proof of someone's guilt or inno-
cence in criminal proceedings of an offence. 

Intelligence findings are obtained using intelligence methods, from 
certain intelligence sources. Generally, field of intelligence activity consists 
of: secret methods (method of placing members of the secret services in the 
structure of the opponent, espionage methods and the secret use of technical 
means), undercover methods (undercover survey, method of covert observa-
tion and undercover methods of scientific research) and legal methods 

                                                                                                                    
Conditions. The Project is financed by the Ministry of Education, Science and Technological Development 
of the Republic of Serbia (No 179045), and carried out by the Academy of Criminalistics and Police Stud-
ies in Belgrade (2011 2014). The leader of the Project is Associate Professor Saša Mijalkovi , PhD.   
6 Almost everywhere in the world, and so in our country too, non-state entities are strictly forbidden to 
establish intelligence services and to implement operational methods and means that are within the exclu-
sive jurisdiction of the state authorities (see Article 1 of the Law on the Basic Provisions on the Security 
Services of the Republic of Serbia (Zakon o osnovama ure enja službi bezbednosti Republike Srbije); 
Article 2 of the Law on Private Security (Zakon o privatnom obezbe enju) and Article 2 of the Law on 
Detective Work (Zakon o detektivskoj delatnosti). See also: Petrovi , Sinkovski, 2012). 
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(method of gathering data by examining persons, method of gathering data 
through reconnaissance, method of gathering data through cooperation with 
entities of the state and civil society in the country and abroad, gathering data 
from the media) (Mijalkovi , Miloševi , 2011: 150 155)7. 

In the broadest sense, sources of intelligence findings are the people 
(i.e. living sources) and items, that can further be divided into objects, techni-
cal means and documents (Miloševi , 2001: 83 84). 

From the perspective of this paper, what is particularly interesting are 
objects and documents that can be found in the garbage of the person who 
has the intelligence, and which can be obtained by using more of the men-
tioned methods of the intelligence activities field. 

 
1. The notion " r sh Intelligence" 

 
" r sh Intelligence" ("TrashInt") i.e. "Garbage Intelligence" is a 

slang term for the activities of gathering intelligence findings by searching, 
obtaining, and analysing the contents of garbage and waste left behind (made 
or disposed of) by persons who are the subject of intelligence and security 
processing, i.e. users or holders of relevant intelligence findings. 

In the basis of the application of this method there are two general 
assumptions: first, that a certain person possesses intelligence in the form of 
documents or objects that he/she will dispose of in the trash, accidentally or 
intentionally, in original form or deformed (torn, broken, seemingly useless). 
Second assumption is that the said source of intelligence findings will be 
found in the trash, that it will be possible to take and analyse it or to collect 
according to the regulated operational or criminal procedural procedure. 

Of course, some variations of these assumptions are also possible: 
first, the items-sources of intelligence do not need to be thrown in the trash 
by the person who owns them, but a third person who has contact with him 
(eg., the hygienist while cleaning offices, a family member while tidying up 
the home, a child while playing, etc.); secondly, the items-sources of intelli-
gence do not need to be found in the trash by a person who conducts intelli-
gence-security activities, but a third party who will deliver this material to 
security services (eg., a homeless man who searches the containers for dis-
carded food); finally, the item-source of the intelligence findings that is 
looked for does not need to be found in the trash, but there can be a source of 
other findings that are not the subject of the current intelligence and security 
processing, which will be submitted to the relevant departments and units 
(eg., investigating the espionage activities, members of the security service 

                                                 
7 However, sometimes one will resort to the use of specific (nonstandard) methods of intelligence data 
gathering, such as the so-called "Sex-espionage", "container espionage" and so on (Mijalkovi , 2014). 
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find in the trash documentation that is the evidence of embezzlement of the 
company which is the front for intelligence point, so this source of intelli-
gence findings is submitted to the competent departments of customs, tax 
authorities, financial police, etc. Then the processing of financial malfeasance 
becomes a cover for intelligence and security processing of the espionage 
point.). 

Particularly interesting is the dilemma about the legality of applying 
this method in relation to the place of storing the garbage.8 Namely, in regard 
to searching garbage (waste baskets and garbage bins) in the house of the 
person who has the sources of intelligence findings, which also includes his 
yard and ancillary facilities around the house, the official premises of the or-
ganisation in which that person is employed and any other facility for the 
search (examination and supervision) of which the approval of the competent 
judicial authorities is required, then this way of obtaining intelligence infor-
mation is legal only if there is the authorisation or order of the competent ju-
dicial authorities. In other cases, this kind of intelligence activities is illegal. 

On the other hand, if the trash searched is temporarily (garbage bin, 
container on the street) or permanently (landfills) located in the open public 
space, the approval of the competent judicial authorities is not necessary. In 
such cases, the "Trash Intelligence" (aka. "Dump Intelligence" – "DumpInt") 
has the character of legal intelligence gathering from open sources (i.e. legal 
open source intelligence). However, if it is a landfill owned by a private 
waste disposal company with limited or prohibited approach to unemployed 
persons (commercial and private property), then in order to gather intelli-
gence, it is necessary to have the order of the judicial authority i.e. the ap-
proval of the governing bodies of the landfill. 

Especially interesting is the question of obtaining documents in this 
way in cases when they are clearly classified as secret data, protected by the 
law regulating classified information (e.g. government document marked "top 
secret"). When talking about the data of state bodies of the host state, they 
must be submitted to the state body to which they belong and should not be 
used in operational processing without specific approval of the competent 
state body in charge of the protection of classified information. 

At the end of elaborating of the notion of intelligence findings by 
searching the garbage, one should mention the purposes for resorting to this 
method. Namely, this method is suitable for the collection of intelligence 
findings of all kinds, which are usually also obtained by applying all other 
intelligence methods which have already been discussed. 

                                                 
8 About some of these dilemmas, see: Kahaner (1997). 
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However, bearing in mind that the state authorities of the country the 
intelligence of which we are interested in has procedures for dealing with 
classified information, for their storage and destruction, it is unlikely that a 
document marked as state secret would be found in a trash container. Same 
goes for the persons interesting security-wise, who have developed a higher 
level of security culture. 

No matter what, "Trash Intelligence" has so far proved to be suitable 
for collecting data which can be used for: 

 Intelligence and security operations for detection, prevention and 
suppression of: intelligence and subversive activities of foreign intelligence 
services; threatening activities internal extremists and members of extreme 
political emigration are responsible for; domestic and international terrorism; 
endangering highest state officials and the most severe forms of economic, 
financial, property crime and crime against goods and values protected by 
international law (for more details, see – Mijalkovi , Bajagi , 2012: 257–266; 
488–515); 

 Criminal processing and criminal investigation of the said forms 
of security threats (finding objects and traces of criminal offences, recon-
struction of criminal offences, crime scene investigation, identifying persons, 
and the like); 

 Security checking of persons and checking their sincerity in the 
process of operational cooperation (determining their contacts with certain 
persons based on the notes that were thrown in the garbage, determining per-
sons' dishonesty (eg., a person claims that no one has visited him at the 
apartment, but there are cigarette butts in the garbage bin, although the per-
son is a non-smoker; the person claims to have been on a weekend vacation 
at a particular place, however, in the garbage bin there are receipts of paid tall 
fees corresponding to the date in question, but from the roads that do not lead 
to the place specified in the statement, etc.)); 

 Social engineering, i.e. profiling a person who is interesting secu-
rity-wise (eg., determining his aptitudes, faults, obsessions, interests, habits, 
weaknesses and anything that can compromise him or point to the most effec-
tive methods for his recruitment for the purpose of obtaining intelligence data 
and information); 

 Subversive action against a person who is interesting security-
wise, when on the basis of his profile, it can be concluded what the easiest 
way to compromise him is in his living and working environment and areas 
of movement (by stating untruths on the basis of certain truths), what the 
easiest way is to execute his physical liquidation (on the basis of establishing 
routines in his movements and behaviour), how to compromise him in the 
group whose member he is, and which undertakes hostile acts against the 
country (arranging a situation from which it may be inferred that the person is 
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the enemy of the group to which he belongs), how to "demonise" him in me-
dia, how to present him falsely as the perpetrator of a criminal offence (pay-
ing a prostitute to falsely accuse the person of rape, where the crucial evi-
dence will be the sperm taken with condom out of the person's trash; the 
murder that was committed with a letter opener the person has accidentally 
dropped into a garbage bin when reading mail, with his fingerprints all over 
it) etc.; 

 Theft and abuse of a person's identity (see: Harwood, 2008), 
based on materials from the trash that contain his personal data (name, par-
ent's name, personal identification number, address, bank account number, 
social security number, etc., data primarily found on household bills, docu-
ments from banks, credit cards receipts and so on); 

In the end, gathering intelligence by searching the garbage should be 
distinguished from gathering intelligence from sources which the person was 
accidentally lost or forgotten (in public places, on public transport, in a park, 
at a restaurant, in a hotel, at a ceremony, and the like) as well as from gather-
ing intelligence by stealing documents (particularly using pick pocketing 
technique), then throwing them in the trash and arranging that it looks like 
they were thrown accidentally. In both cases, the person who has the intelli-
gence has not thrown the source in the trash, neither deliberately nor acciden-
tally. 

Finally, "Trash Intelligence" should be distinguished from unauthor-
ised accessing protected computer networks of the person who has intelli-
gence, and searching through these networks (i.e. "hacking"), which includes 
the search of deleted documents that are in the so-called Recycle Bin, i.e. in 
the storage of deleted documents and e-mails (Trash)9. Obtaining intelligence 
by hacking is also known as "HackInt" (Hackers Intelligence) and is one of 
the methods of absuse of modern information technology in the field of intel-
ligence (the so-called "ItInt" - Information Technology Intelligence). Al-
though we speak of electronic materials which have been deleted and placed 
in the "Racycle Bin", this method can not be considered a form of "Trash In-
telligence" because it does not imply a classical search of garbage and waste 
of a person who has intelligence. On the contrary, it is a form of so-called 
"Techint" (Technical Intelligence) which includes intelligence data gathering 
by using the latest information technology (see: Bajagi , 2010: 135 137). 

In addition, "TrashInt" is a method that is traditionally very present 
but which, because of the overall technologisation of the society, is becoming 
more common and less talked about compared to the more developed method 
of "HackInt". 

                                                 
9 About these types of abuse in more detail, see: Petrovi  (2001); Mati , Miljkovi  (2013). 
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2. Phenomenology of "Tr sh Intelligence" 
 
According to the nature of the data being gathered, "Trash Intelli-

gence" can be a part of the methods applied in the framework of (compare: 
or evi , 1987: 89 91): 

 Political espionage, when intelligence data is gathered for the 
purposes of political decision-makers and the protection of national interests 
of one's own country (political conditions and circumstances within a specific 
country, plans and decisions of foreign governments; plans and decisions of 
the bodies of international organisations; plans for reforming administration 
of the country; decisions of the country in relation to international integra-
tion; the decision on introducing economic, political and other sanctions; 
guidelines and standpoints in terms of conducting foreign policy; assessment 
of the situation on the political scene of a particular country; personal data of 
a political, military and economic leaders of the country, etc.); 

 Economic espionage, when intelligence data is gathered for the 
purpose of planning national economy and fulfilling national interests of 
one's own country (economic situation, economic and budgetary problems of 
the country; external and internal debt of the country; indebtedness of citizens 
and businesses with domestic and foreign banks; planned participation in the 
international economic projects; projected inflation, income and expenses of 
the country, etc.); 

 Military espionage, when intelligence data is gathered for the pur-
pose of designing and planning the defence system of one's own country 
(composition, quality, training, equipment, and communications of the mili-
tary of that country; secret programmes of modern weapons and equipment 
development; mobilisation plans; plans of engagement in multinational 
peacekeeping operations and military blocks, etc.). 

 Industrial espionage, when intelligence data is gathered for the 
purpose of designing plans and fulfilling the interests of certain business enti-
ties (patents, innovations and new technical solutions; new technological 
processes; new materials; projects for new products; plans for the conquest of 
new markets, etc.). 

 Private investigation activities, conducted by private investigators 
(detectives), at the request of certain clients, on commercial basis ("marital 
investigation, family investigations, civil law investigations, investigations of 
work discipline and related to insurance, investigations to determine extra-
marital relationships, the disappearance of a family member, escort and sur-
veillance of children, establishing contact between parents and children when 
this is prohibited by the court, investigative services in a court procedure, 
gathering evidence for the defence of the accused, investigating work disci-
pline, investigating validity of the request for compensation, establishing ac-
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tual financial situation of a person etc." (Kesi , 2008: 61–63), but also the 
retrieval of lost or stolen items, security checks of persons, resolving criminal 
cases that are processed by private and public prosecution), etc. 

The next important question is what can be found in the trash, and 
that may be significant for the security-intelligence activities. First of all, that 
can be sources of intelligence findings about the private life or related to the 
official involvement of the person subject to processing or persons with 
which threat person has contacts (compare: Wilding, 2006: 88). The person 
who possesses the intelligence, the person who is in direct contact with 
him/her at home (family member) or at the office (fellow worker to hygien-
ist) can accidentally or deliberately throw in the trash certain items or docu-
ments that are the source important findings. First of all, these are: 

 Confidential documents of government authority on which the 
person in question works (originals/copies; working/final versions; 
printed/electronic form; carbon papers used to create duplicates of docu-
ments, from which it is possible to read the contents of the document, etc.). 

 Official documents of state bodies, business entities, scientific and 
similar institutions on which the person in question works, which do not have 
to be of a confidential nature (reports, plans, estimates, lists of employees, 
etc.); 

 Documents with personal data of the person in question (house-
hold bills, invoices, bank documents, information to members of clubs, ad-
vertisement materials delivered to home address, medical records, etc.). 

 Personal belongings of the person (photos, a wristwatch with a 
dedication, personal notes, a diary, telephone directory, etc.). 

 Objects from which it is possible to extract DNA, such as items of 
clothing, footwear and personal hygiene items (underwear, socks, hat, sani-
tary napkins, diapers, comb, toothbrush, condoms, tissues, toilet paper, cotton 
swabs, etc.) that contain bodily fluids and other DNA material (sweat, saliva, 
blood, semen, faeces, urine, hair, other bodily hairs, blood clots, skin abra-
sions, dirt from the bathtub and so on). This form of "Trash Intelligence" is 
better known as "ordure Intelligence" ("OrdInt"); 

 Other items (receipts from restaurants, hotels, from pay toll 
booths, empty cans and bottles, cigarette butts, papers with notes, needles, 
syringes, boxes of medicines, etc.) from which it is possible to lift finger-
prints, analyse movements, preferences, habits and vices of an individual, but 
also their plans. 

Finally, we should mention the ways of intelligence data gathering by 
using "Trash Intelligence" method. 

In general, data is gathered by taking the garbage from waste disposal 
containers or landfill sites and sending it for further analysis, i.e. by opera-
tional or investigative (criminal procedure) collecting. 
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In the first case, the material is taken in the following way: 
 the whole trash container is taken away, and instead of it, the 

container that looks identical is put; 
 the content of the garbage container is taken, and instead of it, 

some other content is put; 
 the content of the garbage container is taken, and it remains 

empty, so that one gets the impression that the cleaning lady or 
city sanitation workers "did their job"; 

 only the content that has certain intelligence information is 
taken, which is rarely used (because a person can look for the 
things thrown in the trash). 

In these situations, the person who has the intelligence that has been 
thrown in the trash, can suspect that it came into the possession of third par-
ties. Yet, one cannot be absolutely sure of that, because there are no straight-
forward indicators. 

In the second case, the material is found and collected according to 
operational or investigative (criminal procedure) form. In the operational 
form, the material is collected by: recording (photo, video, copying), rewrit-
ing the content, sampling a part of the biological material from garbage bins 
or landfills for analysis and getting an expert opinion, and restoring the col-
lected contents to the place from which it was taken. Here the chance is low-
est that the person who has the intelligence and has thrown it in the trash will 
"figure out" that it came into the possession of third parties, because he/she 
can find that same material in the trash container if he/she remembers that 
he/she has thrown it out there by mistake. 

However, if the material is collected in the process (investigation) 
form (search of premises, crime scene investigation, sampling materials dur-
ing the investigation or the search of premises and sending it for the expert 
analysis), the person who has thrown the intelligence in the trash will be clear 
that the material in question has come in possession of the state authority. 

In the role of "the garbage diggers" of the one who has important in-
telligence information, various persons can be found. They may be the opera-
tives of security-intelligence agencies disguised as sanitation workers or 
cleaning ladies at firms; recruited workers of municipal sanitation service or 
cleaning ladies at firms where the task is; recruited "third parties" (vagrants, 
beggars, vandals etc.). 

Some materials from the trash container can be accessed only by per-
sons who are employed in the facility in which the source of intelligence 
findings is created and in which it is destroyed (eg., only the employee (hy-
gienist, administrative service employee, operative, security service em-
ployee, etc.) can get to the waste generated in the so-called "shredders" – ma-
chines for destroying (shredding) documentation, or the so-called "burners" - 
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devices for burning documents, which can be reconstructed using special 
methods, that is, the content can be read from their residues). 

Further on, gathering intelligence findings by searching the garbage 
is regularly used by private investigators and journalists (Wilding, 2006: 87). 

Finally, what is especially important is that the members of organised 
criminal groups and terrorist organisations use "Trash Intelligence" trying to 
obtain information about the progress and results of intelligence-security 
processing and investigations carried out by state authorities, of members of 
the security and justice sector who participate in such actions, etc. (see: Mi-
jalkovi , 2010). 

This method can be applied in different locations. It is most suitable 
for residential or employment facilities of the person who has intelligence. 
However, it is there that the risk is also the highest, in terms of exposing in-
telligence work, given that many houses, buildings, office buildings, govern-
ment buildings have video surveillance and physical security service. 

Also, this method can be used in a public place, both outdoors (street, 
square, park, walkway, picnic area, auto parking, airport, etc.) and indoors 
(hotel, residence, resort, resting area, VIP lounges, galleries, opera houses, 
theatres, museums, diplomatic and consular offices, conference rooms, etc.). 

 
Instead of conclusion: a look into the protection from 

"Trash Intelligence" 
  
"Trash Intelligence" is a method used by almost all intelligence and 

security services, regardless of whether they are public or private. On the one 
hand, the possibility of getting to intelligence findings is great, and the possi-
bility that these findings are important is real. On the other hand, using this 
method does not carry a great risk of exposing persons who have the task to 
gather intelligence findings and gathering materials from garbage containers 
and public landfills is usually not illegal. Therefore, applying this method of 
gathering intelligence findings is likely to be present for a long time in the 
course of the intelligence and security activities. 

What is most important about the protection from "Trash Intelli-
gence" is the security culture of persons who possess the intelligence or 
sources of intelligence findings. 

Security culture includes adoption of knowledge, attitudes, skills and 
experience in handling materials, which are actual or potential holders of in-
telligence findings. In this sense, the material holding intelligence findings 
should not, in any case, be accessible to third parties, not even through the 
trash and waste that is produced when creating this material, storing it, trans-
porting, using or destroying it. In this regard, persons handling significant 
sources of intelligence findings would have to take care about how they ma-
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nipulate them, store and preserve them, and especially how they destroy 
them. 

When it comes to state officials and state administration employees, 
for them it is especially important to meet the prescribed requirements re-
garding security qualities (that they meet the requirements of "vetting"), that 
they adhere to the existing security regulations to protect the confidentiality 
of documents and that they have professional safety culture. 

Next is the level of technical protection of classified information, of 
premises in which they are kept, and of people who handle them. This im-
plies certain security regimes of creating, accessing, use, multiplication, stor-
ing and destroying the sources of intelligence findings. 

With regard to destroying classified information, persons conducting 
these activities would have to be persons of integrity, and security regimes 
such that the documents are destroyed to that extent that they can not in any 
way be reproduced, neither the documents, nor the content of their remains. 

Finally, the content of waste and garbage of persons who have certain 
intelligence findings would have to be specifically destroyed, in the way in 
which it is not possible to get to its contents. 
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