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Abstract: Over the past years, great effort was directed to make the various information systems
interoperable, as the lack of interoperability was recognized as a major obstacle to progress on
the general digitalization processes. Implementation of interoperability framework is challenged
especially regarding large IT systems on EU level using and developing in the area of border
management. In this paper, the main components and current status of development will be
presented, including those searching portal, common biometric system, common identity data
repository, and multiple identity detector. Following this approach, the use of a shared biometric
matching service, as a digital forensic method, has a goal to allow users to perform more effi-
ciently search and cross-match biometric data. Furthermore, a common identity repository will
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enable easy access to biographical information, so a person can be more reliably identified, and
with a multiple identity detector, it will be possible to detect multiple identities.

Keywords: digital forensic, interoperability, large scale IS, identity

INTRODUCTION

We are witnessing accelerated digitalization in all spheres of life, which includes the increasing use of
biometric data for the purpose of reliable person’s identification. Therefore, the progress of forensic
methods is conditioned, especially in the application of biometric identification of persons, including
aspects of verifying the authenticity of identification documents based on biometric data. Carrying
out the procedure of identification of persons in a fast and efficient way is a challenge for state bodies
and institutions, companies, telecommunication operators, educational institutions and many others.

Also, one of the challenges today is the heterogeneous environment in the domain of large-scale IT
systems, which are used in the EU, leading to the need to give high priority to establishing an appro-
priate level of interoperability between these IT systems.

One of the trends emerging in recent years is the increasing use of ubiquitous data collection systems,
including biometric data through video surveillance systems, artificial intelligence (AI) systems, and
decision support algorithms. The use of solutions based on information technologies and principles of
electronic business in all areas of life is expanding, such as providing electronic services of vital public
services, health, services related to police work, work of legal entities, migration monitoring, educa-
tion, finance, trade and other areas. The risk of using new technologies also increases, especially in
times of political tensions, elections, protests, demonstrations, armed conflicts or other types of crises,
such as pandemics (Glowacka, Youngs, Pintea et al, 2021).

Having in mind the area of human rights, it is evident that raising awareness at the level of the inter-
national community about how technologies affect societies in almost every part of everyday life. It is
well known that the general principles of human rights apply to the Internet and other digital technol-
ogies, i.e. they must meet the criterion of legality, pursue a legitimate goal, and be necessary and pro-
portionate to achieve this goal. That means, the use of digital technologies that might violate human
rights must always be the exception, not the rule, have to be determined by law, have to be applied only
in special circumstances and include the least restrictive necessary means.

Digital technologies and technological development have an increasingly important role, they can
be viewed both from the aspect of enabling and ensuring the fulfillment and full respect of human
rights as well as from the aspect of possible abuses and violations of various aspects of human rights
(Glowacka, Youngs, Pintea, et al, 2021). Especially is important to provide exchanging right informa-
tion on time in case of emergency and security issues.

THE INTEROPERABILITY CONCEPT

The issue of interoperability has been mostly discussed in relation to digital public services (New Eu-
ropean Interoperability Framework: Promoting seamless services and data flows for European public
administrations, European Commission, 2017) but has also been raised in relation to many other poli-
cy fields. For the interoperability of e-Government services foundation was provided via the European
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Interoperability Framework (EIF). The EIF was initially published in 2004 and has been subsequently
updated in 2010 and 2017, the latter update following calls in the EU’s Digital Single Market Strategy
(A Digital Single Market Strategy for Europe, European Commission, 2015).

Although the subject matter is different, much of the EIF is relevant to the implementation of an inter-
operability model for Justice and Home Affairs (JHA) information systems. In particular, the extensive
work conducted by the EU in this field has resulted in the development and refinement of guiding
principles for, as well as a definition of, a model for interoperability (https://www.europarl.europa.eu/
RegData/etudes/STUD/2018/604947/IPOL_STU(2018)604947_EN.pd).

The European Data Protection Supervisor says in his Opinion: Interoperability is not primarily a tech-
nical choice; it is in particular a political choice to be made. Against the backdrop of the clear trend to
mix distinct EU law and policy objectives (i.e. border checks, asylum and immigration, police cooperation
and now also judicial cooperation in criminal matters) as well as granting law enforcement routine access
to non-law enforcement databases, the decision of the EU legislator to make large-scale IT systems inter-
operable would not only permanently and profoundly affect their structure and their way of operating,
but would also change the way legal principles have been interpreted in this area so far and would as
such mark a “point of no return” (https://www.statewatch.org/observatories/eu-interoperability-of-jus-
tice-and-home-affairs-databases-a-point-of-no-return/).

The concept of interoperability in area of JHA context using the definition determined in the EIF
(European Interoperability Framework for Pan-European eGovernment Services, European Com-
munities, 2004). Specifically, it defined the concept as “the ability of IT systems and of the business
processes they support to exchange data and to enable the sharing of information and knowledge”
(Communication from the Commission to the Council and the European Parliament on improved ef-
fectiveness, enhanced interoperability and synergies among European databases in the area of Justice
and Home Affairs, European Commission, 2005). There is no further discussing the applicability of
this definition to the JHA context. Also, it is stated there that interoperability is a technical concept and
not a legal or political concept, but interoperability of EU information systems in the area of Justice
and Home Affairs has been identified as a priority at the highest political level (Interoperability: State
of play, European Commission, 2018). Expected outcome by interoperability establishment, is that
the EU information systems will supplement each other and will facilitate the correct identification of
persons, thereby contributing to fighting identity fraud and increasing the efficiency of identity checks
of third-country nationals in the Schengen area.

The main question is how interoperable databases will boost Europe’s security, as databases used to
control borders and fight crime are not talking with each other. Against what was decided to develop
new tools so that authorities can better access and share information across the EU, European search
portal: simultaneous search in all relevant EU databases, Multiple identity detector: creates an alert
when it detects a risk of identity fraud, Biometric matching service: cross-checks biometric data in
relevant databases and Common identity repository: streamlines access to data on non-EU citizens.

Expected improvement of information flows will help to better detect security threats, combat identity
fraud, improve border checks as well as prevent information gaps.

In May 2019, the European Parliament and the Council adopted regulations 2019/817 (Regulation on
establishing a framework for interoperability between EU information systems in the field of borders
and visa, European Commission, 2019) and 2019/818 (Regulation on establishing a framework for in-
teroperability between EU information systems in the field of police and judicial cooperation, asylum
and migration, European Commission, 2019). The purpose of the regulations is to ensure that border
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guards and law enforcement officers have systematic and efficient access to the information they need
to perform their duties, thus further closing security gaps (https://www.eulisa.europa.eu/Newsroom/
News/Pages/Political- Agreement-for-Interoperability-between-EU-Information-Systems.aspx).

The interoperability concept applied to the EU information systems, police and border officers, among
others, aimed to make access information much faster. Easier information sharing will considerably
improve security, allow for more efficient checks at external borders, improve detection of multiple
identities and help prevent and combat illegal migration.

THE MAIN INTEROPERABILITY COMPONENTS

In addition to checking the travel document, taking fingerprints and entering personal data within the
border control procedure, it should be possible to check whether the person has applied for asylum
earlier, whether they are in the criminal record, they are actively involved in by searching, how many
times previously in the EU (with and without a visa).

The four main interoperability components need to be established: a European search portal to allow
authorities to search multiple information systems simultaneously, using both biographical and bi-
ometric data; a shared biometric matching service, which would enable searching and comparing fin-
gerprints and facial images from several system; a common identity repository, which would contain
biographical and biometric data of third-country nationals available in several EU information sys-
tems; and a multiple identity detector, which checks whether the biographical identity data contained
in the search exists in other systems covered, to enable the detection of multiple identities linked to
the same set of biometric data (https://www.consilium.europa.eu/en/press/press-releases/2019/05/14/
interoperability-between-eu-information-systems-council-adopts-regulations/).

The European Search Portal (ESP) would enable the simultaneous query of multiple JHA information
systems using (both biographical and biometric) identity data (Central-SIS, Eurodac, VIS, the future
EES, and the proposed ETIAS and ECRIS-TCN systems, as well as the relevant Interpol systems and
Europol data) Figure 1.
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The shared Biometric Matching Service (sBMS) is dedicated to enable the querying and comparison of
biometric data (both fingerprint and facial images) across EU information systems by generating and
storing mathematical representations of the biometric data (SIS, Eurodac, VIS, the future EES and the
proposed ECRIS-TCN).

The shared BMS storing biometric templates obtained from the biometric data will contribute through
the storage and use of mathematical representations of biometric data to support the ESP, the CIR and
the MID. The biometric data (fingerprint and facial images) are exclusively retained by the underly-
ing systems. The shared BMS would create and retain a mathematical representation of the biometric
samples (a template) without the actual data, which remains thus stored in one location, only once.
However, the biometric templates shall be stored in the shared BMS in logically separated form ac-
cording to the EU information system from which the data originate (Regulation on establishing a
framework for interoperability between EU information systems in the field of borders and visa, Eu-
ropean Commission, 2019) meaning that the shared BMS constitutes a new database of the templates
and therefore does not fully conform to an appropriate definition of interoperability (Gutheil, Liger,
Eager et al, 2018).

The shared BMS added value is in identifying multiple identities across the information systems. Rep-
resenting a key enabler to help detect connections between data sets and different identities assumed
by the same person in different central systems. From that point of view, it also brings value without
the other interoperability components. The search BMS would still be able to determine multiple iden-
tities across all systems except for ETIAS.

The Central Identity Repository (CIR) creating an individual file for each person that is registered
in the EES, VIS, ETIAS, Eurodac or ECRIS-TCN and would be a shared component for storing the
biographical and biometric identity data of third-country nationals. It is established for the purpose
of facilitating and assisting in the correct identification of persons registered in the EES, VIS, ETIAS,
Eurodac and ECRIS-TCN (Gutheil, Liger, Eager et al, 2018) and shall store the data with reference to
the actual record in the EU IS to which the data belong, logically separated according to the informa-
tion system from which the data have originate.

However, the establishment of the CIR is the most challenging aspect of interoperability — as con-
ceived by the Commission - and raises privacy and data protection concerns in numerous respects
(Gutheil, Liger, Eager et al, 2018). As such, the CIR introduces the most significant changes compared
to the current implementation and represents the most significant challenge from the aspect of the
protection of personal data and the right to privacy in this context.

A multiple-identity detector (MID) would check whether queried identity data exists in more than
one system and allow a mechanism for investigating and verifying the linked identity data (data held
in the CIR as well as SIS).

A multiple-identity detector (MID) creating and storing identity confirmation files containing links
between data in the EU information systems included in the CIR and SIS and allowing detection of
multiple identities, with the dual purpose of facilitating identity checks and combating identity fraud.
It is established for the purpose of supporting the functioning of the CIR and the objectives of the EES,
VIS, ETIAS, Eurodac, SIS and ECRIS-TCN. However, it does not fully constitute an interoperability
solution in line with an appropriate definition of interoperability. This is because it creates new data in
the form of links and identity confirmation files.
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THE ADDITIONAL ELEMENTS TO SUPPORT
INTEROPERABILITY COMPONENTS

The universal message format (UMF) defines standards for certain content elements of cross-border
information exchange between information systems, authorities or organizations in the field of Justice
and Home Affairs. The UMF planned to be used in the development of the EES, ETIAS, the ESP, the
CIR, the MID. The UMF standard introduces a common and unified technical language to describe
and link data elements, in particular the elements relating to persons and (travel) documents. Using
UMF when developing new information systems guarantees easier integration and interoperability
with other systems.

Establishment of a central repository for reporting and statistics (CRRS) is necessary to enable the
creation and sharing (anonymous) statistical data analytical reporting for policy, operational and data
quality purposes. The current practice of gathering statistical data only on the individual informa-
tion systems is detrimental to data security and performance and it does not enable the correlating of
data across systems.

The CRRS would provide a dedicated, separate repository for anonymous statistics extracted from SIS,
VIS, Eurodac, the future EES, the proposed ETIAS, the proposed ECRIS-TCN system, the common
identity repository, the multiple-identity detector and the shared biometric matching service.

The concepts of automated data quality control mechanisms and common quality indicators, needed to
ensure the highestlevel of data quality when feeding and using the systems. Without that, consequences
may occur not just for not being able to identify wanted persons, but also by affecting the fundamental
rights of innocent people (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:793:FIN).

EXISTING AND FUTURE IS UNDER
INTEROPERABILITY ARCHITECTURE

The Visa Information System (VIS) is one of the information systems in the center of the Schengen
area, which connects the consulates of the member states in non-EU countries and all external border
crossings. It provides support for the process of issuing a short-stay visa for a visit or transit through
the Schengen area, as well as their verification. It includes a biometric data management system (BMS)
that allows third-country nationals traveling to the EU to identify and verify based on biometric data.
It also facilitates checks in the territory of the Member States, in the identification of persons who do
not meet the conditions for entry or stay in the territory of the Member State. In addition, it supports
the asylum application process and thus contributes to preventing threats to internal security. Usage
of VIS for one-year period is shown on Figure 2, 3.

The VIS is an integral part of the developing interoperable IT architecture in the field of justice and
home affairs (JHA). The VIS itself is evolving in support and implementation of a stronger, more
efficient and safer common visa policy. The development of the VIS is aimed at enabling detailed ver-
ification of data on visa applicants, through better exchange of information and full interoperability
with other databases used in the EU. The upgrade also includes the introduction of face image search
capabilities and the storage of additional information. As part of interoperability, it is of particular
importance to achieve interconnection between VIS and EES, with elements of data exchange and
synchronization, with the aim of limiting duplication of personal data, and in line with the “privacy
by design” approach.
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Figure 2. Visa verification distribution (oct 2018-sept 2019)
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Figure 3. Visa identification distribution (oct 2018-sept2019)”

The central system VIS (CS-VIS) has two components, a VIS central database (located in

Strasbourg, France, with a back-up site in Sankt Johann im Pongau, Austria) with alphanumerical
searching capabilities, and an Automated Fingerprint Identification System (AFIS) that compares new
fingerprints against those in the database and returns a hit/no-hit response, along with matches. The
national interfaces (NI-VIS) are located at all external border crossing points of each Schengen state
and at consulates in non-EU countries.

The primary data used for verification and identification are 10 fingerprints and a scanned/digital
photograph, both of which are required to be registered for persons wishing to apply for a visa into the
Schengen area. While other alphanumeric data are necessary for the visa application process, the VIS
makes use of biometric data for identification and verification purposes.

Biometric information for new applicants for a Schengen visa at an EU consulate remains valid in the
system for five years after the expiration of the visa.
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Upon the arrival of third-country nationals to the Schengen area competent border authorities can
perform two types of searches, both carried out using the separate Biometric Matching System (BMS):
a check that the fingerprints scanned at the border crossing point correspond to the fingerprints asso-
ciated with those attached to the visa to establish the validity of a claimed identity (1-1) and an identi-
fication search at the border crossing post that compares the fingerprints of any person who may not,
or may no longer, fulfil the conditions for the entry to, stay or residence on the territory of the Member
States with the contents of the entire database (1-n). Usage of VIS by user group is shown on Figure
4. Performance was very good in terms of the average processing time reported: in 2019 it was less
than 0.8 seconds on average for alphanumeric searches (SLA is 30 seconds) and less than 2 seconds on
average for fingerprint verification (SLA is 3 seconds)’.

Borders 55%

iy
Consulates 43% fﬂf

Asylum 2%
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Figure 4. Breakdown VIS usage per user group (2019)*

In terms of its evolutions, the VIS central system has been hugely affected by the development of the EES.

The Entry/Exit System (EES) will electronically register the time and place of entry, exit and refusal of
third-country nationals admitted for a short stay to the territory of Schengen Member States and will
automatically calculate the duration of their authorized stay.

In November 2017, the Regulation establishing an EES and amending the Schengen border code in
relation to the EES was adopted (Regulation of the European Parliament and of the Council on es-
tablishing an Entry/Exit System (EES), European Commission, 2017). This system is developed with
the aim of ensuring systematic and reliable identification of over stayers, aiming to strengthening of
internal security and the fight against terrorism by permitting law enforcement authorities access to
travel history records. The EES will abolish passport stamping and instead a record of all cross-border
movements of third-country nationals will be created via the collection of alphanumeric and biome-
tric (fingerprints and facial recognition (Commission Implementing Decision (EU) 2019/329, Euro-
pean Commission, 2019) data to strengthen the fight against irregular migration and ease the border
crossing time for the large majority of ‘bona fide’ third-country travelers. The specifications relating to
the quality, resolution and use of fingerprints for biometric verification and identification in the EES
are set out in the Annex of Commission Implementing Decision (EU) 2019/329.

The EES Regulation is envisaged to be interoperable with the VIS via secure communication channel.
The border authorities using the EES to consult the VIS. Retrieving the visa-related data users will be

8 Report on the technical functioning of the Visa Information System (VIS), European Union Agency for the
Operational Management of Large-Scale I'T Systems in the Area of Freedom, Security and Justice, 2020
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able to create and update entry/exit records or refusal of entry records; to enable the border author-
ities to verify the validity of the visa and the identity of the visa holder by directly searching the VIS
with fingerprints at the borders where EES is operated; and to enable the border authorities to verify
the identity of visa-exempt third—country nationals against the VIS by using fingerprints. There is a
two-way communication, meaning that through this interoperability also allows the border and other
authorities using the VIS to directly consult the EES from the VIS for the purposes of examining visa
applications and of taking decisions relating to those applications, and of enabling visa authorities to
update the visa-related data in the EES in the event that a visa is annulled, revoked or extended.

EES data may be used as an identity verification tool in cases where the third country national has
lost/destroyed its documents or where designated authorities are investigating a crime through the
use of fingerprints or facial images and wish to establish an identity. The Furthermore, EES data is
intended to facilitate the provision of evidence by tracking the travel routes of a person suspected of
having committed a crime or who is the victim of crime (Commission Implementing Decision (EU)
2019/327, European Commission, 2019).

The Eurodac (European Asylum Dactyloscopy Database) has been the EU asylum fingerprint data-
base since 2003. (Council Regulation (EC) No. 343/2003, European Commission, 2003). Its primary
purpose, set out in the Eurodac Regulation (Regulation (EU) No 603/2013, European Commission,
2013), is to assist application of the Dublin III Regulation (Regulation (EU) No 604/2013, European
Commission, 2013) that lays down rules for determining which Member State is responsible for ex-
amining an asylum application. The main reason why Eurodac was created was to determine whether
an asylum applicant had previously applied for asylum in another Member State, thus preventing
‘asylum-shopping’

Category 2
TCNs irregular crossing the
external border
13%

Category1
asylum applicant
62%

Category 3
BCNs foundillegally in MS
25%

Categories 4&5
Searches by MS law
enforcement & Europol
0.03%

Figure 5. Data breakdown per the main category transmitted to Eurodac in 2020°

The EURODAC contains only fingerprints in a central database (along with data and place of regis-
tration) and no other personal information. Each Member State is required to perform acquisition of
fingerprint for all applicants for international protection and those apprehended whilst attempting to
cross a border irregularly over the age of 14 and to transmit the data to Eurodac within 72 hours of the
irregular crossing (Regulation (EU) No 603/2013, European Commission, 2013). Thus, the Eurodac
holds fingerprints on two categories of persons: individuals who have applied for international protec-
tion; and individuals from irregular border entries.

According the regulation fingerprint data is required to be erased from Eurodac once those pres-
ent in the database acquire EU citizenship. The 2000 Eurodac legislation (Council Regulation (EC)

9 https://www.eulisa.europa.eu/Publications/Reports/Eurodac%20-%202020%20Statistics%20-%20Report.pdf
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No 2725/2000, European Commission, 2000) did not provide for law enforcement authorities to re-
quest fingerprint comparisons; however, the scope of Eurodac was expanded with Regulation (EU)
No 603/2013 providing new functionalities for granting access to national law enforcement bodies
and Europol. Competent national law enforcement bodies and Europol are only permitted to consult
Eurodac data for the purposes of preventing, detecting or investigating terrorist offences and other
serious crimes (Framework Decision 2002/47540, Framework Decision 2002/58441 European Com-
mission, 2002). Further improvement of the regulation is ongoing process.

The Schengen Information system is under operation for 25 years up to 2020. The second-generation
Schengen Information System (SIS II) has been in operation since 2013, and supports external border
control and law enforcement cooperation in the Schengen states. It enables competent authorities to
enter and consult alerts on certain categories of wanted or missing persons and objects. Furthermore,
the instructions are provided on what to do in case of ‘hit, when the person or object has been found.
As a prime compensatory measure for the abolition of internal border control, the purpose of the SIS
I is ‘to ensure a high level of security within the EU’s area of freedom, safety and justice, including the
maintenance of public security and public policy and the safeguarding of security in the territories of
the Member States, and to apply the provisions of the Treaty relating to the movement of persons in
their territories, using information communicated via this system’ (Regulation (EC) No 1987/2006,
European Commission, 2006).

The scope of SIS II is defined by legal instruments, Regulation 1987/2006 which provides for border
guards and visa issuing and immigration authorities to insert and consult alerts on third-country na-
tionals for the purpose of refusing their entry into or stay in the Schengen area (Regulation (EC) No
1987/2006, European Commission, 2006), Council Decision 2007/533 enables competent authorities
to register and check alerts on persons or objects related to criminal offences, as well as on missing
persons (Council Decision 2007/533/JHA, European Commission, 2007).

Alerts are inserted on to the system by competent authorities (which is dependent upon the nature
of the alert issued) of Member States on third-country nationals to be refused entry or stay; persons
wanted for arrest or surrender purposes, persons sought to assist with a judicial procedure; missing
persons; persons and objects for discreet checks or specific checks; and objects sought for the purpose
of seizure or use as evidence in criminal proceedings.

The European Union Agency for the Operational Management of Large-Scale IT Systems in the Area
of Freedom, Security and Justice (eu-LISA), is in charge of the operational management of the central
system and the communication infrastructure. According the high-performance demand EU-Lisa
use agile project management methodology for system development and 24/7 operational monitoring
support. As it is under continuous improvement in the recent years this included: the deployment of
the SIS II Automated Fingerprint Identification System (AFIS) realized in March 2018 with the ob-
ligation for the Member state to enabling SIS-AFIS searches by December 28, 2020; the adoption of
the recast Regulations in December 2018, the implementation of the SIS recast is ongoing, for the first
time the disconnection of a Member State was planned and tested (The disconnection of the United
Kingdom was implemented at the beginning of 2021).

In 2020, searches in SIS II AFIS were performed by Austria, Belgium, Bulgaria, the Czech Republic,
Denmark, Germany, Hungary, Iceland, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, the Neth-
erlands, Portugal, Romania and Slovenia (https://www.eulisa.europa.eu/Publications/Reports/SIS %20
11%20-%202020%20Statistics %20-%20report.pdf).
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On December 31, 2020, there were 93,419,371 alerts stored in the SIS. The alerts on Persons repre-
sented 1% of the total alerts stored in SIS II. The largest categories were Issued document and Security,
with 76% (over 71 million alerts) and 7% (over 6.5 million alerts), respectively. Figure 4 provides a
visual breakdown of alerts per category.
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Figure 6. Breakdown of alerts per category stored in SIS II as of Dec 31, 2020"°

The European Criminal Records Information System (ECRIS) was established and has been oper-
ational since April 2012. This decentralized system allows for the electronic exchange of criminal
records between Member States. It allows criminal record authorities to obtain complete information
on previous convictions of EU citizens from the Member State of which they are a national. ECRIS-
TCN (Regulation (EU) 2019/816, European Commission, 2019), once established, will be a central-
ized system that allows Member State authorities to identify which other Member States have criminal
records of third-country nationals or stateless persons being checked, so that they can then use the
existing ECRIS system to solving problems related to the required information on convictions only in
the identified Member States.

Improving ECRIS in terms of TCN is part of the European Security Agenda. The initiative is also a
part of a new approach set by the European Commission towards border and security data manage-
ment. Moreover, all centralized EU information systems for security, border management and migra-
tion should become interoperable with full respect for fundamental rights. The ECRIS-TCN System
is scheduled to be ready in conjunction with the roll-out of the components required to implement
interoperability.

The European Travel Information and Authorization System (ETIAS) is a system that allows pre-travel
approval for visa-exempt travelers. Its key function is to verify that a third-country national qualifies
for entry before traveling to the Schengen area. Information and access are provided through an in-
ternet application, before arriving at the border, which significantly increases the risk assessment of
irregular migration, as well as the verification of public health risks before travel. The application for
entry is processed according to the EU and relevant Interpol databases, and a special ETTIAS watch list,
in accordance with clearly defined rules.

The ETIAS will make it possible to identify persons who may pose a security risk before they reach
the external Schengen border; and make available information to national law enforcement authori-
ties and Europol, for the purpose of preventing, detecting or investigating terrorist offenses or other
serious criminal offenses.

10 https://www.eulisa.europa.eu/Publications/Reports/SIS%2011%20-%202020%20Statistics%20-%20report.pdf
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AUTOMATED EXCHANGE OF INFORMATION ON DNA,
DACTYLOSCOPIC AND VEHICLE REGISTRATION DATA

There is identified need for improvement in relation to the challenges faced by Member States in the
automated exchange of information on DNA, fingerprints and vehicle registration data (VRD), cov-
ered by the Prum Framework. According Council Decision 2008/615 automated exchange covers data
search and comparison, hit notification or no hit and reference to data. The VRD exchange is fully
automated, via EUCARIS applications. The analyzes conducted by Statewatch organization (Study on
the Feasibility of Improving Information Exchange under the Priim Decisions, European Commis-
sion, 2020) identified topics for improvement, including scope expansion Prum decisions, adoption of
a common data format for data categories, and improving process efficiency and additional functions
for exchanged data categories under Prum.

The issues to be considered relate to extending the scope of the Prum Framework to include searches
to find missing persons or identify the dead in favor of those Member States, which are not permitted
under applicable national law; analysis of current data exchange standards for biometric data sharing;
and finding common standards based on best practices for future data exchange under Prum with
perspective to future interoperability, Figure 7, and data portability across the EU, as well as further
details for each main data type looking current access to exchange fingerprint images, DNA profiles
and vehicle registration data within Prum, proposes solutions and recommendations for data im-
provement exchange and assess the impacts of such changes.

National
Forensic Search
Interface

European Search Priim central
Portal router

Shared Biometric Matching Service

Figure 7. Diagram of the IT architecture’

The fingerprint efficiency improvements, related to the Automated Fingerprint Identification Systems
(AFIS), which have been in use for over 30 years and have provided forensic law enforcement with an
indispensable tool for identifying criminal suspects using both ten-print and latent fingerprint images.
Fingerprint images for data exchange and adoption of AFIS platforms have been included in Prum for
over 10 years and it is widely accepted that the sharing of data between Member States, for forensic
fingerprint recognition, has been highly successful (Study on the Feasibility of Improving Information
Exchange under the Priim Decisions, European Commission, 2020).

11 https://www.statewatch.org/media/1386/eu-com-prum-expansion-technical-study-final-report-5-20.pdf
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There is consequence if will be adopted a standardized image quality metric such as NFIQ2 across
Prum and will impact the majority of Member States. The majority indicated they did not currently
have a standard quality metric in place and those who did were based on NFIQ and would therefore
need to be updated (Study on the Feasibility of Improving Information Exchange under the Priim
Decisions, European Commission, 2020).

To implement automated reporting of hit, it would be needed to update existing applications and
systems to allow the sending of additional NIST container message. Provide automate sending the
following up data based following confirmation of a hit or no-hit by a forensic user as well as handle
the receipt of incoming data and storage within a database for future reporting and store within a level
of national database.

To support priority-based requests will needed to implement systems that can schedule requests on
their infrastructure based on the priority level assigned by requesting state.

Furthermore, the need to change their quota enforcement polices to restrict based on priority as well
as provision of support to the transmission of vendor feature data was identified to include vendor
specific templates in addition to raw images. Also, in particular the needs can be identified to conduct
other changes in ICT infrastructure for provision of smooth operation.

Nevertheless, there still remain issues related to other biometric data that might cause need for nation-
al system adjustment.

Introducing an entirely new biometric data type introduces a range of requirements to adopt the
technical and user skills of using a new type of technology. It might require significant investment in
training of existing users would be required to cover the use of facial biometric systems, capability lim-
itations etc. needs to seek to adopt new Standard Operating Procedures (SOP’s) for the capture of fa-
cial images and provide necessary training to end users, enhance existing ICT infrastructure including
increasing bandwidth (higher traffic and larger data sets) will result in quotas needing to be agreed.

The use of a fairly common type of data, such as facial images, in the limited scope of forensic criminal
investigation within the Prum Framework would clearly distinguish this use came from other uses of
facial recognition, such as real-time facial recognition for mass identification or identity verification
in, e.g., border crossing situations. In particular processing facial images in this context would require
the same deep and accurate scientific expertise through law enforcement forensic specialist, as is now
the case with fingerprint and DNA analysis. Therefore, the concern that facial images would be lighter
and likely to generate more “false positive results” than matching DNA and fingerprint data. Overall
and based on the aforementioned, the transmission of facial images can be supported although there
are some challenges.

In terms of search and adjudication process, no major changes are expected, as the two-step approach
will be maintained. However, forensic experts would make use of the central ABIS, instead of using
national systems. This would imply many forensic experts that should be trained and get familiar with
the new ABIS technologies.

In terms of data, problems are expected to arise while trying to connect the central ABIS to every na-
tional database. Since biometric data have been collected and stored in different quality, the use of the
ABIS with every database might be difficult. Any solution will be needed to accommodate for gallery
images of varying quality and outline common quality metrics for communication (i.e. ESS for DNA,
ICAO for faces, and NFIQ2 for fingerprint). Enforced restrictions based on quality might generate
some issue due to potential loss of data (unusable lower quality data). From that point of view, it is
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important that either the biometric image data stored at national level shall be converted in a readable
format by the ABIS or the ABIS should be able to treat all the biometric data whatever the data format
or quality. However, poor quality will result in poor matching results.

From the abovementioned we might conclude that what is in front of us are great challenges in order
to achieve adequate level of interoperability.

SUMMARY

Due to the fact that coming with an ever-increasing range of uses and ever-evolving need accurate and
reliable personal identification, the field of biometrics is evolving rapidly so this paper has been pre-
pared to present recent developments and trends in the use of biometrics, particularly in large-scale IT
systems being used for border control or law enforcement cooperation worldwide as well as identified
needs for following it from the aspect of forensic science.

Nevertheless, two sides of the problem need to be considered: on the one hand, it will improve coop-
eration and efficiency between migration agencies, police forces and the judiciary. To others without
adequate protection, it could become a dangerous remedy against fundamental rights, as centrali-
zation of databases could increase the risk of misuse of the system for purposes beyond its original
intent.

Improve the current exchange of data: Although most forensic experts agree that the automated data
exchange is currently working almost well, a few points for improvements have to been raised. The
legal scope is considered to be not equivalent for all participant, the exchange standards have to be up-
dated as existing might be considered as outdated and additional information could be made available
to law enforcement officers (Study on the Feasibility of Improving Information Exchange under the
Priim Decisions, European Commission, 2020).

In the coming period, the “identity data” of citizens outside the EU biographical and biometric will be
taken from five individual large databases and stored in a new system named as Common Identity Re-
positories (CIR). In accordance with its purpose, this will facilitate police identity checks, by providing
a common set of biometric and biographical data on the vast majority of non-EU citizens present in
the Schengen area. The increasing the ability to verify identity will indirectly affect and produce other
open issues that need to be addressed.

The use of biometric data for identity verification is constantly increasing over the years. The national
authorities responsible for verifying “whether the conditions for entry, stay or stay in the territory of
the Member States are met” may search the VIS using the visa number and / or the fingerprints of the
individual. Checks may be made to verify the identity of the person or to try to identify the person.

The possibilities of using CIR for identity verification are far wider. More specifically, when a person
does not have a personal document, when there are “doubts” regarding the identity data provided
by the person, to confirm the authenticity of the personal document or the identity of the document
holder, or when the person has restrictions or refuses to cooperate.

If the identity check officer is authorized to access both CIR and VIS, and CIR and ETIAS, or both
CIR and EES, the search will allow access to a larger set of individual identity data in the case of “hit®.
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