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 2 – Boot      
( : http://www.howtoretrievefiles.com/about-data-recovery/logical-

failure,  15.02.2014.) 
BR           

(bootstrap)   BIOS-        
,  boot ,       

          boot_manager.  
 (      C:\bootmgr)  BCD  

(Boot Configuration Data)   (      C:\boot) 
         ,  

         . 
   Windows 7     
    windows loader, j. winload.exe  

 windows resume loader,  winresume.exe,    
  C:\Windows\System32  C:\Windows\System32\boot. 

 winload.exe       -
        -

  –  ntoskrnl.exe.  ,   
MB,        

   C:\Windows\System32.     -
         winresume.exe. 

 ,    smss.exe (Session Manager Subsystem)  
   C:\Windows\System32,     

    e  ,    
      winlogon.exe. 

,        
: BIOS, POST, BootStrap > MBR > Boot Sector > Boot Manager > 

WINLOAD.EXE > NTOSKRNL.EXE > SMSS.EXE > WINLOGON.EXE. 
 

    
         

 .        -
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 3 –    TDL4 bootkit  
( : http://www.welivesecurity.com/2012/01/03/bootkit-threat-evolution-

in-2011-2,  15.02.2014.) 
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 4 –   buffer overflow 
( : http://cis1.towson.edu/~cssecinj/modules/cs2/buffer-overflow-cs2-

java,  15.02.2014.) 
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BlackBerry 19,9% 16% 13,4% 11,1% 
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main ones are those that appear on the Internet. Many harmful programs 
instal themselves surreptitiously on the user's computer and their infiltration 
cannot be influenced without proper protection. When this happens, it is usu-
ally too late and a thorough inspection of the whole computer is needed. 
Many viruses and hackers on many mobile devices are becoming an increas-
ing problem in today's protection of personal information. Viruses for mobile 
phones have been known for a long time, yet the majority of users of these 

devices infected with malware are not aware of the infection because they do 
not know for the existence of security vulnerabilities of their operating sys-
tems. This paper presents an overview of the corresponding operating sys-
tems that support encryption in relation to the selected mobile phone, which 
can lead to a greater level of security of the device. There are many different 
types of harmful software that affect the security of mobile devices as well as 
personal computer systems of users, such as viruses, Trojans, malware, boot-
kits and others. Master boot sector, the first sector of the hard disk in a com-
puter system which contains the code needed to run the operating system is 
often the target of specific types of viruses called bootkits or rootkits. Since 
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