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CABPEMEHE TEHJEHIIMJE
¥ ITIPAILY HOBITA

TopaH Bomkosusa
Ioauyujexa Axademuja, Beoepao

Pesnme: Ha ocHOBY pe3ysTara CIIpOBeJleHUX
uCcTpaxKuBama, y pafy ce M3HOce cajp-
XKaju KOju ce OfHOCe Ha caBpeMeHe
TeHJeHNIMje y obJacT mparma HOBI,
OZHOCHO cHelMdyUYHEe HAYMHE IIpama
HOBIIa M3BpIIEHe 3JI0yIOTPeOOM HOBMX
TEeXHOJIOIIKMX  CHUCTeMa. AHaJIM3upajy
ce KapaKTepUCTMKe IIOjeMHNUX HadMHa
Ipama HOBIA ¥ MoryhHocTu 3j0ynorpebe
eJIEKTPOHCKUX cucTeMa Iahama, y KOH-
TeKCTy JedVHUCAkA IPEBEHTUMBHUX U
pelpecuBHUX Mepa 3a CyIPOTCTaBJbambe
IIpamy HOBIIA y CAaBPEMEHOM OKPYIKemby.

Kibyune peun: nmpame HOBIIA, €JIEKTPOHCKN
cucreMn Ilahama, KapTuie 3a OfJIarame
HOBIA, VIHTepHET 6aHKaPCTBO, €JIEKTPOHCKA
TOTOBMHA, KOI[Kame IIpeKo JIHTepHeTa.

YBOJ

Kopumihemem HOBUX TEXHOJOIIKMX —CUCTEMA
TPAANIMOHATIHY (DVHAHCKCKY VMHCTPYMEHTN Ce
CBe BHIIIE [TOTVMCKY]Y ¥ 3aMelbyjy HOBUM eJIeKTPOH-
ckuM cucreMyMa mahama.! HoBu cucremn Hyme
OHO INTO Cy Hekanga Owau Hajbosbyu aTpubyTn

1 IIpemaucrpaxusamuma 85% nnahama y Majao-
npogaju y @uHCKO] Bpim ce on-line. Steven
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Summary:, This document presents the
contents, obtained on the basis of conducted
research results, that are related with
modern tendencies in the area of money
laundering i.e. the specific ways of money
laundering conducted by new technological
systems. In order to define preventive
and repressive measures against money
laundering in modern environment, the
characteristic of some specific ways of
money laundering, and possibilities for
misuse of electronic payment systems are
analyzed.
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INTRODUCTION

With new technological systems, traditional
financial documents are replaced more and more
with new electronic payment systems.! New systems
offer the best attributes of traditional payment —
easy use, anonymity, safety, international transfers,

1 Accordingtoresearches:85% of salesin Finland
are done on-line. Steven Philippsohn, The
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TpagMIoHaNHOT Iahama - Jakohy ymorpele,
IIMPOKY TpVMeHY, aHOHMMHOCT, CHUTYDHOCT,
mebyHaponHe TpaHcdepe, Op3UHY TPAHCAKIVIOHNX
ycayra, JeMaTepujaamsanujy U HeorpaHUUEHY
BeJMUMHY TpaHcakiyje. IIpuMeHa HOBUX eJiek-
TPOHCKMX cucTeMa Itahama Hocu ca cobom ¥
onpebene pusmKe, Kojyu ce ofHOCE Ha MOryhHOCT
3yoynorpebe OBMX CHUCTEMa y CBpXe IIpama
HoBra. Excneptn I'pyne 3a duHaHCKjCKe akmuje
UeHTNNKOBAN cy cenehe pusnke”:

- HeMOTyhHOCT WIEHTU(UKOBaka U IIO-
TBphMBama JuIla Koja KOp)CTe HOBE TEXHO-
Joruje,

—  HMBO TPaHCIIAPEHTHOCTY TPaHCaKIMja,

- OACYCTBO WJM HeaZleKBaTHOCT KOHTPOJIE
y BObemy eBuIeHNIMje MM U3BelLITaBaby
0 CYMHBMBMM TpaHCaKIMjaMa Of CTpaHe
NIPOZiaBIia TEXHOJIOTH]e,

- Kopuitheme HmdpoBama Ha BUCOKOM HHU-
BOy (umMe ce OJIOKVMpA IIPUCTYII CYIACKUM
OpraHmMMa) u

- TpaHcakImje Koje HUCY o6yxBaheHe TpeHyT-
HOM JIeTMCJIATVBOM MJM PEeryJaTOpHUM
JneduHNIIIjaMA.

Ila 6m ce cMamMIM U NPERYIPENVI TH PU3NIMN
mOTPeOHO je MBIPAfMTVL CUCTEM IIPEBEHTMBHIX
U pelpecMBHMX Mepa, Koje he omoryhmtu edm-
KaCHO CyIIPOTCTaB/baie 3J0ymoTpebaMa HOBUX
cucrema nahama y cBpxe mpama HoBra. Hosu
TEXHOJIOIIKY cucTeMu Iaahawma obyxBarajy
npyKame 0aHKapCKUX YCJIyTa IIpeKo VIHTepHera,
eJIEKTPOHCKY TOTOBVHY, KapTuIle 3a OflJIaTaibe
HOBIA, KOIKamke IIpeko JVIHTepHera, WAP
TEXHOJIOTY]Y ¥ KapTHIle 32 eJIEKTPOHCKY TpaHcdep
ocurypama.’ Y [mameM TeKCTy pasMoTpuhemo
KapaKTepUCTVKe ¥ MOryhHOCTM 3J0ymoTpebe y
CBpXe TIpama HOBI[A HABEIEHWX eJEKTPOHCKIX
cucreMa Iaahama.

Philippsohn,The dangers of new technology-
laundering on the Internet, Journal of Money
Laundering Control, London, Summer 2001,
volume 5, pp. 87-95.

2 Financial Action Task Force, Report on Money
Laundering Typologies for 1998-1999, Paris, p.7.

3 WAP rexHosoruja omoryhaBa AMpeKTaH IPUCTYII
JlHTepHETY TTOCPEICTBOM MOOMITHNUX TeseoHa.
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fast transaction services, dematerialization and
unlimited transaction. The application of new
electronic payment systems brings along certain
risks related with possibilities of misuse these
systems for money laundering. Experts of Financial
Action Task Force have identificated the following
risks:2

- Impossibility of identification and confirmation
of persons who use new technologies,

- Level of transaction transparency

- Lack of control or inadequate control of
evidence keeping or of reporting about
suspicious transactions of technology seller

—  The use of coding on high level (that blocks
access for court organs) and

- Transactions not included by present legis-
lation or regulatory definitions

In order to reduce and prevent these risks, it is

necessary to establish a system of preventive and

repressive measures that will allow an efficient

supression of misuse of new payment systems for

money laundering. New technological payment

systems include the option of banking services via

Internet, WAP technology and electronic transfer

insurance cards.? In the following part of the

paper, we will discuss the possibilities and features

of misuse with the purpose of money laundering

related to quoted payment systems.

dangers of new technology-laundering on the
Internet, Journal of Money Laundering Control,
London, Summer 2001, volume 5, pp. 87-95.

2 Financial Action Task Force, Report on Money
Laundering Typologies for 1998-1999, Paris, p.7.

3  WAP technology allows direct access to Internet
via mobile phones
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3JOYIIOTPEBE KAPTHIIA 3A OJIJIATAILE
HOBIIA ¥ CBPXE ITPAIbA HOBIIA

Kaprune 3a opnarame HoBUA (eHIN. smart card)
IIpeJCTaBIbajy (hOPMy eJIEKTPOHCKOT HOBIA KOji
je pasBujeH Kao ajTepHATVBA TPaANIMOHAJIHUM
(uHaHCHjcRMM  yHCTpyMeHTVMMA.! CiyHe cCy
KPeAUTHUM KapTuIlaMa, ¥3y3€eB IITO PACIONazxKy
HOBLIEM Y €JIEKTPOHCKOM (DOpMaTy Koju je
IIPETXOHO IpebadeH ca KOPMCHMKOBOT PadyHa Ha
MUKpounil. MUKpO4nII Ha KapTUIM 4yBa HOBYAHY
BpeZHOCT Ha KapTHUIM Koja ce MOXKe TPOIINTY Kao
HOBall, jep je BpeQHOCT Ha KapTHIM 3afyzKeHa Off
cTpaHe (pMHAHCHUjCKe VHCTUTYLMje. ¥ Caydajy Ty-
OuTka KapTuile, HeMa TyOMTKa 3a (PMHAHCK]CKY
MHCTUTYIN]Y, Beh OH IOCTOj1 caMo 3a KOPYMCHMKA
KapTuIle.

Cucremy KapTuia 3a OfjlaTame HOBIA Cy BeOMa
Pa3HOBPCHY, M PAa3MKyjy Ce II0 CIeIIIHIM
orepaTyBHYMKapakTeprucTurama. Hekmozncncrema
IV3ajHUpaHM Cy Tako ja 00e30eme aHOHMMHOCT Y
TPaHCAKIVIjI, TOK APYTY IPYUKYIIbajy IIOAATKE KOjU
ce MOTy KOPYICTUTY 3a KOHTPOJY TOKa CpeZcTaBa. ¥
BehyHM 3eMaspa omeparepy cucTeMa KapTuija 3a
ofiJIarame HOBIA ITOCTaBUJIM Cy JMMUTE Ha M3HOC
KOju ce MOzKe YHeT Ha KapTuIle.

Puzuk 370ynorpebe KapTuIla 3a ofjarame HOBIA
y CBpXe IIpaiba HOBIA, ToBekiaBa ce ca mocTojameM
crenehux hakTopa: MOAM3AEM HBMXOBOTI TOPHET
JIMIMUTaA MJIM IIOTIIYHMM OTKJIakhalbeM, AVMPEKTHUM
npebarBameM HOBIA Ca jelHe KapTulle Ha APYTy
0e3 mocpencTBa (bMHAHCKjCKE WHCTUTYIDjE, M-
Me ce oHemoryhaBa mnpaheme TOKa cpejcTasa,
KopuilthemeM BaH TepUTOpKje 3eMJbe Y KOjoj je
KapTiIa manara, u MoryhHourhy TpaHcdepa Ha
KapTuIe Opyrux omeparepa. Ilocrojame HeROr 0f
™IX (haKTOpa UMHYM KapTulle 3a OfJiarame HOBIA
IIOTOIHMM OpyheM 3a Ipame HOBIIA.

Jla 6u ce cMamMo PU3MK 3JI0yIOTpede KapTuia 3a
ofJIarame HOBIA IOTPeOHO je AedmHMCATH CKYII
Mepa Ha IIPEeBEHTVBHOM I PEIIPECUBHOM ILTaHy 3a
CYIIPOTCTaBJbame IIpamy HOBIA. JefaH Opoj Ap:KaBa
(Aycrpasmja, Bemrmja, IIBencka) copmmpao je
JCTPaXKMBayKe I'PYyIe 33 €JeKTPOHCKY TPrOBUHY
opu BiamL, Koje Om Tpebano na medpuHMIILY
CMepHMIIE y CYIPOTCTaBIbAY 3JI0yIOTPeON esek-
TPOHCKMX MHCTpyMeHara Iahama y CBpXe Ipama
HoBra. Excreptn I'pyne 3a duHaHCKjCKe akmuje
nedyHMcany cy cienehe Mepe 3a CyIpoTCTaBIbARE
3710y1I0Tpeby KapTiIa 3a OfjjIarame HOBIIA Y CBpXe
IIpama HOBI[A®:

4  Smart card ce MOTy KOPMCTHUTH ¥ KO 34PaBCTBEHE
kapture (Hemauka, Kamazma), Ha Kojuma ce
4yBajy OBepe 3APAaBCTBEHOI OCUTypama U
MeAMIMHCKA MICTOPHja.

MISUSE OF SMART CARDS FOR MONEY
LAUNDERING

A smart card represents a form of electronic
money that is developed as an alternative form to
traditional financial instruments.* It is similar to a
credit card, but it differs from it as it handles money
in electronic form, which has previously transferred
user’s account to an electronic chip. Microchip on
the card keeps money value on the card that can
be spent as money, because financial institutions
charge the card value. In case of losing the card,
there are no loses for financial institutions, but they
exist only for a user.

Smart card systems are various and they are
different from each other in specific operative
characteristics. Some of the systems are designed to
provide anonymity of transactions and some other
collect data for cash flow control. In most countries,
smart card operators limit the value you can put on
the card.

The risk of smart card misuse for money laundering
grows with the existence of the following factors:
raising their limit or its complete removal; direct
transfer of money from one card to some other
without the intervention of a financial institution,
by which the tracking of money flow is disabled;
if the card is used out of the country where it was
issued; the possibility of transferring money on-to
cards of other operators. Smart card has become a
common means of money laundering because of the
existence of some of these factors.

In order to reduce the risk of smart card misuse, it is
necessary to define a set of preventive and repressive
measures against money laundering. Some of the
countries (Australia, Belgium, and Sweden) formed
government research groups for electronic trade.
These groups should define the measures against
the misuse of electronic payment systems for money
laundering. Experts of the Group for financial
actions have defined the following measures against
the misuse of smart card for money laundering:>

- Distribution of cards from issuers related
to financial institutions and linking with
banking accounts,

- Limiting payments to the area of national
territory

4 Smart card can be used as health cards
(Deutschland, Canada), which keep insurance
health verification and medical history.

5 Financial Action Task Force, Report on Money
Laundering Typologies for 1998-1999, Paris, p.9.
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- pucrTpubyumja KapTuila Of CTpaHe eMuTe-
HaTa I0Be3aHuX ca (PMHAHCUjCKUM MHCTU-
TyoyjaMa ¥ IOoBe3uBame ca 0aHKOBHUM
padyHOM,

— orpaHuYeme oneparuja niahama KapTu-
IjaMa Ha HallYlOHAJIHY TepUTOPN]Y,

- ayTopm3aluja M Ha/30p eMuTeHaTa HOBUX
TeXHOJIOIIKMX IIPOM3BOZia jep Cy Mepe O
CIIpedaBamy Ipama HOBIIA O0Jbe yeKIaheHe
Kajja ce IpUMemyjy Ha peryaMcaH u
KOHTPOJIMICAH CEKTOP,

- wmoryhe npuiarobaBame mocrojehnx mepa o
CIIpedaBamy IIpama HOBIA, IT0ceOHO Y Besn
ca MIEHTUMPUKAIMIOM KJIMjeHTa U TOKOM
KOHTPOJIe, TAaKO Jia ce OMOTyhy eMUTeHTIMA
HOBMX T€XHOJIOIIKIX ITPOM3BO/A /1a [IOMOTHY
KOMIIETEHTHMM BJIACTMMa Ja OTKPUjy
KpyzKelke aHOHMMHMX MHCTpyMeHara ILJIa-
hama y HeJleraJiHe CBpXe,

- orpaHM4aBame (YHKIMja ¥ KalamureTa
KapTulla 3a Oofijlarame HOBIA (YKIbY4yjyhu
MaKCUMaJIHy BPEIHOCT ¥ JIMMUTE IIpOMETa
Kao 1 6poj OBMX KapTHIla 0 KJIVjeHTY),

—  3axTeBame CTAHAAPAHUX IPOIenypa Bohe-
Ba eBUJIEHIMje 3a Te cucreMe ja Om ce
oMmoryhmio mpoydaBambe, AOKYMEHTOBaH€
M Tpey3UMame PEeJIEBAHTHMX Jocujea of
CTpaHe MCTPAXKHUX OpraHa 1

- JIOHOIIeHe MehyHApOIHNUX CTaHAp/a 32 OBe
Mepe.

MHTEPHET BAHKAPCTBO I ITPAILE HOBIIA

IIpyxame DaHKApPCKMX yciayra Ipeko VIHTepHeTa
rogpasyMeBa Jia BJACHMK JMMa IIPUCTYII PadyHy
mpeko JHTepHeTa 3a obaBipame oxpeheHMX
tparcakimja.’ TpaHcakiuone ycayre obyxBarajy
IMMPOK /IMjalla30H ycJayra Koje MOry Omtu
€JIEKTPOHCKY TpaHC(epy CpeAcTaBa, IMPEKTHA
nnahama, M3naBame 4EKOBA, y3UMambe AeNo3UTa,
KyIIOBMHA XapTuja O BPEQHOCTM, OTBapame U
3aTBapame padyHa u canyHo. CaMo IIPHUCYCTBO
Oanmaka Ha VIHTepHeTy mpeko web-sajt-oBa, Oe3
IIpyXamba TPAaHCAKIMOHMX yCJIyTa He cMaTpa ce
VurepHer GaHKApCTBOM. JemaH fieo GaHAaka Koje
HyJle CBOje TpaHCaKIVOHe yeayTe IpeKo VIHTepHeTa
Cy TpaauImoHaHe 6aHKapCKe MHCTUTYIM]e Koje ce
GaBe TyM TOCJIOM /12 OV YIOTIIYHIJIE CBOjY HOHYAY

5 Financial Action Task Force, Report on Money
Laundering Typologies for 1998-1999, Paris, p.9.

6 3a pazauxy o0 Mumepnem banxapcmasa, on-
line faHKapcTBO je MMPH IOjaM KOju YKIbyUyje
VHMPEKTaH IPUCTYI (PMHAHCU]CKNUM yCJyraMa,
TO jecT TesepOHOM, ayToMaTMMa M IIPEKO
MuTepHeTA.
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- Authorization and control of new
technological products issuers, because the
measures against money laundering are
more coordinated if they are taken within a
regulated and controlled sector,

- Possible adoption of the present measures
against money laundering, especially in
the field of client identification and during
control. With those measures, issuers of
new technological products could help legal
authorities discover anonymous payment

instruments that are used for illegal
purpose.
- Limiting smart card functions and

capacitating (including maximal value and
turnover limit and the number of these cards
per client).

- Requesting standard procedures relating to
keeping evidence of these systems in order
to study, document and take relevant files by
investigating officers and

- Determining international standards for
these measures.

INTERNET BANKING AND
MONEY LAUNDERING

Offering banking services via Internet means that
the owner, when wanting to do some transactions,
accesses his account via Internet.® Transactions
services include a wide area of services such as
electronic money transfer; direct payment; check
issuing; deposit raising; buying stocks and bonds;
opening and closing accounts etc. The presence of
banks on the Internet by web sites, without giving
transaction services, is not considered Internet
banking. A number of banks that offer their
transaction services via Internet are traditional
banking institutions. They engage in that kind of
business in order to complete their offer to potential
clients. The rest of the banks are “clean” banks (that
offer their services exclusively via Internet).

The client-bank communication is provided by
personal computers. The client contacts the Internet

6 On-line banking is broader term in regard to
Internet banking and it includes indirect access
to financial services by phone, automatic devices
or via Internet.
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TIOTEHIjaTHUM KJMjeHTUMa, a APy Jieo Cy T3B.
yamcre” VHTepHeT Ganke (baHKe Koje HyZe CBOje
YCJIyTe CaMo ITPeKo VIHTepHeTa).

Cam TOK KOMYyHMKAIVje Ha peJaIyjy KJjeHT
- baHKa OfiBUja Ce IPEKO MePCOHATHNX padyyHapa,
KOjuMa KJMjeHT Kopucrehm ce codprBepoM 3a
VIHTEepHET ¥ IIPUCTYIIOM MpEeXM IIPEKO IIpo-
Bajiepa JIHTepHeT yciayra CTyla y KOHTakT ca
Vureprer cepepoM Oanke. KoamjeHT yHocu Ha
VuTepHeT cepBepy OaHKe CBOjy JMYHY Py 3a
nieHTNUKAIIN]Y, TIPEKO Koje ce moTBphyje ma je
ped o oxpeberom kaujerty. HakoH nmoTBpAe aa je
1michpa MCIIpaBHA KIjeHTY ce oMoryhaBa mpueTyI
pauyny. OBakBa KOMYHMKaIlMja Ha pesaluju
KJIjeHT - 6aHKa 06e30ebyje makohy mpucrynampexo
VIHTepHeTa, NellepCoHaMN3aI]y KOHTaKTa u3Mehy
KJjeHTa ¥ OaHKe 11 BeJKY Op3UHY eJIeKTPOHCKIX
TpaHcakiyja. Jako MoxeMO cmaTparTy fAa OBHU
(akTOpM JOHpPMHOCE HWUBOY e(UKACHOCTM M
CMAambVBAY TPOLIKOBA (PVHAHCHCKMIX YCIYTa, OHU
HaMehy U TIOTeHIMjaJIHe PU3MKe 3a 3JI0YHOTpebe
VIaTepHeT 6aHKAPCTBA y CBPXe IIpama HOBIA.
Iorennunujanuy pusuny 3j10ynorpebe JIHTepHET
OaHKapCTBa Y CBPXe IIpara HOBI[A OfHOCE Ce IIpe
cBera Ha MOryhHOCTY MieHTHVKAII]e KIjeHaTa
VL PeTyJIaTOPHY U MICTPazKHy jypucaukumujy. Hayme,
OaHKa MOKe PYTVHCK Jia IOTBPAY 1A je oxpeheHoM
payyHy IPUCTYILIbEHO y OfipeheHo BpeMe, cyMy Koja
je yKJby4eHa y TpaHCaKINjy, @ Moryhe 1 KOpUCHMKA
(ume m Opoj pauyHa). BaHka Moxke camo ga
IIPETIIOCTABY Ia je PadyHy IPUCTYIINO0 HOMVHAJIHN
BJIACHMK, aJ)f HeMa HMKAKaB Ha4uMH Jja IOTBPAU
UIEHTUTET JIUIa KOje IPUCTyIa PadyHy ¥ MeCTO
ca Kojer je obaBsbeHa TpaHcakiyja. To MpaKTIIHO
3HauM [la jeflaH IIOjeAMHAIl MOXKe KOHTPOJICATH
Behu 0Opoj pauyHa MCTOBpEMEHO M BpIINTH
TpaHcakIyje ca 010 Koje JoKaluje y CBeTy, a Jia
He IpPVBYyYe IaXmpy (UHAHCKjCKE VHCTUTYINje
MM VHCTUTYLMja y KOjuUMa ce BOZe TV PadyHM.
Perynaropra jypucauknmja ofHOCH ce Ha JjaBame
JIVIIEHIN U HaJ30p HaJ (PVMHAHCHCKMM yCJIyrama
Koje ce Hyje npeko JIHTepHeTa. Beoma je Telko
ocurypaTy na (puHaHCYjCKe MHCTUTYIje IOIITY]y
aZlekBaTHe IIpOIeAype IIPOTMB IIpama HOBLA,
HaApO4YMTO Kaja IpyxKajy yciayre Ha TEPUTOPMU
IpIKaBe y K0joj ce He HaJa3y cepBep OaHKe, jep He
MozKeTe 3a0paHuTy rpabaHuMa J1a KOPUCTE yCayre
KOje ceIpyzKajy IIpeKo JIuTepHeTa. VI3 Iepcriek TuBe
ycTpare, IUTame jypUCAMKIje ce jaBsba Y OFHOCY
Ha YMIHEHNUITY I7Ie je 00aBJbeHa TpaHCAKIMja IIPEKO
VurepHeTa nma OM ce 3HAJNO KO je HAJIJEXKaH 3a
HOCTYTIAmE § CaydajeBuMa 30ymnoTpeda VHTepHET
OaHKapCcTBa y CBpXe ITparba HOBIIA.

7 Y ToM moryeny, 3ajefHMYKM u3BeluTaj BaHke
®Ppanmnycke n Gpannycke 6aHKapcKe KOMUCKje

bank server accessing the network by Internet
service provider and by using software for Internet.
Client enters his personal identification code and
the Internet bank server confirms that it is the right
client. After confirmation the client’s access to the
account is possible. This client-bank communication
allows easy access via Internet, depersonalization
between the client and the bank and a high speed
of electronic transaction. Although we can consider
that these factors contribute to a higher level of
efficiency and to reducing financial service costs,
they also bring potential risks of Internet banking
misuse for money laundering.

Potential risks of Internet banking misuse for
money laundering are in most cases related to client
identification, and regulatory and investigative
jurisdiction. Namely, a bank can confirm that
an account was accessed at some time, the sum
included in the transaction, and possibly the user
(the name and account number). The bank can
only suppose that the nominal owner accessed the
account, but there is no way to confirm either the
identity of the person accessing the account or the
place the transaction was done from. In practice,
it means that one individual can simultaneously
control a number of accounts and that he/she can
do transactions from any location in the world,
not attracting attention of financial institution
or institutions where the accounts are registered.
Regulatory jurisdiction is related to license issuing
and financial services offered via Internet. It is very
difficult to provide that financial institutions respect
adequate procedures against money laundering,
especially in the cases in which they offer services in
a country where the bank server is not located. For
investigation, the matter of jurisdiction is related
to the place where the transaction via Internet is
done in order to know who is responsible in cases of
Internet banking misuse for money laundering”

7 In this context, the common report of French
bank and French banking Commission propose
the using of the logic that Internet serve as
mean for accessing to account (the way similar
to accessing to account by phone). Thus, is
necessary to consider that transaction was done
in computer with all information related to
provider’s financial services and management
system. If the server of the service provider isn’t
on the same location as his management system
with accounts, the management system must
be considered as relevant location - Bank of
France and Banking Commission, Internet: The
Prudential Consequences, 5. 7. 2000, p. 17.
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CBu HaBefileHVM pU3NIM 3aXTeBajy ILIAHUPAHE
aJleKBaTHMX Mepa Ha IIPEBEHTVBHOM J perrpe-
CUBHOM IIJIAHY 3a CYIIPOTCTaBJbake Ipamy HOBIA
y 0B0j obsactyt. Y ToM cMmepy Kpehy ce u Hamopn
MebyHapomHe 3ajemHMIlE 33 XapPMOHN30BaIbe
CTaHIapZa 3a IOCTyIame ca PasiInduTuM 00-
JIMIMIMa  HeJIeTaJIHUX aKTUBHOCTU Yy obJracTy
VurepHet 6aHKapcTBa (paj Ipyme 3a e1eKTPOHCKO
bankapcTBo Basesckor komutera u paj CaBera
EBpone na m3panu Hanpra Konsenmuje o syber
kpuMuHaIy). Excreprn I'pyne 3a dunaHCHjcKe
akIlMje IPEJJIOKMIN Cy CKyIl Mepa 3a CyIpoT-
cTaBJbame 3y0ynoTpebama VIHTepHET OaHKApCTBA
y CBpXe Iparba HoBI[a®:

- crpoBobeme TPeHYTHMX 3axTeBa 3a UIEH-
TuURAIMjy KaujeHara fa bu ce 06e36e1m10
Ja He J1obe Ho oTBapama ,,aHOHMMHUX
pauyHa”,

— JIOHOLIele HOBUX IIpolenypa Koje he
OJIaKIIIaT! CII0COOHOCT (PUHAHCU]CKMUX MHC-
TUTYILM]a [ja 3aJICTa YIIO3HAjy CBOje KJIVjeHTe
TOKOM Tpajarma IOCJIOBHUX 0JHOCA,

- capanma u3Meby jypucaukija Ha jeqHO-
00pas3HuM CTaHIAPANMA,

- pa3Boj KamammTera HOBe WH(OpPMAaIVIOHE
TEXHOJIOTHje Koja 6u oMoryhnita oTKpuBame
CYMBMBUX On-line TpaHcakIja ¥ IOTBpP-
buBame uneHTUTETA KIMjEHATA,

- orpaHudaBame Opoja ¥ BpCTa TO3BOJbEHNX
on-line yciaryra mim m3HOCA TAaKBUX TPAHC-
axIuja,

- orpaHndaBame on-line TpaHcakiuja ca-
MO Ha OHe padyHe KOju Cy OTBOPEHM Ha
TPaJVIMOHAJIHY HauMH (TO jecT y IMpek-
THOM JIMYHOM KOHTaKTy u3Meby KimjeHTa u
(puHAHCUjCKe MHCTUTY1IN]E),

- 3abpamuBame PUHAHCKjCKUMHCTUTYIN]a-
Ma Koje HeMajy JMIeHIy y onpebeHuM
jypucaMknvjamMa ma y TOj JYPUCAVIKIIVIV
Hy7e on-line cBoje ycayre,

npeasaxe Kopuitheme JOruMKe ja JVIHTepHeT
CIIyZKY KO CPEeZICTBO 3a IPUCTyIame padyHy (Ha
caMYaH Ha4VH IPNUCTyNama OaHKOBHOM PadyyHY
npeko Ttesedona). Crora, tTpeba cmarpatu nga
je TpaHcakIuja o0aBJbeHA y padyHapy y KojeM
ce Hajasze wuH@opmManuje o0 (QUHAHCK]CKUM
yeJsyraMa Ipyzkaolia 1 MeHalIMeHT cucteMy. AKO
cepBep web-sajt-a mpyzkaoma yciayre Huje Ha
JICTOj JIOKALMjU Kao ¥ HEeTr0B MEHAIIMEHT CUCTEM
I7le ce [pKe padyHu, To Apyro tpeba cmarparu
peseBaHTHOM JoKanujom — Bank of France and
Banking Commission, Internet: The Prudential
Consequences, 5. jyan 2000, p. 17.

8 Financial Action Task Force, Report on Money
Laundering Typologies for 1999-2000, Paris, p.4.
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All mentioned risks require taking adequate
measures for designing a preventive and repressive
plan against money laundering in this area.
All European Community efforts in standard
harmonization for treating various illegal activities
in the area of Internet banking are also moving
in this direction (the work of Basel Committee’s
Group for electronic banking and the work of the
European Committee on the Convention plan of
cyber criminal). Experts of Group for financial
actions proposed a set of measures against Internet
banking misuse for money laundering:®

- Putting into effect the present requirements
for client identification in order to prevent
the opening of anonymous accounts,

- Making new procedures that will allow
financial institutions to really get to know
their clients during business contacts,

- Cooperation between jurisdictions in order
to make uniform standards

- Development of new information techno-
logies that allow discovering of suspicious
on-line transactions, and client identity
confirmation,

-  Limiting the numbers and types of allowed on-
line services or amounts of such transactions,

- Limiting on-line transactions only to those
accounts that were opened in the traditional
way (e. g. in a direct contact between the
client and the financial institution),

-  Forbidding financial institutions to offer
their on-line services in some jurisdiction
if they have not licenses for these juris-
dictions,

- Finally, control can be done by jurisdiction
where the Internet bank was opened and
by jurisdiction where Internet bank has its
clients, and

—  The expert group also underlined that it is
necessary for jurisdiction and investigation
organs to develop skills for discovering
and investigating possibilities for money
laundering in Internet environment.

8 Financial Action Task Force, Report on Money
Laundering Typologies for 1999-2000, Paris, p.4.
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—  KOHAYHO, HaJ[30p ce Moxke 00aBbaTH U Of
CTpaHe jypuUCAMKIMja Yy KOjuMa je 0OTBOpeHa
VuTepHer 06aHKa M OX CTpaHe OHUX
jyprcaurnmja rae VHTepHET OaHKe MMAjy
CBOje KJMjeHTe U

- TIpyla ekclepara TakKobe je MCTakJa za
nocroju norpeba Ka ce y OKBUPY CYACKUX
M JMCTPaXKHMX OpraHa MOOLATHO pasBuja
CTPYYHOCT y OTKPMBAaILy M MUCTPaXKMUBAILY
HOTEeHIMjaJla 3a IIpame HoBIa y VIHTepHeT
OKPYZKemy.

IIpumep 1: 3aoynompebe Unmepnem
banxapcmasa y cepre npara Hosya ’

KomymOujcky mpempozmaBaly fpore Koju BOAM
Behn Gpoj orpamaka y obmactu Ibyjopka, mma
HeZleJbHO TNPMOJIMIKHO MIJIVOH JOoJapa 3apafe,
Kojy Tpeba ma omepe. OH yHajMIbyje CTpydmaxa
3a 6HaHKapCTBO ¥ KOMIIjyTepe, Jia Olepe Taj IpJbaB
HoBall. OBaj 3amounmbe NMKIyC IIpama IPJbaBOT
HOBITA IJIacHpambeM y (PUHAHCH]CKY CYICTEM ITOMOhKY
orrpobaHoT HauMHa Ipamka HOBI[A CTPYKTYPUPameM
HoBYaHUX TpaHcakiyja.!’ Kanma ce HoBar Habe y
0aHKapCKOM CHCTeMYy OpraHusyje ce IOAM3AE
HOBIa IIyTeM 0OaKapCcKMX YeKOBa KOjI ce MOTY
yHOBUMTI. Tyt DAHKAOBHI Y€KOBU Ce JETIOHY]Y KO
pasmmuntux VHTepHer 6amaka. Kama ce Hopalg
Habe y BUPTYeJHOM CBeTy, McIIaTe 1 TpaHcdepe
y IPYHELMILY je BeOMa TeIIKO IIPATUTH ¥ OTKPUTH,
IIpenpozaBal] JApore MMa IPUCTYI JIeJaJHOM
€JIEKTPOHCKOM HOBILY.

OBakKo JleITOHOBAaHOM HOBI[Y IIPeIIpPOZaBal] Ipore
MOXKe IIPUCTYIUTHM IIPeKo 010 Kojer padyHapa
Omio e y cBery, KopucTehn mpu ToMe ycayre
VrepHeT mpoBajOepa Ja eJNeKTPOHCKMM IIyTeM
CTYymM y KOHTaKT ca JluTeprmer 6GamkoM. Kana
OCTBapy KOHTAaKT ca JIHTepHeT DaHKOM MOXKe Ja
mpebary HoBall y HeKy ApYyTy OaHKY MJIV ITPOZABILY
0110 KOjer Ipon3Boya KOjy IIpuXBaTa eJIeKTPOHCKI
HauyH maahama.

9 J. R. Richards, Transnational criminal organi-
zations, cybercrime, and money laundering: a
handbook for law enforcement officers, auditors,
and financial investigators, CRC Press, Boca
Raton, FL, 1999, p.79.

Bank Secrecy Act (BaHKapckm AMCKPeNVIOHN
3akoH CAJl n3 1970), omesmak 103.11, necouumnime
CTPYKTypHUpambe ,,... 0coba CTPYKTypupa TpaHc-
aknmjy ako rta ocoba, camMa MM y CanejCTBY
ca ApyruM ocobaMa MM y uMMe APYTuX ocoba,
CIIPOBOAM MJIM IIOKYINla Ja CIPOBeJe jeqHy Min
BUIIle HOBYAHMX TpaHCaKNuja, y OMiI0 KoM
M3HOCY, TPY jefHO] WM BuIle (DUHAHCHUjCKUX
VHCTUTYIM]a, ¥ jeZIHOM IV BUIIle TaHa, Ha 010
KOju HauWH, y IOKyIIajy Aa 3aobube mpommce o
IIpMjaBy IIOpeKJIa HOBIA ...”

10

Example 1: Internet banking misuse for
money laundering’®

Columbian drug dealer who manages a number
of branches in New York City has the profit of
around a million US dollars a week that must be
laundered. For that purpose, he hires an expert for
banking and computing. This expert begins the
cycle of money laundering by planting the money
in the financial system, applying the well known
scheme for money laundering by structuring money
transactions.!’ After the money is in the banking
system, the expert organizes taking the money out
by way of bank checks you can cash. All these bank
checks are deposited at various Internet banks.
Once the money is in the virtual world, it is very
difficult to track and discover all payments and
transfers, e.g. the drug dealer has access to legal
electronic money.

Drug dialer can access this deposited money
by any computer in the world, using Internet
provider services for contacting Internet bank in
the electronic way. After the contact with Internet
bank is made, he can transfer his money to some
other bank or to any seller of products who accepts
payment in electronic way.

9 J. R. Richards, Transnational criminal organi-
zations, cyber crime, and money laundering: a
handbook for law enforcement officers, auditors,
and financial investigators, CRC Press, Boca
Raton, FL, 1999, p.79.

10 Bank Secrecy Act (BaHKapckm gUCKpPeIVIOHU
Bank Secrecy Act of 1970 in Section 103.11 defines
structuring as following: ,, ... a person structures
a transaction if that person, acting alone, or in
conjunction with, or on behalf, of other person,
conducts or attempt to conduct one or more
transactions in currency, in any amount, at one or
more financial institutions, on one or more days,
in any manner, for the purpose of evading the
reporting requirements ...,
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3JO0YIIOTPEBE EJEKTPOHCKE I'OTOBUHE
¥ CBPXE ITPAIbA HOBIIA

EnekTpoHcka ToToBMHa oMoryhaBa msahame
poba u ycayra mpeko JutepHera. CyitnHa
KOHIIENITAa eJIEKTPOHCKe TOTOBMHE OINIeZla ce y
MoryhHOCTM JeMaTepujasim3alnyje TpaHCAKIMja
IIpeKo BUpTyeaHor Iyahama. Kopuirhewe esek-
TPOHCKe TOTOBMHE IIOUNI-e KYIOBUHOM ofpebheHe
BpeHOCTY KOZ oBJjalrheHOT IIpofjaBla, Koja ce
II0TOM 4YyBa y IEPCOHAJIHOM padyHapy KOPVCHMKA.
Y caydajeBuMa Kaja KOPUCHMK Kymyje poOy
UM yeayre IpeKo JIHTepHeTa, Koje ce MOTY
IJTATUTY  eJIEKTPOHCKOM TOTOBVHOM, onpebena
BPeIHOCT eJIEKTPOHCKEe TOTOBMHE Ce IIpeHOCH
Ha eJIEKTPOHCKM TOTOBMHCKM padyH IIPOAaBIia.
IIponaBar morom Hammahyje cBoja moTpaskuBama
07 oBJIAITheHOT ITPOJaBlLa eJIeKTPOHCKE TOTOBYHE
(majuenthe 6anke). OCHOBHA IIPETHOCT €JIEKTPOHCKE
TOTOBMHE y ORHOCY Ha ocraJje BujoBe mahama
jecre Moryhuocr Mukpo mahama. Hamme,
MMKpPO Nnahame MalIMX HOMMHAJHUX M3HOCA
KOZ OCTaJIVIX BI0Ba Iyaharma Hije eKOHOMIIYHO,
KOJl eJIEKTPOHCKe TOTOBVMHE TaKBa Iahama cy
Hajuentha (4nMTame on-line HOBMHA, Tpazkeme
onpebernx nudopmanyja myrem VHTepHeTa 71 CIL.).
TlorennyjaTay pU3NIM 3J10yIOTPede eeKTPOHCKE
TOTOBYIHE Y CBpXe IIpatha HOBLA OJJHOCE Ce IIpe CBeTa
Ha oTexaHy MoryhHocT mpahema TpaHcakImja
€JIEKTPOHCKOM T'OTOBMHOM HaKOH I/IHI/IIU/IjaJIHe
KYIIOBMHE KOJl OBJIAITheHOTr IIPOfiaBIia ¥ KOHAYHOT
IIpeHolIIekha CpeficTaBa Ha PauyH MaJOoIpOJaBIa.
Takobe, mocao ca eJEKTPOHCKOM TI'OTOBMHOM
MOXKe ce KOPMCTUTM Kao IlapaBaH 3a oIlepalyje
IIpama HOBIA y CJydajeBMMa Kajja Iepady HOBIA
nocenyjy npeny3ehe uuje ce ycayre mory niahatu
€JIEKTPOHCKOM TOTOBMHOM. AKO cCe IIPeTXOIHO
pedeHOM Jiofa BNCOK CTelleH LIM(poBamba
TpaHCaKIMja ca eJEeKTPOHCKOM TOTOBMHOM, OHJA
To ymyhyje Ha IIOTOZHOCTY eJIEKTPOHCKE TOTOBMHE
Kao opyba 3a Impame HOBIIA.

KOIKAIBE ITPEKO MTHTEPHETA
N IIPAILE HOBIIA

Konkame mpeko JIHTepHeTa je BeoMa IIOTOJHO
opybe 3a mpame HOBIA, ¥ TO KOpUIThemheM OBOT
Ha4yHa T0CJI0Bamba Kao apaBaHa 3a IPUKpPUBabe
omepallyja Ipama HOBHA. Hamme, caM TOK
KOMyHMKaIje Ha VIHTepHeTY 0fiBMja Ce IIPeKO H13a
cepBepa Koju uyHe ryobanHy Mpexy. IIpaheme
KOMYHJKAI[VIje BEOMa je 0TezKaHO 300T UMEeHMIIe
Ia BehnHa KopucHYKA JIHTepHeTa 1Ma IpUBpeMeHe
IP anpece, Koje je Moryhe IpUKpUTA NIV KOPUCTUTI
ce Tybum IP ampecama. TpaHcakiuje KojuMma ce
nahajy ycayre BUPTyeslHNX Ka3uHa 00aBibajy ce
IIOCPeACTBOM KpefuTHUX KapTuma.Curyamnuja ce
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ELECTRONIC CASH MISUSE
FOR MONEY LAUNDERING

Electronic cash allows goods and services
payment via Internet. The concept of electronic
cash is important for possibility of transaction
dematerialization through virtual payment. The use
of electronic cash begins with buying some value
from a legal seller and after that, the electronic cash
is kept in the user’s personal computer. If the user
is buying goods or services that can be paid for by
electronic cash via Internet, part of the electronic
cash value is transferred to seller’s electronic cash
account. After that, the seller collects his assets from
a licensed seller of electronic cash (in most cases it
is a bank). The main advantage of electronic cash
concerning other ways of payment is the possibility
of micro payment. Namely, micro payment of small
nominal amounts is not economical with other
ways of payment. In the case of electronic cash,
this way of payments is the most frequent (reading
newspapers on-line, looking for information via
Internet, etc)

Potential risks of electronic cash misuse for money
laundering are mostly related with the difficulty of
electronic cash transaction tracking after initial
shopping at a legal seller and final transferring
of the means to the seller’s account. Moreover,
electronic cash business can be used as a screen
for money-laundering operations in the cases of
persons who own firms whose services can be paid
for by electronic cash. In addition, we emphasize
a high level of electronic cash transaction coding,
and all elements point to the convenience of using
electronic cash as a means for money laundering.

INTERNET GAMBLING AND MONEY
LAUNDERING

Internet gambling is a very common means for
money laundering and it is usually used as a screen
for hiding money-laundering operations.

Namely, several servers that make a global
network realize the communication on Internet.
Communication tracking is very difficult because
most Internet users have temporary IP addresses.
Paying transactions for virtual casinos services
are done by credit cards. The situation becomes
more complicated with the fact that the locations
of most web sites that provide Internet gambling
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yCJI03KaBa aKo ce TOMe I07ia Jia ce JoKanyuja Behune
web-sajt-oBa Koju Hyme yciayre KoIKama IIPEKO
VHTepHeTa HaJdasu y odiiop (UHAHCY]CKUM
meHTpuMa. IbuxoBa Jokanuja ycaoxasa ucTpa-ry
jep ce He MOTy IPWKYINTV PeJeBaHTHe JMHGOP-
Mallije 0 TpaHCakLMjaMa Koje ce Hajase y cepBepy
JIOIIPAHOM Y 0(PIIIOp (hVHAHCKCKOM I[EHTPY.
TlorennyjasHa pelemha THX IpobeMa HaJase ce y
YCIIOCTaBJbakby CHUCTEMA Mepa 3a CYLIPOTCTaBIbakbe
IIpamy HOBIA y Toj obmactu. Te mepe 6u Tpebaso
Ila 3aXTeBajy JIMIEHIle 33 0BakKaB BUJ II0CJOBabha
Y TPAHCIIAPEHTHOCT eBWJIeHIMja O TpaHCAKIjaMa.
Ilo mmramy npahema TOKa KOMyHMKalMje Ha
Vureprery ekcmeptn I'pyme 3a ¢uHAHCKjCKe
aKIje IpeaIoxuim cy cienehe mepett:

- 3axTeBaTy Off IPOBajaepa VIHTepHeT ycayra
Ja BOfle IIOy3/laHe pPErVCTpe KOPWCHMKA
3ajeHO ca ofroBapajyhum nHpopManjama
0 MAEHTVUKATI]H,

- 3axXTeBaTu off IpoBajiepa VIHTepHeT ycayra
a Bome ,,yiIas3He ajioBe ca momammMMa o
caobpahajy kojuma 01 ce moBe3mBao Opoj
VIHTepHeT WPOTOKOJA Ca KOPUCHMKOM M
ca TesedpoHCKMM OpojeM KopuirheHMM 3a
yCIIOCTaBJbalbe Be3e,

—  3axXTeBaTM Jia ce OBe MHQOpMAIje IyBajy
oxpehenn nepuop (o7 IIecT MeceIy 1o jefHe
TOZIMHE) U

- obe3bexntu na Te wHMOPManuje 6yay mpa-
BOBpPEMEHO pacIoJIoXKNBe Ha MebyHapon-
HOM HJBOY, KaJia ce BOJie \CTpare.

IIpusep 2: Baoynompedba KoyKara npexo
Mnmeprema y cepxe npara Ho8ya'?

3ajenHuura ucTpara KpMBUYHE U (PUCKAJHE
nosmmiyje gpkase 11 6uia je yeMepeHa Ka CIOPT-
CKOj KJIQJVIOHMIM KOja je IIpyzKajia yCJyre KOII-
Kama Ha JHTepHery. OBa KJIajAMOHMIIA TaKohe
je QyHKIMOHNUCATa M Kao mpoBajuep JIHTepHeT
yeayra. Komaayonnna je npukynmada, cpehusasa u
aHaJIM3Mpasa CTaTUCTUYKE ¥ IpyTe MHGpOpMaIje
Be3aHe 3a CIIOPTCKe fiorabaje 1 I0TOM IIPOZaBaJia Te
nHpOpPManje KOPUCHUIIMA KOjI Cy UX Y3UMAaJIN
y 00311p IPUIIVIKOM CBOjUX OfJIyKa 0 Kiahewmy. OBa
KJIainoHn1a/VHTepHET TpPOBajiep MIPOIIVPIIA
je cBoje ycayre 1 HyAusa IBe O(IIOp omeparyje
KOIIKama CMeIlTeHe y KapyUIICKOM peTyoHy a
yJI03u 3a obe IIpuMaHe Cy IIpeKo JIHTepHeTa 1Jm
Tesle)OHOM. AT€HTV Cy YCIELIHO yCIeau ja ce

MHQUITPUPA]Y ¥ OBY OIIEpAaI]y.

' Financial Action Task Force, Report on Money

Laundering Typologies for 2000-2001, Paris, p.8.

12 Ibidem, p.7.

are in offshore financial centers. Their location

complicates investigation, as you cannot collect

relevant information about the transactions that are
in a server located in offshore financial centers.

Potential solution for these problems is establishing

the system of measures against money laundering

in this area. Those measures would include licenses
for this type of business and transparency of
transaction evidence. Experts of the Group for

Financial Actions proposed the following measures

for Internet communication tracking:

- It isnecessary for Internet service providers
to keep reliable registers of users, including
appropriate identification information,

- Itisnecessary for Internet service providers
to keep “enter” files that include traffic data
that would be used for relating the Internet
protocol number with the user and the phone
number used for connection,

- Ttisnecessary to keep these information for a
period of time (between six months and one
year) and,

- Provide that all information is available
internationally for conducting investigation.
Example 2: Internet gambling misuse for
money laundering'®

A joint investigation of criminal and fiscal police in

the country named C was oriented toward a sport-

betting place that provided Internet gambling
services. This betting place functioned also as an

Internet services provider. Statistical and other

types of information relating to sport events were

collected, arranged and analyzed and after that sold
to users who used that information during betting.

This betting place/Internet provider expanded its

services and began to offer two offshore operations

that were located in Caribbean region, where stakes
were accepted by Internet or by phone. Agents
successfully infiltrated this operation.

In order to launder their illegal activities of

Internet gambling earnings, they hired a lawyer. He

established a pattern where betting place/Internet

provider rented its services to these subjects
for some sum. Earnings were also laundered by
banking accounts in the Caribbean region and they
were eventually returned to bank institutions of
the country C. Investigation organs estimated that
around 170 millions dollars had passed through

11 Financial Action Task Force, Report on Money
Laundering Typologies for 1999-2000, Paris, p.4..

12 Ibidem, p.7.
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Jla O; ompaay Ipuxofie Of CBOjUX HeJeTaJTHUX
aKTVBHOCTY KOITKama IIpeKo JIHTepHeTa cybjerTn
OBe MCTpare KODMCTMJIM Cy YCJIyTe anBOKaTa.
Ou M je cMmmcano paspabeHy cxeMy y Kojoj 6u
KJIQIMOHNIA/TIPOBAjlep  M3HAjMJbMBaJa  CBOje
ycayre oBuM cyOjeKTMMa 3a Ha3HA4YeHY CyMYy.
IIpuxoxu cy Takobe IpaHy IpeKo Huza 6aHKOBHUX
payyHa y KapMUIICKOM PETMOHY ¥ €BEHTYaJHO
BpahaHy y OaHKapcKe JMHCTUTYLMje Y [pKaBU
1. MerpazkHu opraHm IpOLemyjy Aa je Kpo3 OBy
KJIaJIVIOHMILY/IIPOBaj/iepa TOAMIIIE IIPOJIA3III0 OKO
cTo celamziecet Muuona USD onkiaza.
IIpenBuba ce na he cybjekTn y 0BOj mcTpasu butu
ONTYXKeH) 33 KOIKambe, IIpame HOBILA, IIOPECKY
eBasujy ¥ Jpyra KpUBMYHA [ejla Be3aHa 3a
OpraHM30BaHU KPUMMHAL

3AK/bYYAK

Kopuiheme HOBUX T€XHOJOTH]a Y (DMHAHCHjCKOM
IoCJIOBaly, ImocebHO JIHTepHeTa He I0O3HAje
rpaHune, u Ty je MebyHapomHa capazma of
€CEeHIMJaJIHOT ~ 3Hadaja 3a CyNPOTCTaB/bambe
Impamy HoBua. Hamopym mebyHaponue 3ajenHure
3a CYIPOTCTaB/bakbe Ipamy HOBI@ M IIOKYIIAjy
CTBapama IIPaBHUX OKBMpA 3a CYIPOTCTaBJbame
Ipamy HOBI[A JOII BHUIlE Cce KOMILIUKY]Y
3J10yII0TPe60M HOBVX TEXHOJOMIKMX JOCTUTHyha
y CBpXe IIpaika HOBIA, jep CUCTEMM BUPTYETHOT
nnahama Jenyjy I1o0alHO a TpaAMIMOHAJHe
u3nyke TpaHMIE JApIKABa Ce ,TIOHMUIITABA]Y”
y3 momoh pauynapa. IlocebHo je 3HawajHa
MehyHaponHa capajma Ha ONepPaTVBHOM HIUBOY
u3Meby pa3imunTUX Ap:KaBHUX areHluja Koje ce
0aBe mPOOJIEMATMKOM CYIIPOTCTABJbAMKA IIPAY
HOBII, jep je HoTpeOHO pa3MeHUTH NHPOpPMaIuje u
IIpefly3eTy afleKBaTHE Mepe y MCTPpas3y IIpamba HOBIa
IIpe Hero ce u3rybe peJsieBaHTHE MHGpOPMAI]je Koje
ce HaJaze y eJIeKTPOHCKOM 00JIMKY 7 MOJJIOKHE CY
IIpoMeHaMa.

Y wucTpasm ciydajeBa IIpama HOBIIA IIOCTOje
TellIKohe Koje ce OIfefiajy IIpBO, y HeMoryhHOCT
IpMMeHe MeTOZa IIONyT IIpahema M aHaJIM3e
NOKyMeHTaIMje jep KpMMMHAJAIL I[IPUMEeHOM
HOBUX TEXHOJIOIMja y IOCJTOBaly HeMa mHoTpebe
3a (UBMYKMM KOHTAKTOM ca ofpeheHOM duHaH-
CJIJCKOM MHCTUTYIjoM, Beh CBe IIOCJIOBHE aKTMB-
HocTM 00aBjba BUPTYENHMM IIyTeM. ¥ TaKBUM
cJlydajeBMMa IIpPMMeHa Mepa y CYIPOTCTaBJbalby
IIpara HOBIIA Kao IIITO je IporpaM yIIO3HA]j CBOjy
CTPAaHKY MMa OrpaHW4eHo pejctBo.* Ilpyro,
KpUTUYHA TadKa je CUTYPHOCT padyHapa, LLITO

13 Bupnu I'. BomikoBuh, Hauuru npara Ho8Ya u me-
moou CYnpPomcmassbara, MarucTapcKka Tesa,
ITomuuujcka akanemuja, beorpan, 2003, p.97.
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this betting place / Internet services provider per
year. There are some assessments indicating that
these subjects of investigations will be convicted for
gambling, money laundering, tax evasion and some
other organized crime criminal acts.

CONCLUSION

Using new technologies, particularly the Internet, in
financial business knows no boundaries. Therefore,
the importance of international cooperation in
suppressing money laundering is essential. The
efforts of European Community to establish
jurisdiction frame against money laundering are
becoming more and more complicated since there
are new technological accomplishments for money
laundering, every day. The main reason for this is
the fact that virtual payment systems work globally
and boundaries “disappear” with computers.
The international cooperation on the operational
level between various government agencies that
deal with money laundering is very important.
It is necessary to exchange information and take
measures in money-laundering investigation before
electronic information relevant to the investigation
that are subject to changes are lost.

Firstly, there are many difficulties in investigating
the cases of money laundering. It is impossible to use
methods of tracking and analyzing documentation
because with new business technologies there is
no need for criminals to physically contact any
financial institution as they all do their business
activities in virtual way. In such cases, the use
of measures against money laundering, such is
program Meet your client, is limited.'?

Secondly, a critical point is computer safety and it
includes computer system ability to execute coding
of outgoing and decoding of incoming data. Today,
preventing or discovering illegal transaction by
authorized organs is impossible without accessing
and using more and more complicated software for
coding and decoding. The reasons for this way of
business being interesting for “money launders”
are high quality and technology necessary for safe
and accessible managing the business technological
systems.

The previously quoted facts are very important for
making strategic decisions and changes relating
to concepts against money laundering. Namely,

13 G. Boskovic, The ways of money laundering, M.
A. dissertation, Police Academy, Belgrade, 2003,
p.97.
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IoapasyMeBa CIOCOOHOCT padyHApCKOI cucTeMa
Ila M3BpIIM KoAupame onsazehyux u feKonypame
nonazehnx mozjaraka. be3 moryhHocTy mpuerymna
U Kopuihema CBe CJOXKeHMjer codTBepa 3a
KOZMpame U IeKOonupame, HalJeKH) OpraHyu om
Oni oHeMmoryheHM na crupede mim yhy y Tpar
HeJIeTaJIHVM TpaHCcaKIujama.

VYrpaBo KBaJMTET U TEXHOJIOTH]ja Koja je moTpebHa
Ia 01 HOBY TEXHOJOILIKI CUCTEMM OMJIV CUTYPHM
U IOCTYIIHY 3a Boheme I10CJIa, Pas3josn cy IITO je
OBaKaB Ha4MH II0CJI0Baha 10ceOHO MHTepecaHTaH
3a ,,llepaye HOBLA".

IIpeTxonmHO HaBefieHe YNIbEHNIIE MMajy U3y3e-
TaH 3HAuaj 3@ CTpaTelllka OIpefiesbeba I
notpebHe ¥3MeHe y KOHIENTY CYIPOTCTaBJbarba
npamby HoBIa. Hamme, mocroju morpeba 3a
ycaBplIaBameM IocTojehux u yBobemeM HOBUX
KPUMMHAJIVCTAYKIX METOJa y CYIPOTCTaBJbAILY
npamy HoBHa. To mofpasyMeBa cTajJHO Ipaheme
HOBMX TEXHOJIOIIKMX J HaydHUX JocTUrHyha
U IBUXOBO VHKOPIOpMpame y mocrojehe mero-
nme. CBe To Mopa Outu mpaheHo CTPyIHUM
ycaBplIaBambeM, CIIeIjaan3alyjoM 1 aleKBaTHUM
npuiarohaBameM mocrojehe opranmzanuje mosu-
IMje ¥ APYTUX HaJJIeXKHUX OpraHa, Koja MoxKe Ja
OZITOBOPY 13a30BMMa CYIIPOTCTaBJbakbha IIpamy
HOBIIA Y CaBPEMEHOM OKPYIKEHhY.

there is a need for improving the existing methods
and introducing new methods against money
laundering. It includes the constant learning about
new technological and scientific accomplishments
and their incorporating in the existing methods.
All that must be followed by professional training,
specialization, and adequate transformation of the
existing police and other state organ organization,
in order to deal effectively with the challenges of
money laundering in the modern society.
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