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FOREWORD

The Thematic Conference Proceedings of International Significance titled “Inves-
tigating and Proving Contemporary Forms of Crime: Scientific Approaches” is
the result of the XII International Scientific Conference “Archibald Reiss Days,”
which was held on November 8 and 9, 2022 in Belgrade and organized by the
University of Criminal Investigation and Police Studies in collaboration with the
Ministry of Interior of the Republic of Serbia, Ministry of Education, Science and
Technological Development of the Republic of Serbia, National Police Univer-
sity of China, Volgograd Academy of the Russian Ministry of Internal Affairs,
Lviv State University of Internal Affairs, Faculty of Security in Skopje, Faculty
of Criminal Justice and Security in Ljubljana, Police Academy “Alexandru Ioan
Cuza” in Bucharest, Academy of Police Force in Bratislava, and the University of
Banja Luka Faculty of Security Science.

The Thematic Conference Proceedings of International Significance include pa-
pers by eminent scientists and experts from six countries who analyzed the most
current issues in investigating and proving modern forms of crime, guided by
scientific achievements in their respective fields of research. The papers published
in the Thematic Conference Proceedings of International Significance belong to
the natural-mathematical, technical-technological, and social-humanistic scien-
tific fields and meet all of the requirements outlined in the Rulebook on Acquir-
ing Research and Scientific Titles (“Official Gazette of RS,” Nos. 159/2020 and
14/2023) for classification in category M14, i.e., thematic collection of papers of
international significance. The papers are original scientific papers that have been
double-blind peer-reviewed by two reviewers, the contributions are one author’s
sheet, and they contain the required number of self-citations in clearly stated cat-
egories according to the scientific field.

The papers critically analyze a wide range of themes relevant to scientific ap-
proaches to investigating and proving modern forms of crime, such as: hybrid
control flow and dataflow architectures; analysis of DDOS attack detection tech-
niques for securing software-defined networks; management in the prevention
of malpractice in electronic refereeing systems in sports; development of latent
fingermarks on different substrates using polyaniline-based powder obtained by
simple precipitating method; the online drug market as a current law enforcement
challenge; the possibilities of using unmanned aerial vehicles — drones in crime
scene investigation; secret as an object of criminal law protection in the Republic
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of Serbia; the characteristics of environmental crimes as challenges for their de-
tection and proving; the international legal framework against corruption; histor-
ical development of the polygraph and its application in Hungary, and mobbing
as a harmful present-day phenomenon.

The Thematic Conference Proceedings of International Significance is a publica-
tion that contributes significantly to the pool of scientific knowledge from a vari-
ety of scientific subfields, including computer and forensic sciences, criminology,
criminal investigation, and criminal and criminal procedural law. We hope that
the wider scientific and professional public will find this publication interesting
and useful. Lastly, we would like to thank all of the conference authors and attend-
ees for their contributions to both the conference’s realization and the publication
of the proceedings, as well as the reviewers who played a key role in the selection
of scientific papers.

Belgrade, March 2023 The Programme and Organizing Committees



TOWARDS HYBRID CONTROL-FLOW AND
DATAFLOW ARCHITECTURES

Nenad Korolija, PhD'
School of Electrical Engineering, University of Belgrade, Serbia

Vladisav Jelisavcié, PhD
Mathematical Institute of the Serbian Academy of Sciences and Arts, Serbia

Zlatogor Minchev, PhD
Institute of Information and Communication Technologies,
Bulgarian Academy of Sciences, Sofia, Bulgaria

Veljko Milutinovi¢, PhD
Department of Computer Science,
University of Indiana in Bloomington, Indiana, USA

PURPOSE

According to Moore’s law, number of transistors per integrated circuit doubles
about every two years (Moore, 1998). This is predominantly achieved by making
transistors smaller and smaller through advances in photolithography. However,
the number of transistors per integrated circuit was not at its maximum at all
times, but the density of transistors at which the cost per transistor was relatively
close to the lowest. Namely, as the number of transistors increases, so does the
probability of failure. It is well known that companies which were producing pro-
cessors had even the possibility to reduce number of active cores if the production
of any of cores went wrong.

For decades, the increase in frequencies of processors was almost following the
Moore’s law, by doubling about every two years. Unlike it is the case with in-
creasing the number of transistors per unit measure of a surface, increasing the
frequencies also increases the power consumption and therefore heating as well.
It can be roughly estimated that the power consumption is proportional to the

1 nenadko@etf.bg.ac.rs



2 Nenad Korolija, Vladisav Jelisav¢i¢, Zlatogor Mincheyv, Veljko Milutinovi¢

square of the integrated circuit frequency. More importantly, the increased power
consumption leads to the higher cooling requirements. As a result, recent gener-
ations of central processing units (CPUs) are usually limited around 3GHz, while
the number of cores keeps growing.

High performance computing (HPC) benefits from increased number of cores of
today’s CPUs. However, in order for an algorithm to benefit from relatively high
number of available cores, the algorithm has to be scalable enough. The scalability
is limited not only by properties of an algorithm, but by the architecture it is exe-
cuted on. For example, by increasing the communication time between two cores,
the algorithm benefits less from using multiple cores in parallel. In order to justify
the usage of another core, the algorithm has to run faster by utilizing the core than
it otherwise would.

Control-flow architectures, also referred to as von Neumann architectures, de-
fine the temporal sequence of individual instructions of a computer algorithm.
As such, they are complex enough to be able to execute all instructions defined
by the architecture. On the other hand, they can execute only a single instruction
without multiplying control-flow computational units or dividing them onto in-
struction phases they are responsible for. One way of parallelizing instruction ex-
ecution is using the pipeline. Multicore computer architectures consist of multiple
control-flow type of processors that further increase the number of instructions
that can be run in parallel.

So-called manycore architectures are based on control-flow principles, but the
number of processing elements they include is usually couple of orders of mag-
nitude greater than of CPUs. Processing elements are usually simpler and suit-
able for scalable algorithms. The primary purpose of manycore architectures was
to support the necessity for fast processing in order to render screen frames in
graphics demanding applications. Later, their capability of executing multiple
instructions in parallel was utilized for parallelizing and therefore accelerating
many control-flow applications.

Unlike it is the case with control-flow architectures, dataflow architectures are
configured to execute a single algorithm before they are reconfigured for a new
purpose (Trifunovic, Milutinovic, Salom & Kos, 2015). Reconfigurability is usual-
ly achieved using the Field-programmable gate array (FPGA). In the case of data-
flow architectures, data literally flows through the hardware, producing results at
the output based on the data received at the input. There are many advantages of
this approach. For example, processing element responsible for executing a single
instruction can be configured to be able to execute only that instruction. As such,
processing element is less complex comparing to the control-flow architecture,
and therefore smaller. Another benefit is that the data travels in parallel from any
processing element producing semi-result to those that consume the result. Data-

Thematic Conference Proceedings of International Significance




Towards Hybrid Control-Flow and Dataflow Architectures 3

flow architectures are suitable for executing algorithms that include considerable
amount of repetition.

With raising number of transistors per chip, one could argument for combining
multiple computing architectures at the same chip die, forming a hybrid architec-
ture. Some of the benefits include reduced hardware size comparing to the size
of multiple computer architectures separately, reduced power consumption, but,
more importantly, improvements in communication speed between control-flow
and dataflow hardware.

Multiple computer architecture paradigms available in a single desktop computer
or server node impose relatively slow communication speed due to the distance
between them. In addition, powering multiple architectures might require more
efforts in terms of cooling comparing to the cooling of a single chip.

A hybrid control-flow and dataflow architecture on a single chip might solve these
issues, enabling certain algorithms to be transformed and programmed for the
execution on merged control-flow and dataflow hardware simultaneously.

Many high performance algorithms perform certain operations on a matrix of
data, where edge elements are processed differently than the rest of the matrix.
Auxiliary processing might be required between two consecutive processing of a
matrix, where the amount of processing would be neglectable comparing to the
processing of a matrix. There are few possibilities to implement this using the
dataflow paradigm. One is to create separate kernels for processing middle ma-
trix elements and edge elements, and even another one for processing corner ele-
ments. However, due to the complexity of orchestrating streams of the input data,
leading them to appropriate kernels, as well as collecting results from the output
of kernels, one could implement a single kernel to handle all the cases, where
conditionals would be used to cope with the differences in processing. Similarly,
separate kernels could handle processing of vectors between two consecutive pro-
cessing of matrices, or a single kernel could be extended to handle this scenario
as well. In any case, the complexity of dataflow hardware grows reasonably (e.g.
could be increased more than twice), where the execution time of the CPU needed
for processing edge elements and auxiliary processing is less than 1% of the total
execution time that a CPU will need to process the whole algorithm. Dataflow im-
plementation of the Lattice-Boltzmann algorithm is one example application that
matches the previous scenario (Korolija, Djukic, Milutinovic & Filipovic, 2013).

The goal of this research is to exploit the possibility of merging dataflow and con-
trol-flow paradigms on the same chip die with communication speed matching
those of cache memories, and to show on the example of the Lattice-Boltzmann
algorithm the potential benefits.

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"
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Further sections describe control-flow, multicore, manycore, and dataflow archi-
tectures in more detail, and explain the proposed hybrid architecture. The presen-
tation is based on the proposed method (Milutinovic, 1996), and is reviewed by
authors in accordance with the proposed activity diagram (Bankovic et al., 2020).

DESIGN/METHODS/APPROACH

This section sheds some light on available computing paradigms used in high
performance computing. Therefore, although control-flow single-core processors
have been replaced by multicore processors since relatively long time ago, the par-
adigm will be explained, as most computer clusters and computer clouds include
processors based on the control-flow.

Control-flow computer architectures are based on the principles defined by John
von Neumann. First control-flow processors consisted only of a single-core, be-
ing capable of executing one instruction at any particular moment. This imposes
relatively high complexity for a processor that can execute only one instruction at
any given moment. The utilization of transistors raised with the introduction of
pipelines that enabled executing few instructions simultaneously, but in different
stages — while one instruction was being fetched, another one is being executed,
and another one is writing results, etc. The improvement in the capacity of execut-
ing many instructions per second has been improving predominantly due to the
constant raise of frequencies the processors operated at, approximately doubling
each second year. Due to the relatively high increase in power consumption with
raising frequencies, multicore processors appeared as a logical consequence, en-
abling faster execution at a smaller price.

Multicore computer architectures are based on the same principles as control-flow
computer architectures. Unlike first single-core architectures, multicore architec-
tures include multiple cores, where each core can execute multiple instructions
simultaneously. Advances in technology of producing processors led to reducing
transistor sizes. As a result, more CPUs could have fit within the same chip die.
However, multicore computers suffer from the same problems as conventional sin-
gle-core computers. The internal bus can become the bottleneck, as many instruc-
tions that run in parallel on a single-core, but in different phases of instruction
execution, try to write results back to e.g. a cache memory or registers and to read
from the memory/registers simultaneously. The number of instructions is limited
by the architecture, allowing running only few instructions per core in parallel.

Advances in computer graphics in recent decades lead to defining a term many-
core used for control-flow type of processing on graphics card that can include

Thematic Conference Proceedings of International Significance




Towards Hybrid Control-Flow and Dataflow Architectures 5

thousands of processing units. Manycore computer architectures, or so-called
graphics processing unit (GPU) processors, are based on the same principles as
other control-flow processors. However, unlike it is the case with single-core and
multicore processors, manycore processors can include thousands of processors.
As a result, they are highly utilized for parallelizing execution of highly scalable
computing algorithms. The lack of these architectures is that they are usually sim-
pler than conventional multicore processors. Therefore, they cannot execute all
instructions defined by the multicore processors. It is worth saying that computer
architectures that include GPUs usually include also multicore processors, where
a multicore processor is responsible for initializing the data for GPUs, starting
the processing, and collecting results, while GPUs are utilized for the portion of
algorithm or algorithms that are highly scalable.

Dataflow computing paradigm is based on the data flowing through the hardware
(Trifunovic et al., 2015). Fig. 1 depicts an example processing implemented using
the dataflow paradigm. Function elements from the figure can be observed as pro-
cessing elements that are mutually connected. The memory could either be placed
on the same chip with the dataflow hardware, or on a CPU that is used along with
the dataflow hardware, or as a separate unit. The input data would be streamed
into the dataflow hardware, and results of the execution would be streamed back
to the CPU in order to be further processed or stored in the main memory.

FPGA
—Function| [Function|
v

|Function| |Functionp»Function| Memory

|[Function| [Function|

Function

Figure 1. Dataflow programming model

Main benefits of dataflow hardware comparing to the control-flow hardware are
the following:

- Data produced at a processing element travels directly to those processing
elements that need this data. This way, many data transfers can be processed in
parallel. This solves the previously mentioned problem of a bus as a bottleneck of
the control-flow type of architecture.

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"
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- Processing elements are simpler than conventional control-flow type of
processors, as they are utilized for a single instruction. This makes them smaller
than conventional control-flow processors.

- Higher density in processing elements comparing to the manycore enables
more processing elements to be placed on the same chip die. Besides that, it also
affects the performance of algorithm execution directly, as the time needed to
send the data from one processing element to another is nearly proportional to
the distance between them.

The algorithm execution is performed using the dataflow hardware in the follow-
ing steps:

- Control-flow processor prepares the data to be processed by the dataflow
kernels.

- Control-flow processor initializes the dataflow hardware. In some cases, data is
streamed to the dataflow kernels for processing. In other cases, the data is copied
into the dataflow hardware memory, so that the data can be processed faster by
kernels.

- Dataflow hardware processes the data, streaming the output back to the CPU,
or streaming the results into the dataflow hardware memory that can be later read
by the CPU, or another dataflow hardware kernel.

- Control-flow processor collects results of executing the dataflow hardware and
processes it further.

Dataflow architectures are capable of accelerating many high performance com-
puting algorithms (Milutinovi¢, Furht, Obradovi¢ & Korolija, 2016). Examples
include, but are not limited to, sorting (Kos, Rankovi¢, & Tomazi¢, 2015) and
providing biofeedback in sport (Umek & Kos, 2016).

However, compared to the control-flow applications, developing dataflow appli-
cations usually requires more time due to the constraints imposed by the dataflow
hardware. These constraints lead to considerably higher programmer task-type
efforts (Popovic, Bojic & Korolija, 2015), especially with non-functional require-
ments (Popovi¢, Korolija, Markovi¢, & Boji¢, 2017).

Application-specific integrated circuit (ASIC) is an integrated circuit (IC) chip
capable of executing on a hardware the algorithm that the hardware is designed
for. Algorithms for ASIC can usually be implemented using the dataflow pro-
gramming model. As a result, ASIC is expected to be highly optimized, allow-
ing many instructions to be executed in parallel. Example include Google Cloud
Tensor Processing Units (TPUs) used for machine learning algorithms. This kind
of architecture can exist in a cluster or cloud, where one could expect a range of
algorithms utilizing the dedicated hardware, but it is not that common in desktop

Thematic Conference Proceedings of International Significance
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computers, as it is hard to justify why an ordinary user would have the need for a
specialized hardware for multiple algorithms.

In contrast to ASIC, dataflow architectures based on FPGAs can be reconfigured,
so that they can support implementation of many algorithms using the dataflow
paradigm. One of the biggest challenges in developing algorithms for dataflow ar-
chitectures is the configuring of FPGAs. Researchers have developed a method for
automatically translating algorithms from the control-flow to dataflow paradigm
(Milutinovic et al., 2017; Korolija, Popovi¢, Cvetanovi¢ & Bojovi¢, 2017). Although
the dataflow paradigm exists since 1960s, programmers are usually specialized in
programming control-flow architectures. Most of the computer programs are writ-
ten for computer architectures based on control-flow. The same applies to the devel-
opment of compilers and frameworks. Authors of this manuscript believe that re-
cent advances in dataflow architectures along with the raise of the need for machine
learning algorithms will lead to the increase in usage of dataflow architectures and
the percentage of programming community educated for dataflow programming.

HPC solutions can include a wide range of building blocks, from custom mother-
board designs, to system configurations, rack designs along with cooling systems,
etc. At the beginning of HPC, most HPC solutions were built for general purpose
compute intensive workloads, and were used for various purposes such as digital
manufacturing, banking services, medical research, oil and gas production, etc.
Today’s HPC architectures can include relatively high amount of racks filling a big
room with multiple nodes per rack (e.g. around 100) and thousands of processor
cores per rack. In terms of computing paradigms, HPC architectures may include
dataflow cards attached on some or all nodes, but they almost always include
control-flow type of processors, including multicore processors and, optionally,
manycore processors.

For already decades, the frequencies of processors are not doubling any more.
Instead, the transistor count per chip die is increasing, which allows putting more
and more cores onto a single chip die. Authors of this manuscript believe that,
in the near future, it will be beneficial for the processor to include not only few
cores, but in addition manycore architecture and dataflow architecture. Such a
hybrid processor can have higher communication speed between the control-flow
and the dataflow hardware, since they could share the same cache, or communi-
cate directly using the internal bus. The chip could also include Network on chip
(NoC), ethernet support, and appropriate control logic. Fig. 2 depicts a hybrid
control-flow and dataflow computer architecture on a single chip die.

The idea of combining control-flow and dataflow hardware on the same chip die
is not new (Yazdanpanah, Alvarez-Martinez, Jimenez-Gonzalez & Etsion, 2013).
Researchers have achieved an average speedup factor of 3 to 11 over an NVIDIA
GPGPU, while having better energy efficiency (Voitsechov & Etsion, 2015). There

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"
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is a research that proposes including also Internet of things on the same chip die
(Milutinovi¢ et al., 2021). Efforts on combining control-flow and dataflow archi-
tectures can be roughly divided onto:

- Solutions including control-flow hardware with a software dataflow;

- Control-flow hardware controlling distant dataflow hardware usually accessed
via PCle bus.

One of the key benefits of the proposed architecture is that it allows defining
computer architecture in the run time by defining a set of instructions that the
architecture will be capable of executing, where these instructions could be exe-
cuted much faster than it would be possible on a conventional CPU. For example,
one could configure FPGAs for certain instructions, and automatically generate
the compiler for such an architecture, where instructions supported by the data-
flow hardware would execute on the dataflow hardware, while other instructions
would be executed using one of the CPUs. This feature is not explored in more
detail in this manuscript.

NoC Ethemet PCle COI’IFFO|
logic
S CPU CPU : : :
CPU CPU ‘ \
A 5: DFE
“:!F J= kernels
i CPU CPU /
CPU CPU ‘ ‘
Internal BUS
CACHE
memories

Figure 2. Hybrid control-flow and dataflow computer architecture
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Control logic would need to be much more sophisticated comparing to the exist-
ing to support cache sharing across heterogeneous architectures. Similar problem
was already tackled with the research that, to some extent, splits temporal and
spatial cache data (Sustran, Rakocevic, Milutinovic, 2015), proving that such a
concept is implementable.

FINDINGS

The analysis of the potentials for accelerating algorithms using the proposed hy-
brid computer architecture is divided into four stages. First, the communication
speed between the control-flow and the dataflow hardware is calculated and com-
pared to the speed of PCle bus. Second, the benchmark is defined by analyzing
open source implementations of dataflow algorithms for the same dataflow hard-
ware type. Third, the simulation analysis is performed assuming various ratios of
jobs from the benchmark. Fourth, the comparison between the proposed hybrid
architecture and existing architectures is performed.

The communication speed of the PCle 6.0 is 128GB/s, where the latency is less
than 10ns. If the hybrid architecture has similar cache to the one of processor i9-
9900k, running at 3.6GHZ, the L3 cache speed would be 300GB/s with the latency
around 11ns, and the L1 cache speed would be around 3TB/s with the latency of
0.8ns. The speed of communication with the main memory is 47GB/s with the
latency of 45ns. In the most rigorous approach, one could expect the dataflow
hardware to be connected with the manycore architecture over the L3 cache (not
L1 or L2), resulting in the communication acceleration factor of 2,34375 compar-
ing to the PCle 6.0.

In order to provide a fair comparison, first four dataflow applications from the Ap-
plication gallery available in the open literature (Trifunovic, Milutinovic, Korolija
& Gaydadjiev, 2016), for which there were enough data to estimate the possibility
for acceleration using the proposed hybrid architecture, are chosen.

First application is Huxley muscle model with claimed acceleration factor of
around 33. As the problem size is not given for this application, the worst case is
considered, which includes neglectable amount of edge elements comparing to
the total number of elements to be processed. Therefore, assuming that the edge
elements can be calculated using the manycore architecture, the middle elements
can be calculated using simpler kernels. Current dataflow implementation of the
Huxley muscle model includes four conditional arithmetical statements out of the
total of 14 arithmetical statements that include these four as well. CPU execution
time varies between 5s and 60s. For the four conditional arithmetical statements,
it is estimated that they can be accelerated by the factor of two in the case there is

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"




10 Nenad Korolija, Vladisav Jelisav¢i¢, Zlatogor Mincheyv, Veljko Milutinovi¢

no need to check for boundary conditions. It is also assumed that the complexity
of arithmetical statements doesn’t vary. The total acceleration possibility is rough-
ly calculated as a reduction from 14 to 12, i.e. the acceleration factor is around
1,167. This is the worst case application, as boundary elements are not included
into the calculation, neither the speed of the communication between the con-
trol-flow and the dataflow hardware.

The second application is Poisson solver. It can be measured only for 32x32x32
space as input, because for greater input design cannot fit. The acceleration factor
is claimed to be around 124. From the total input space, there are 32*32*6 - 8*2
edge elements, which is 18.7%. If we run 18.7% of calculations using the manycore
architecture, and (1-0,187)% using the dataflow architecture, we will achieve the
acceleration factor of 1.23, assuming that manycore architecture can process these
18.7% of data in parallel with dataflow hardware processing the rest of the data.

The third application is Simplex. The bottleneck for both implementations is the
bandwidth between the control-flow and the dataflow hardware. The acceleration
factor is claimed to be around 5. According to the acceleration graph based on the
problem size, the steep curve flattens at about 5, resulting in the limited acceler-
ation for problems of sizes greater than 10 to the power of four. If the communi-
cation speed is 2.34 times faster, the resulting acceleration factor would be 11.7,
while the relative acceleration introduced by the proposed hybrid architecture
would be 2.34.

The fourth dataflow application is Network sorting. The acceleration factor is
claimed to be in the ranges between 7 and 12, if the sorting times include com-
munication delays between the control-flow and the dataflow hardware, and be-
tween 100 and 160 when considering only the sorting time inside the FPGA. If
we consider the mathematical average accelerations of 9.5 and 130 for both sce-
narios respectively, the difference of 120.5 corresponds to the communication. If
we multiply the acceleration with the communication included by 2.34, this will
result in 22.2 acceleration factor with the communication included. Compared to
the acceleration factor of 130 in the case that no communication is performed,
one can conclude that even with the proposed hybrid model the communication
speed would still be the bottleneck.

In average, the acceleration factor for all dataflow applications from the benchmark
is around 1.77. By tuning the ratio between dataflow jobs, it can reach close to the
2.34, or drop to 1.17. However, there is a threat to validity due to relatively small
subset of dataflow applications that are used in the evaluation of the proposed hy-
brid architecture, but the simple analysis reveals that there are potentials to acceler-
ate the dataflow application, whose bottleneck is in the communication between the
control-flow and dataflow hardware, by the factor of 2.34 or even more.
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Some of the potentials of combining control-flow and dataflow architectures are
already known (Milutinovi¢, Trifunovi¢, Korolija, Popovi¢ & Boji¢, 2017). Au-
thors have also been working on recovering network connectivity structure, de-
veloping a very fast Scale-Free Networks Estimation Through Cholesky factoriza-
tion (SNETCH) optimization algorithm based on coordinate descent. This highly
parallelizable algorithm is suitable for dataflow architectures. The topological
problem it solves can be matched in detecting crimes (Jelisavcic, Stojkovic, Miluti-
novic & Obradovic, 2018). Dataflow processing can improve video surveillance in
terms of better real-time face recognition (Bhowmik, Garcia, Wallace, Stewart &
Michaelson, 2017), but also in terms of tracking subjects based on video streams
from multiple locations, reducing the total power consumption at the same time.

Another advantage of the proposed hybrid architecture compared to the typical
dataflow architectures that are connected to CPUs is in the fact that the dataflow
hardware can be better utilized, since only those parts of algorithms that are ex-
ecuted repeatedly again could be executed using the dataflow hardware, while
instructions that are not that often executed could be executed using the many-
core. As an example, the Lattice-Boltzmann algorithm predominantly calculates
matrix element values. The processing differs for the elements in four corners of
the matrix from those belonging to edges of the matrix, and the rest of elements
require different processing. Although this processing doesn’t differ much, and
can be achieved using a single dataflow kernel, this kernel has higher complexity
and more electrical power and time is required for processing a single value.

When it comes to using the proposed hybrid architecture in a computer cluster,
one can think of dividing the matrix by X and Y coordinates onto multiple hybrid
processors that would be responsible each for their own domain of data. As a
result, edge and corner elements would have to be exchanged with neighborhood
processors so that the time needed for processing these elements and the com-
munication with neighborhood processors differs by orders of magnitude from
the time needed to process matrix elements that can be processed independently
from other processors.

The additional constraint to using the proposed hybrid architecture in clusters is
scheduling for hybrid control-flow and dataflow architectures. Researchers have
developed relatively fast scheduling algorithms comparing to the usual duration
time of dataflow jobs (Korolija, Bojic, Hurson & Milutinovic, 2022).

One important aspect of the combined control-flow and dataflow hybrid proces-
sor is the expected lifetime and counterfeit detection. The duration is expected
to be around the shortest lasting from the three incorporated architectures, and
the possible counterfeit hybrid processor chips could be identified using existing
statistical methods (Huang, Liu, Korolija, Carulli & Makris, 2015).

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"




12 Nenad Korolija, Vladisav Jelisav¢i¢, Zlatogor Mincheyv, Veljko Milutinovi¢

ORIGINALITY/VALUE

This manuscript presents relevant aspects of control-flow and dataflow paradigms
for running scalable algorithms in parallel, and advocates for a hybrid hardware
available on the same chip die.

The control-flow computing paradigm assumes that the computer architecture is
able to execute any of the instructions defined by the instruction set at any given
moment. This imposes that the hardware must be relatively complex comparing
to the one needed for executing a single instruction. Modern trend is increasing
the number of processing units within a central processor or graphics card, often
referred to as multicore or manycore GPUs, respectively. This increases the paral-
lelism of scalable algorithms, but the number of transistors divided by number of
instructions that can run in parallel is still relatively high.

Dataflow paradigm reduces this number by an order of magnitude or more by
allowing data to flow through the hardware. The downsides of using the dataflow
paradigm are that one needs to configure the dataflow hardware and that the con-
trol-flow type of processor is usually needed for initialization of the data, starting
the dataflow hardware, and collecting results. Communication lag between con-
trol-flow and dataflow hardware reduces the possibility of parallelizing certain
algorithms that have low computation to communication ratio.

Hybrid multicore, manycore, and dataflow computer architecture can fit with-
in a single chip. As a result, the communication speed drops comparing to the
communication between a processor and a distant dataflow hardware. This of-
fers new possibilities in terms of algorithms that can be accelerated using both
paradigms, but also in terms of execution times of algorithms for the dataflow
architectures. Authors believe that this can improve important aspects of modular
technical system modelling and real-time analysis of complex signals obtained
from multiple locations (Minchev and Atanassov 2005; Popivanov et al., 2006).
The idea of combining multiple computing paradigms in order to accelerate high
performance computing algorithms is not new, but the presented work sheds light
on one possible implementation of the chip that includes both multicore, many-
core, and dataflow architecture. Based on real problems that are implemented for
dataflow paradigm using a single framework, and the appropriate scheduling al-
gorithm, the presented approach proved to have potentials to accelerate certain
high performance algorithms by factors higher than two, reducing the energy
consumption at the same time.
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ABBREVIATIONS

CPU - Central processing units

HPC - High performance computing

FPGA - Field-programmable gate array

GPU - Graphics processing unit

ASIC - Application-specific integrated circuit

IC - Integrated circuit

TPU - Tensor Processing Unit

NoC - Network on chip

SNETCH - Scale-Free Networks Estimation Through Cholesky factorization
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INTRODUCTION

Some serious problems arise in the traditional TCP/IP networks, such as the lim-
itations of standardized equipment that runs proprietary software, the difficulty
of deploying and managing, the complexity of congestion control, and the large
number of applications that create network bottlenecks. Today, network systems
are becoming more complex and feature-rich, and network designers often need
to modify network software to achieve their requirements (Dudeja, R. K. et al,,
2022). The Software-Defined Networking (SDN) paradigm breaks vertical inte-
gration by radically separating the packet forwarding and the control plane, pro-
viding applications with a centralized and abstract view of network distribution.
SDN attempts to move as much network functionality as possible into user-defin-
able software, making more of the network system components programmable.
Network virtualization is one of the key features facilitated by the SDN, and it al-
lows multiple virtual networks and the SDN controllers to share the same physical
network infrastructure (Villota et al., 2018).
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However, with the popularity of SDN, their security has become one of the key
research subjects. The recent changes in the cyber threat scope indicate the in-
creased activities of cybercriminal communities mostly focusing on malware,
Web-based attacks, DDoS attacks, and various social engineering attacks. Today
malware, ransomware, DDoS attacks, and phishing are the most important se-
curity threats particularly dangerous in SDN due to their strong destructiveness,
simple implementation, and lack of simple and feasible countermeasures (Dong S.
etal,, 2019). Considering the SDN network programmability and automation, the
question of how to develop more efficient defense solutions against DDoS in SDN
has attracted intense research in recent years. There is a fact that there are different
types of DDoS attacks on SDN and therefore any effort to secure those networks
requires a comprehensive understanding of SDN architecture and recent techno-
logical advances used to address security issues.

From the perspective of the SDN which is a flow-based network model, we can
classify DDoS attacks into two major types: attacks based on the volume of pack-
ets, and attacks based on the number of flows. Novel DDoS detection techniques
are mostly flow-based, and with an aid of specific approaches can provide faster
and more accurate results. Entropy-based network traffic anomaly detection tech-
niques are attractive due to their simplicity and applicability in a real-time network
environment. The main issue of the entropy approach is the fine-grained traffic
analysis, accuracy of traffic variation detection, and the choice of the features that
would provide accurate detection (Ibrahim J. et al., 2022). Machine learning (ML)
algorithms can automatically build classification models based on training data,
and classity traffic based on the features of flows. The authors’ contribution in
this paper involves presenting the problem and making an overview of protec-
tion against DDoS detection in SDN networks that encompasses techniques for
entropy-based data processing and ML attack detection. We have extended the
entropy-based attack detection approach with the anomaly classification method
to ensure that the attack traffic can be identified quickly and effectively. A certain
number of research papers show that the combination of the entropy approach-
es in the SDN traffic data processing and ML classification algorithms for attack
detection are in line with the needs of the enterprise environments, which are
specifically attractive for DDoS attacks.

The other part of this paper is organized as follows. Section 2 gives an overview of
DDoS attack mechanisms and taxonomy. SDN layered architecture, virtualization,
and DDoS security solutions for each of the three planes in SDN and they are dis-
cussed in Section 3. Section 4 addresses a brief introduction to the used entropy-based
traffic analysis and DDoS attack detection and a discussion on the ML attack detection
systems. In Section 5 we highlight some experimental works related to entropy and
ML-based DDoS detection mechanisms. The conclusion of the paper is in Section 6.
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DDoS ATTACKS OVERVIEW

DDoS attack aims at disrupting the availability of resources in the network. This
task is achieved by a group of devices that are knowingly or unknowingly involved
in the attack. Malicious user floods the network resources with a large amount of
useless traffic to exhaust them as a result, malicious traffic gets served but legiti-
mate packets starve for services because of packet overflow or congestion.

The operation of DDoS attacks follows several consecutive phases. The intruder
initially starts to compromise multiple agent machines that are widely distributed
geographically by scanning the vulnerabilities in these devices. Once an intrud-
er successfully identifies certain system vulnerabilities, he can compromise these
machines using a malicious program. By replicating the malicious file in multiple
agents, the intruder can control many devices that can reach several thousands
or millions (commonly referred to as bots) to initiate DDoS attacks without the
awareness of the rightful owner of the device. The discovery of vulnerabilities
and exploitation process of the agents are usually performed automatically, for
instance, by sending e-mail messages with the attack code attachment. The groups
of bots, known as a botnet can get orders remotely from an intruder, i.e. botmas-
ter. The botmaster can perform large-scale DDoS attacks to flood a legitimate ser-
vice or network by sending a control command to the botnet agents to generate
useless traffic without getting noticed. Consequently, the victim resources become
overwhelmed with a crushing volume of traffic in a short duration, which signifi-
cantly slows down the system service or the ability of the network to respond to
legitimate users (Gupta B. et al., 2009).

DDoS attacks could be broadly classified as volume-based attacks, protocol-based
attacks, and application-based attacks (Zargar S. et al., 2013; Bonguet, A. et al.,
2017). A taxonomy of some common types of DDoS attacks is presented in Fig. 1.

Application-
based Attacks

Flooding
Attacks

Smurf Attack DNS Flood

Figure 1. Taxonomy of DDoS attacks (adopted from [4])

In a volume-based (volumetric) DDoS attack, the target is flooded with heavy
traffic, aiming at exhausting its bandwidth. It results in congesting the bandwidth
of attacked target. These attacks include flooding and amplification attacks (Ding
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D. et al., 2021). There are three common types of volumetric flood attacks: User
Datagram Protocol (UDP) flooding, Domain Name System (DNS) flooding, and
Internet Control Message Protocol (ICMP) flooding. Amplification attacks exploit
a disparity in bandwidth consumption between an attacker and the targeted net-
work resource. Protocol-based DDoS attacks exhaust the resources of devices by
exploiting the network protocols. These attacks do not rely on the volume of traffic
but on the combination of traffic that could affect the application. TCP-SYN flood
and Ping of Death are examples of such attacks. Application-based DDoS attacks
aim at crashing the application or underlying device itself by exploiting application
layer protocols. Such attacks include Hypertext Transfer Protocol (HTTP) flooding
and Simple Mail Transfer Protocol (SMTP) flooding (Zhou L. et al., 2022).

TCP-SYN flood attack exploits the 3-way handshake protocol of TCP. The target-
ed host receives SYN messages from the attacker, opens a TCP connection with
it and waits for acknowledgement (ACK) message, but it never gets the response
as the attacker never replies or the request is sent from spoofed IP addresses. The
host keeps on waiting for replies, resulting in DDoS to legitimate requests. HTTP
flood attack does not require spoofed addresses or a high amount of data to be
sent to attack a server. Simple HTTP requests GET and POST are sent requiring
a huge amount of data in response consuming a large amount of bandwidth and
taking down the server. These attacks are the most common DDoS attacks, as
they are difficult to detect. In UDP flood attack, the attacker sends a large number
of packets to random ports on the target and the targeted host constantly checks
for applications on that port. As no listening application on that port is found, it
replies with ICMP destination unreachable packet. This process consumes more
resources, ultimately making the host unreachable. In Ping of Death, the attacker
sends malicious packets to the target. In general, the maximum allowed packet
size with a header is 65.535 bytes, and the Ethernet frame size is 1500 bytes. At-
tacker sends an ICMP echo-request (ping) with more than 65.535 bytes that may
cause memory buffer overflow at the target host while reassembling the packet,
resulting in DDoS to legitimate packets.

SOFTWARE-DEFINED NETWORKING ARCHITECTURE
AND DDoS SECURITY MECHANISMS

The architecture of a SDN network can be divided into three planes: data plane,
control plane, and application plane (Cabarkapa D. et al., 2022) considering a
three-layer SDN architecture model, as we can see in Fig. 2. The control plane
contains one or more logically centralized SDN controllers where the logic is cen-
tralized, as well as the global view of the network. Such a control plane manages
the network, including applications in the application plane and the OpenFlow
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switches in the data plane. Control functionality is removed from network devic-
es, which will become simple packet forwarding network nodes. The application
plane contains SDN applications that are intended to perform various function-
alities: enforcing security mechanisms, performing network traffic management
and virtualization, or running services on the SDN. SDN application plane con-
sists of one Application Logic module and one or more NorthBound Interface
(NBI) Drivers. The SDN is programmable through applications that interact with
the underlying data plane devices. Higher-level logic can be implemented direct-
ly through these applications on top of controllers, which communicate through
NBI Agents APIs (REST, JSON, etc.) (Zhou W. et al., 2014). The SDN Datapath
comprises a SouthBound Interface (SBI) Agent and a set of one or more traffic
forwarding engines and processing functions. The data plane is the combination
of forwarding devices managed by the control plane through its SBI that imple-
ments the OpenFlow protocol.

OpenFlow is the most widely accepted and deployed SBI standard for SDN and
represents a protocol that is used for the communication between the controller
and forwarding devices. An OpenFlow protocol can handle high-level routing,
packet forwarding, and secure connection between the control plane and data
plane. The main component of a SDN network is the OpenFlow switch. The
OpenFlow switch specification determines the components and basic functions
of the SDN-enabled switch. OpenFlow switch consists of one or more flow tables.
Flow tables determine data processing and forwarding with the help of flow en-
tries. Each flow entry determines how data will be processed and forwarded in a
network (Open Networking Foundation, 2015).
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Figure 2. Overview of a typical layered SDN architecture (adopted from [6])
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A fundamental characteristic of SDN is the logically centralized, but physical-
ly distributed controller component. The controller maintains a global network
view of the underlying forwarding infrastructure and programs the forwarding
entries based on the policies defined by network services running on top of it. The
controller tracks the topology by learning the existence of OpenFlow switches
and other SDN devices and by tracking the connectivity between them. All the
controller functions are implemented via changeable modules, and the feature
set of the controller may be adjusted to specific requirements of SDN networks.
Currently, there is a variety of open-source SDN controllers available for the com-
munity: POX, RYU, FloodLight, ONOS, ODL, OpenDayLight, etc. (Berde P. et
al., 2014; POX Github). To evaluate the controller performance in a detailed way,
the paper (Cabarkapa D. et al.,, 2021) presented different performance aspects
of the RYU and POX controller, such as throughput and latency, under simple
tree-based and complex fat-tree-based network topologies. Work (Shalimov A.
et al., 2013) presented a framework named HCprobe to compare seven different
SDN controllers. To compare the effectiveness of these controllers, the authors
performed additional measurements like scalability, reliability, and security along
with latency and throughput.

The network virtualization (NV) process lies at the basis of SDN architecture.
The SDN and the overlay concept were devised to adapt the network to global
virtualization, as well as the necessary advanced technologies in software-defined
data centers (Cisar P. et al., 2018). NV is one of the key features enabled by the
SDN, and it allows multiple virtual networks and the SDN controllers to share the
same physical network infrastructure. With the addition of NV techniques SDNs
have gained a new dimension. This has allowed network slicing and multi-tenant
hosting on existing physical network resources. FlowVisor (Sherwood, R. et al.,
2009) is the most popular SDN-based implementation to utilize virtual networks
by leveraging OpenFlow functionality to abstract the underlying hardware.

Security becomes more critical in the underlying SDN infrastructure and the rapid
increase in the number of devices connected to the SDN networks not only increas-
ing the data traffic but also raising concerns on security aspects of communications.
SDN provides increased security features as the network control plane is detached
from the forwarding plane and is programmed directly by the controller. Flow rules
in the OpenFlow switches can be effectively modified for mitigation purposes. Due
to SDN’s programmable nature, whenever a malicious activity is detected in the
network, required programs can be implemented for dealing with the malicious ac-
tivities. However, this innovation also introduces various security challenges. Gen-
erally, DDoS attacks have become major threats to SDN networks. In such attacks,
by exhausting resources, SDN application services are disabled, and the network
performance is downgraded. Potential attacks can be executed in all three planes of
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SDN architecture, and the DDoS attacks are divided into three categories: applica-
tion-layer, control-layer, and data-layer attacks (Jimenez M. et al., 2021).

SDN 6. Exhaust resources
Controller 7. Controller is down

Normal user 1. New flows

5. Communication
overhead

2. New flows 3. Overflow buffer
4. Overflow Flow
Tables

Attacker OpenFlow Switch

Figure 3. Schematic view of DDoS attack in SDN (adopted from [16])

DDoS attacks on the SDN controller are launched by sending a massive amount of
network traffic with spoofed source IP addresses from different sources, as shown
in Fig. 3 (1 and 2). These spoofed IP addresses do not match any existing flow rules
in the flow table of the switch, resulting in a table miss case. Such a case results in
generating massive packet-in messages sent to the SDN controller from the victim
switch, which consumes communication bandwidth, memory, and CPU in both
the control and the data plane of SDN. Since the victim switch buffers packet-in
messages before sending them to the controller, if several new flows are received
within a very short time, the buffer fills up (3). This results in higher consump-
tion of the control plane bandwidth and delays the installation of new flow rules
received from the controller. The forwarding table fills up, and therefore, upon
receiving a new flow rule from the controller, it is unable to install it and hence
dropping the packet (4). The switch would not be able to forward packets until
there is free memory in its forwarding table, resulting in delays and dropping of
incoming packets. On the controller side, a high arrival rate of packet-in messages
exceeding the controller processing capability results in overwhelming the con-
troller and making it unreachable to legitimate traffic (5, 6, and 7). This could fail
the entire SDN network. Table 1 presents a few DDoS attacks possible on various
SDN layers. Some of the DDoS attacks that are specific for the SDN networks are:
buffer saturation attacks, flow table overflow, and resource exhausting (NBI inter-
face, OpenFlow bandwidth, or TCAM memory of switches).
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Table 1. An overview of DDoS attacks on SDN planes

SDN Plane Possible attacks
Application NBI API exhaustion, Application layer DDoS (HTTP
plane flooding, SMTP flooding)

Resource depletion, OpenFlow bandwidth exhaustion,
Amplification attacks

TCAM exhaustion, Switch DDoS, Traditional DDoS
(TCP-SYN flood, TCP flood, ICMP flood ...)

Control plane

Data plane

ENTROPY AND MACHINE LEARNING-BASED
DDoS ATTACKS DETECTION IN SDNS

Entropy is a degree of the uncertainty and randomness of a certain stochastic pro-
cess. In network traffic analysis entropy can measure the randomness of packets
entering the network. Entropy-based techniques rely on the traffic feature distribu-
tion and are categorized as (1) TCP header-based (including IP addresses, ports,
or flags) (2) volume-based (including IP or port-specific percentage of flows, pack-
ets, and bytes), and (3) behavior-based (dealing with the degree of inbound and
outbound communications). In anomaly detection techniques entropy is used to
present the level of randomness in a data distribution. The changes in a data struc-
ture in a distribution obtained from the acquisition process will change the entropy
value. If the entropy change is significant, it is considered to be unusual behavior in
network communication or an anomaly, which often indicates security threats. The
main issue of the entropy approach is the accuracy of traffic variation detection and
the choice of the features that would provide accurate detection.

For proper functioning of the entropy calculation, the flow-based anomaly detec-
tion relies on the Shannon information entropy H,, given in equation (2):

H;E{X} = _E?r:j_}'-?i log(p;) (2)

The variable X represents the destination IP address of the i-th packet, and the
empirical probability p, of X_ is calculated by using equation (1). The total number
of packets in the window is denoted as Nand i = I, 2, ... N. A window is an interval
for which entropy is to be calculated and consists of a certain number of incoming
packets (window size) and a fixed time interval.
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The entropy threshold value is determined based on the entropy fluctuation in
normal traffic scenarios. When multiple incoming data packets are received on
the same switch/host port in a window and the number of data packets exceeds
the size of the window, DDoS attacks are detected. If the entropy value is higher
than or equal to the threshold, the next calculation will be carried out normally
and entropy calculation for new incoming packets is performed. If the entropy
value falls below the threshold, the incoming packet is recorded. During an attack,
if the computation entropy of a specified window continuously drops below the
threshold, the target port on the specified switch is blocked. The main issue of the
entropy approach is the accuracy of traffic variation detection and the choice of
the features that would provide accurate detection. To better characterize entropy
deviation, some research papers have also used normalized entropy values (Tsallis
and Rényi) relative to the margin of tolerance, allowing entropy analysis more
directly (Basicevic I. et al., 2021). Several traffic features (e.g., flow size, source/
destination ports, IP addresses, etc.) have been suggested as candidates for entro-
py-based anomaly detection. However, there may be difficulties in understanding
the analysis capabilities provided by a set of entropy metrics used in conjunction
with one another. The information entropy determination can quickly process a
large amount of traffic data with little cost of calculation, but its accuracy relies on
the selection of the threshold and it has certain drawbacks.

Recently, the implementation of ML techniques in network design, security, and
management has provided the possibility of generating new network applications.
ML tries to construct models that can learn to make decisions directly from data
without following predefined rules. Data from past experiences is provided as input
to the ML algorithm, which extracts patterns and builds a model to represent the
data. This model describes the existing patterns in the data, so when it is given new
unknown data, it should be able to make well-informed decisions. ML-based In-
trusion Detection System (IDS) learns to classify events into the appropriate classes
(normal or attack activity) based on experience given by the training set of rules.
Each record, i.e. instance in the training set is represented by a given set of features
and a class label indicating the attack type that the instance represents. Training sets
for network attack detection contain records about network connections formed
from the raw traffic data gathered from the network. Once trained and validated,
the detection system is capable to detect both the attacks described in the database
and their modifications, the attacks previously unknown to the system.

Detection of DDoS attacks at a proper time is crucial to protect normal activi-
ties on the SDN network. The important fact for any DDoS detection solution
is distinguishing between legitimate traffic and DDoS attack traffic. It gets more
challenging when the network is congested with legitimate traffic, and there is a
need to segregate attack traffic safely without affecting the regular traffic. In such
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cases, using statistical thresholds or a policy-based approach to detect threats
may be inaccurate. This promotes the development of ML-based algorithms to
categorize network data as either benign or malicious. Self-learning features of
ML algorithms improve the efficiency of the detection strategy. ML-based DDoS
detection usually involves the following three major steps, as shown in Fig. 4:
(a) data preprocessing phase (b) training phase, and (c) testing phase. For all the
proposed solutions in the available literature, the dataset is first preprocessed to
transform it into the format suitable to be used by the ML algorithm. This stage
typically involves encoding and normalization. Sometimes, the dataset requires
cleaning in terms of removing entries with missing data and duplicate entries,
which is also performed during this phase. The preprocessed data is then divided
randomly into two portions, the training dataset, and the testing dataset. Typical-
ly, the training dataset comprises almost 80% of the original dataset size, and the
remaining 20% forms the testing dataset. The ML algorithm is then trained using
the training dataset in the training phase. The time taken by the algorithm in
learning depends upon the size of the dataset and the complexity of the proposed
model. The training time for the ML models requires more training time due to
their deep and complex structure. Once the model is trained, it is tested using
the testing dataset and evaluated based on the predictions it made. After that, the
network traffic instance will be predicted to belong to either benign (normal) or
attack class.

control plane ‘
-~

Feature DDoS attack
extraction detection

=
nation execution
data plane \M :

Figure 4. Generalized SDN ML-based DDoS detection system

ML DDoS Detection Module

Data
Preproceessinng.
Normalization)

Existing DDoS detection ML algorithms generally fall into three categories: su-
pervised learning, unsupervised learning, and semi-supervised learning (Sudar
K. etal., 2020). Supervised learning is a method in which training data are labeled.
To construct the classifier, the computer “learns” from the labeled patterns and
uses them to predict labels for new data. In unsupervised learning, the training
data have not been labeled, and the computer “learns” by analyzing data features
to create the classifier. In a semi-supervised approach, the input training dataset
typically consists of both labeled and unlabeled data, usually a small amount of
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labeled data and a large amount of unlabeled data. Each algorithm has its benefits
and drawbacks, as well as its application domain. Among these algorithms, the
accuracy of DDoS attack detection ranges from 95% to 99.9%. That means that
no algorithm can guarantee 100% detection in all the available architectures and
diverse situations. Therefore, if only one algorithm is used for all situations, the
results may not be as reliable as the predictions based on the dataset that was used
to train the model. Hence, the best performing algorithms have been identified
and combined to get better results under varied circumstances. The set of optimal
features which were selected by different feature selection methods is used as an
input for different machine learning classifiers. Among the many available ML
classifiers, Decision Tree, Naive Bayes, Support Vector Machine (SVM), K-Near-
est Neighbor (K-NN), Random Forest (RF), and Decision Tree (DT) are the most
prominently used in DDoS detection systems (Ismail. et al., 2020).

There are two main ML-based approaches currently used to detect attacks on
the SDN: simulation-based and public dataset-based approaches. In the first ap-
proach, researchers established SDN topology with legitimate hosts to generate
normal traffics, and other hosts act as nodes to create DDoS attack traffics. They
use public tools, such as Scapy, to simulate DDoS attacks. The network features,
such as source/destination IP or port, entropy, flow packets, etc. are extracted
from the collected traffic for normal and malicious data separately. All of these
samples are random shufling in a .csv file to create the row data which are used in
the training model. The ML model can be used further to classify the normal and
intruded DDoS packets inside the SDN network. This approach is fast and simple
to analyze but with many restrictions. Firstly, the created dataset has a very small
size and therefore, it is not enough to give accurate results, and these attacks are
not realistic to represent the diversity of anomalies that are present in the current
SDNs. Secondly, the number of extracted features is insignificant, and the small
number of features is not enough to cover the behavior of all attacks (Ahuja N. et
al., 2021). The selection of the proper public dataset has a significant impact on
the evaluation of SDN IDS. Most of the publicly available datasets are not realistic,
and they lack variety in the type of attack to cover all security trends found in the
networks today. The most available datasets fail to give acceptable accuracy when
deployed with intrusion systems. There are several datasets such as KDDCUP’99,
CICIDS2017, ISCX2012, Kyoto, UMASS, ADFA, and DEFCON have been used
for DDoS attack systems (Sahoo K. et al., 2020).
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Table 2. ML attack detection model performance metrics overview

Accuracy Precision (PR) Recall (TPR) Specificity (TNR)
TP +TN TP TP TN
TP+ TN + FF + FN TP + FFP TP+ FN TN + FP
It is the ratio of It is the ratio of It represents the It represents the ra-
correctly classified | correctly predicted |ratio of all instances |tio of the number of
instances to the total | attacks to all the correctly classified | correctly classified
number of instances | instances predicted |as attacks to all the |normal instances to
as attacks instances that are all normal instances
attacks
True Positive (TP) - The number of correctly predicted attack instances
True Negative (TN) - The number of correctly predicted normal instances
False Positive (FP) - The number of incorrectly predicted attack instances
False Negative (FN) - The number of incorrectly predicted normal instances

The performance of the ML detection model is evaluated using the performance
metrics like the accuracy, precision, recall, and specificity metrics and are com-
puted as shown in Table 2. Recall (sensitivity, detection rate) is defined as true
positive rate (TPR), i.e. the ratio of true positives and the sum of true positives and
false negatives. The attack detection system with high recall has a low incidence of
false negative alarms FNR (false negative rate), which means that a small number
of attacks is incorrectly identified as normal network activities. The detection sys-
tem with high TPR is used in critical areas of computer networks where the attack
may not pass undetected. TNR (specificity) represents the ratio of true negatives
and the sum of true negatives and false positives, and a detection system with
high TNR has a low incidence of false positive alarms (FPR), which means that a
small number of legitimate network activities are incorrectly identified as attacks.
Although a compromise between TPR and TNR is usually made in practice, there
are situations when it is necessary to use a system that will generate a small num-
ber of both false negatives and false positives. In these situations, a system with
high detection accuracy is required.

To accurately distinguish entropy change caused by an anomaly, from the regular
variation that is the result of stochastic traffic behavior, some approaches com-
bine entropy and Artificial Intelligence (AI) techniques. Al is the development
of intelligent machines representing a system that observes its environment and
takes over activities that increase its chances of success using computer models.
The advantages of applying Al are the ability to establish models that categorize
the schemes used in detection, flexibility, and adaptability concerning precisely
defining thresholds and rules, as well as the ability to learn. A group of authors in
the paper (Vukovic I. et al., 2020) discusses the phases, components, categories,
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and types of DDoS attacks and emphasizes detection solutions based on classifi-
cation with information entropy and AI techniques. Al is used as an enhanced
classification method, and the results in the paper (Kuk K. et al., 2017) highlight
that the Monte Carlo approach presented via the BFTree classifier provides the
best classification accuracy compared with other predictive models based on data
mining classifiers. Furthermore, the authors in the paper (Cisar P, et al., 2022)
represent an overview of the recently proposed artificial immune networks (AIN).
The structures and learning algorithms of a few typical AINs are discussed.

HIGHLIGHTS OF EXPERIMENTAL WORKS

In this section, we highlight some experimental works related to the previously
discussed entropy and ML-based DDoS detection mechanisms. Some works use
statistical analysis, reporting on the complexity and operating costs of handling
attacks. Other works have specific contexts to run the experiment, with particular
configurations and constraints, and have designed the testing environment based
on the specific parameters that correspond to their implemented approach. All
experimental works are focused on the ML classification algorithms and consider
the analysis of the entropy-based preprocessed network traffic data.

Source IP .
s [ Training
Py 1 data
Network Dest P |—
frafic entropy  |——
Source port
entropy SVM
¥ 5 _ lassification —afPrediction?
Dest. port model
% § entropy
: ) Packet size
Network Topology entropy
Packet type ‘ | $ Testing Normal
entropy data [ ATTACK Lraffic

Figure 5. An example of a hybrid Entropy-SVM attack detection system [10]

Starting with the experimental work (Dong Li et al., 2018), the authors proposed
a model to detect DDoS attacks in SDN that is a combination of both entropy of
network features and a Support Vector Machine (SVM) supervised classification
algorithm. The model extracts several key features from the packet-in messages
and measures the distribution of each feature by using entropy, then uses a trained
SVM algorithm to detect the DDoS attack. SVM attempts to solve an optimization
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problem that consists of finding decisions boundary in the feature space that sep-
arates data from different classes. In this solution, the entropy of network features
is calculated first. The five packet features (srcIP, srcPort, destIP, destPort, packIn)
are all random variables, so we firstly extracted and then calculated their entropy
in a one-time window according to equation (2). During the time of the attack,
entropy values are derived from its normal behavior, and used for detecting the
anomaly in the traffic.

The SVM algorithm is composed of two steps, the first one is the features ex-
traction, and the second step is the classification. Step 1 (initialization) represents
that the features are extracted from all the training packets set and the entropy will
be used to measure the distribution of each feature. Then, the calculated feature
entropy will be used to train nonlinear one-class SVM. Step 2 (DDoS attack detec-
tion) represents that for each new test packet, authors extract features and calculate
the entropy which will be given to the trained SVM model to decide if it is normal
or abnormal. If the result is abnormal, it means that a DDoS§ attack happens.

To evaluate the performance of the proposed solution, the authors used Mininet
emulation software to build the SDN network topology. The controllers are
Floodlight and the Virtual-Machine server that has 64GB RAM and 32 core CPU.
The experimental network adopts a three-layer structure: core, convergence, and
access layer. Two controllers belong to the core layer, four switches belong to the
convergence layer, and another four belong to the access layer. There are 50 hosts
in the experimental topology. For simulating a real network environment, normal
traffic should be triggered as background traffic, and it is produced by the traffic
generator D-ITG periodically and the traffic ratio is TCP:UDP:ICMP = 85:10:5.
The packet sending speed is about 1000 packets/s.

In the training step, the normal traffic is generated by the hosts in the network. The
software Hping3 is used to simulate DDoS attacks with the spoofed source and des-
tination IP address with an attack duration of 30 seconds. Once the time window
is determined, the entropy is calculated to be a 6-dimensional vector. These vectors
are the sample of the SVM model. The sample is divided into two groups, one trig-
gered by normal, and the other triggered by DDoS attack traffic. DARPA1999 pub-
lic data set is also used to train the SVM model. In the training step, the parameters
of SVM are set to be fixed and used to analyze the real testing data.

Once the model is trained, the next step is to identify the type of attack and at-
tacked hosts in the testing phase. An ML model is accurate if it correctly pre-
dicts the attack type during the attack. Further, the performance of the detection
model is measured using the following metrics: PR (Precision), TPR (Recall), and
F-score (detection time). Besides, the authors have used other ML algorithms,
such as Decision Tree, Naive Bayes, KNN, and Random Forrest, to analyze the
traffic and detect DDoS attacks. The proposed detection solution outperforms all
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other ML algorithms with higher accuracy and shorter detection time. Experi-
mental results show that this solution gives 97.25% correctly classified instances
and 2.75% misclassified instances, and the expected effect was achieved. The low
false alarm rate is a good result and, on the other hand, it may be the proposed
simulation of normal data flow if it is not comprehensive enough, which is what
needs to be done in the future.

In the research paper (Yu S., et al., 2021) the authors proposed a cooperative
DDoS attack detection framework based on entropy and an ensemble learning
approach in SDN network environment, as shown in Fig. 6. The authors tried to
solve how to reduce the burden of the controller and the SBI interface, as well as
how to improve the attack detection speed while ensuring DDoS§ attack detection
accuracy. Considering the programmable ability of the OpenFlow switch, data
statistics and analysis are arranged on the edge switch, which can implement a
part of the attack detection function to reduce the burden on the controller and
improve the response speed of attack detection.

ML Anomaly Detecction Module Control Plane

Feature Detection
Extraction Random Forest
4 Y

Flow Flow Table
Collection Update
Controller

¢ g
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N

— Enntmpy (¢ Edge Switch)
Predetection
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Figure 6. An example of a cooperative Entropy-RF detection system [26]

During the experiment, Scapy software was used to inject normal traffic into the
network as the background traffic, and then a TCP-SYN and ICMP flood attack
were launched from the first switch (source of attack) to the last host (target of at-
tack). The corresponding fast anomaly detection algorithm based on information
entropy of the destination IP in the edge switch has been based on information
entropy H (X) (normal state) and H (X) (attack state) values. Under normal cir-
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cumstances, the information entropy value will fluctuate up and down in a small
range. When a DDoS attack occurs, H (X) and H (X) satisfies the H (X) - H (X) >
0 expression, the value of § is determined according to the statistical information
entropy under normal network state.

Considering the multiple feature tuple and requirement of less overhead in the
detection process, the authors proposed the random forest algorithm (RF) to fur-
ther detect the suspicious flow. Based on the consideration of ensuring detection
accuracy while minimizing system overhead, the authors selected five most typ-
ical features to construct a 5-feature tuple (average number of packets, average
number of packet bits, growth rate of port, growth rate of flow, and growth rate of
source IP) for subsequent machine learning training and testing. Compared with
other ML algorithms, RF random algorithm is a very convenient and practical
algorithm which is more suitable for multivariate classification with less resource
consumption and fast training speed. In the RF modeling process, the bagging
sampling method was exploited to randomly select multiple training subsets from
the original training set, while the CART algorithm was leveraged to generate
K-decision trees to form the RF according to the principle of minimum impurity.
The final anomaly decision was determined by voting the results of K-trees in the
test set. Therefore, the test accuracy of the trained classification model on the test
set is 0.997, indicating that this classification model has a very high accuracy for
the detection of DDoS attack traffic.

CONCLUSION

Although SDN has many advantages, it also faces the threat of DDoS attacks,
the most common security threat in contemporary networks. In response to this
problem, we analyze the detection mechanisms of DDoS attacks over SDN, which
combines information entropy and ML classification algorithms. The main issue
of the entropy-based approach is the fine-grained traffic analysis, and accuracy of
traffic variation detection. We have extended the entropy-based attack detection
approach with the ML anomaly classification method to ensure that the attack
traffic can be identified quickly and effectively. Different ML classification mod-
els are applied to the created dataset for classifying the traffic while performance
evaluation is done with the help of performance indicators. For the effective val-
idation of the ML classifiers, Random Forest and SVM are used with different
topology scenarios. The efficiency of the anomaly classification method is vali-
dated through the presented experimental results. Our contribution addresses a
practical implementation of the proposed method, using defined comprehensive
architecture for flow-based anomaly detection that is based on the combined ap-
plication of the entropy-based and ML techniques.
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Finally, we believe that our work contributes to a better understanding of the
DDoS attacks detection in SDN networks, despite the limited number of papers
in this research field. Our further work will be oriented to the full implementation
of the proposed architecture in a multi-controller and more complex SDN net-
works, focusing on better predicting the degree of certainty of detected network
traffic anomalies.
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PURPOSE

In the twenty-first century, the popularity of sports is growing day by day attract-
ing an increasing number of people curiously watching their favorite players in
all disciplines on all continents. With the increased share of sports on the global
economic market, there is a growing interest in improving the game both in skills
and in introducing new technologies. It is the new technologies that bring a novel
long-awaited wave of attractiveness and opportunities for marketing and business.

The main feature of the existing systems is the extremely high financial cost of use,
as well as the veil of secrecy with which the used technology is covered. There-
fore, most sport events could not be covered by these systems for many years. The
chance of potential new systems increases with possible multipurpose use. In the
world of modern sports, where the stakes increase with each passing minute and
where one wrong referee decision for the ball means a change in “sports luck’, we
rely on the modern technology ensuring that judges’ decisions are impartial.

The component of human error in making important decisions is often decisive.
There is a great need to implement technology that would reduce the chances of
human errors in such important decisions. Furthermore, technological systems
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provide the analysis and improvement of the game. Systems based on such tech-
nology are used to collect a variety of data and use it for a number of purposes
not restricted just to the sport area. Today, the most common applications of such
systems are in tennis (Official Hawk-Eye Challenge System), football (VAR) and
cricket, then for police and military purposes (Borovi¢ et al., 2018), as well as in
the production, industrial branches of society such as the automotive industry.
Apart from that, sport bet facilities certainly have impact on decisions of such
electronic computer systems.

The aim of the authors of this paper was to discover potential malpractice in the
use of these electronic systems and mark the points of potential malpractice, and
also propose a new malpractice-prevention model on lowering the damage done
by tampering the results.

EXISTING SYSTEMS OVERVIEW

The system that has attracted most attention so far and gained most popularity is
the famous Hawk-Eye system, represented in almost every country in the world.
At the same time, it is the adopted name of the first technology used to detect the
position of objects in space, primarily in sports. It is a complex computer system
that is officially used in making referee decisions in sports, such as: tennis, foot-
ball, cricket, Gaelic football, bocce and basketball. This system graphically sim-
ulates the visual tracking of the path of a moving ball and shows the calculated
record of the statistically most probable path in the form of a moving image, i.e.
computer 3D animation.

The Hawk-Eye system was developed in Great Britain by Dr. Paul Hawkins at the
beginning of the 21st century, in 2001. At the beginning of 1999, he began re-
search at the British company Roke Manor Research Ltd, founded in 1956, which
already had more than 30 years of professional experience in the fields of image
processing. The project was led by Dr. Paul Hawkins and funded by the Television
Corporation, (Roke Manor Research Limited, 2019). The current owner of the
Hawk-Eye system is Hawk-Eye Innovations Ltd. from the UK which has been part
of the Japanese corporation Sony since March 2011. (BBC News, 2011)

The theoretical basis of the Hawk-Eye system is the principle of triangulation us-
ing visual images and weather data collected from a large number of high-speed
video cameras that are placed at different predetermined places and angles around
the observed terrain. Therefore, if we talk about tennis, there are ten cameras in-
stalled. The system quickly processes signals from video cameras. A predefined
model of the control area with precise dimensions is given in the system before

Thematic Conference Proceedings of International Significance




Management in the Prevention of Malpractice in Electronic Refereeing Systems in Sports 39

the start of signal collection, and includes important data on the basic rules of the
observed game. Precisely, on each individual image from the video camera, the
system identifies a group of pixels that correspond to the image and appearance
of the ball. Then, using modern computer equipment, primarily high-speed per-
sonal computers, the 3D position of the ball on each individual image is calculated
while simultaneously comparing images in two physically separated video cam-
eras at the same time. Thus, it is possible to make an accurate record of the exact
path of the ball in space in a large series of images and mathematical calculations.
It is also important to note that the system can predict the future trajectory of the
ball using mathematical approximations and statistical calculations. In the end,
based on the data recorded in the databases of the predefined game area and the
video camera system, the exact place where the ball touches the observed terrain
is calculated at the height of 0. This is also the final expert goal of all calculations.
By simulating, system generates the 3D animation - Automated Referee Decision,
as seen in Figure 1.

Figure 1. Hawk-Eye computer system, operator and 2 of 10 computers

ORIGINAL OBJECT TRACKING SYSTEM

During 2010, a completely new advanced tracking system for moving objects in
sports was designed by the authors of this research paper. (Borovi¢, 2019)

The advanced tracking system has the following functional parts, independent
subsystems, each of which has certain roles:

=
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« Signal collection subsystem (video-cameras, computers and computer network)

o Subsystem for advanced detection of objects and positions in three-
dimensional space

o System for 3D simulation, animation and graphical display of calculation
results

In the following years, 2015 and 2019, a number of professional experiments,
thorough tests and comparative analysis have been done through these sequential
phases:

« Simulation of the whole system

» Home system testing

o Testing the system in real conditions

« Preparation of documentation for official testing to gain the tennis federation
certificate

The basis of the system are video cameras with appropriate technical characteris-
tics placed in precisely defined and predefined places together with software ap-
plications for object detection and tracking of the ball. Up to six video cameras
placed around the surveillance area were used at the locations where the exper-
iments and tests were performed. As seen in the following figure, in Figure 2,
we have 10 video cameras set up around the monitored play area together with
separate units:

Figure 2. Video-cameras set around the game area
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The first subsystem, an independent unit, is a mandatory system of video cameras
and technical equipment that monitors and records a sports match or training. It
is possible to record other areas with different tasks. At the same time, this system
collects signals in real time on a certain larger number of computers according to
the following model:

1 camera = 1 associated computer.

The second part consists of a subsystem that determines the position based on
the image from the camera (on-line) or on the image from the recorded video
(off-line) and simulates the trajectory of the observed object in space, e.g. a ball in
sports. The system consists of software developed in the Microsoft programming
environment with program code written in MS Visual Studio C ++ and C # 98,
2010, 2013 programming languages and uses the AForge. NET framework for ball
detection and tracking, with the addition of the original author’s algorithm. Test-
ing and practical implementation was done for the system of detection and moni-
toring of objects based on the recorded video. By the way, the basis of this system
for the detection and monitoring of moving objects in space are new, up-to-date
improved publicly available mathematical algorithms with the application of
mathematical principles. The original, designed system is shown in Figures 3 and 4
(Borovi¢ et al., 2019).

The third independent functional part consists of a system that, based on the cal-
culation of the path of the object in space, performs a graphic simulation of 3D
animation in an attractive and visually appealing way. Software application for
accurate, photorealistic 3D visual animation was developed in MS Visual C ++
programming language using OpenGL graphics library.

Figure 3. Ball view, camera test and the original application
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DESIGN/METHODS/APPROACH

If a simple question is asked: Are existing systems infallible? The answer to this
question is precise: No!

There are three dimensions to this issue:
o Technical
« Psychological
« Intentional

Based on numerous publicly published articles, expert debates, dedicated studies
and statements of numerous actors, primarily in the world of tennis, football and
cricket, the authors of this paper can say with certainty that all existing systems in
the world have a certain margin of error and potential making the wrong electron-
ic referee’s decision accompanied with malpractice (Phys. Science X, 2008). As the
authors above all know the process of functioning of this technology down to the
smallest details, technical approach and procedures for detecting and tracking mov-
ing objects in space, it is clear that potentially and often detection errors occur, first
of all positions of objects and graphical simulations of the path of their movement.

Perhaps these claims are best demonstrated by the public, written comment of one
forum participant on one of the official websites of the manufacturer and owner
of the Hawk-Eye system (pscaife3, 2016): “But none of Hawk-Eye’s iterations show
such a level of ground contact. Is this a design feature or the system is not able to
show the actual level of contact with the terrain? Ten centimeters is a considerable
distance and will vary depending on the type of tennis kick and the type of playing
surface. The definition in Wikipedia also states projected (and predicted), but in-
correct levels of contact” The comment was given on an accurate video recording
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of the functioning and explanation of the functioning of the mentioned system for
position detection and tracking of moving objects which are frequent situations
in the difficult detection of the exact contact and position of the observed object
with the ground by the method of projection and prediction, and not entirely on
the basis of images from video.

As clearly stated in an article from 2013 in a renowned magazine (Hawk-Eye at
Wimbledon, 2013), the mentioned system is not infallible as spectators of sports
events think. The question is how accurate the Hawk-Eye system really is. Back
in 2008, a scientific paper entitled “Public Understanding of Science” (Collins &
Evans, 2008) was published stating that the way in which the system presents its
calculations and analyses in sports can easily lead people to mistakenly conclude
that graphic, animated representations of results are a real picture of what actually
happened. That system is an excellent opportunity to discuss uncertainty, reliabil-
ity intervals of the detection process and mathematical-statistical visual delight.

It is also noted that public understanding of science, although approaching exper-
tise only on rare occasions, can be improved in terms of science and technology
processes. As the public understands and accepts measurement errors, the con-
fidence interval can also be improved if electronic systems for referee decisions
present the results of their calculations differently.

Psychologically, there is a great chance and danger that this system, in the way it
is used, inadvertently leads technically insufficiently informed viewers to overes-
timate the ability of technical devices to resolve misunderstandings among peo-
ple because measurement errors are not publicly highlighted. Thus, for example,
virtual 3D simulations and photorealistic animations can as reconstructions of
events be easily used to show “what really happened”.

In the mentioned scientific paper (Collins & Evans, 2008), several real document-
ed examples of controversial situations of using this system and the results of cal-
culations with potential errors in international tennis tournaments are given. It
has been mentioned several times that the way in which the results of this system
are used and presented today can lead the public to the wrong conclusion about
the degree of reliability of scientific measurements - it has been noticed for a long
time, since the beginning of its application in sports. The authors of the men-
tioned paper believe that the lack of understanding of the possibilities and reli-
ability of this system could be reduced by including information on the potential
error of measurement and calculation that are presented graphically.

People and technical devices make two types of mistakes:
« Systematic errors
« Random errors.
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The first are mistakes that are repeated and have a similar effect every time. The
causes of such errors can often be technically understood and their negative im-
pact on calculations can be predicted and compensated.

Other types of errors cannot be predicted except that their typical magnitude can
be estimated mathematically using probability and statistics, the shape of the ran-
dom distribution. They cannot be compensated, but can be taken into account
when assigning confidence levels to the measurement and detection process.

Therefore, it is proposed to introduce the principle of automatic decision-mak-
ing, which determines how computers, software and electronic decision-making
systems should be used in sports with the obligatory mentioned types of errors.
In the mentioned mathematical discipline, probability and statistics, error disper-
sion is usually present as a standard deviation, exception. Following these princi-
ples, it can be assumed that in 5% of the predictions of the trajectory and results
of the Hawk-Eye system, which is 1 in 20, the error in the calculation could be
greater than 9 millimetres, while in 1% the error may be even greater than 11.7
millimetres.

A series of publicly available articles on the Internet have raised a number of
doubts and controversies about the accuracy and reliability of the Hawk-Eye sys-
tem, with numerous errors in measurement, detection and 3D graphical display
of calculation results. Some estimates say that the system is accurate in only 60%
of cases measured and used in tennis (Thomas, 2019) (Pugh, 2019) (Braun, 2012).

Even the company Hawk-Eye in its technical paper (Hawk-Eye Innovations, 2016)
explains and specifies the following details with reference to errors in detecting
the position of objects in space: “As shown in 2005 during ITF testing, Hawk-
Eye was the first system to pass a series of rigorous tests and conditions, which
means it was the first electronic system to be officially accredited. Practical results
showed that the system had an average error of 3.6 mm compared to the high-
speed camera located on the playing surface”

It is further claimed that, with the advancement of technology and software and
their application, together with a decade of experience at major sporting events,
their electronic refereeing technology has an average error of 2.6 mm.

The factors most affecting the errors in measurements and calculations in the con-
ditions when the terrain is outside are also listed (i.e. sun, shadows, wind).

The paper (Collins & Evans, 2008) also suggests that more information should be
published on the uncertain reliability and accuracy of measurements and calcu-
lations, primarily for television audiences and viewers, in order to more honestly
show variations in the possible correct trajectories of the ball. They suggest, for
example, that the predicted location of the ball contact with the court and the con-
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fidence intervals surrounding it be shown, both the location and the electronic
referee’s decision (if 95% it means there is only a 5% chance of error, i.e. the ball
indeed fell outside this larger area of prediction).

In conclusion, the authors of this paper, without a subjective view, due to the po-
tentially high probability of errors in tracking moving objects in existing systems
in the world, can realistically agree with the need to show calculated graphical
results and predicted paths together with the level of reliability, certainty and pos-
sible errors as seen in Figure 5. That would be quite fair to the public.

Figure 5. Indicated level of trust in e-referee system

This would not only more accurately reflect the limitations of this technology but
could potentially teach complex mathematical concepts and principles of statis-
tics and probability to a large number of people. Hawk-Eye could still provide a
“good ball” or “out” response to a request from the in-game referees, but the like-
lihood is correct, the right answer would also be clear to everyone, especially TV
viewers and viewers around the field as they watch live match, which also form
public opinion.

As for the testing of the original system in real conditions, first of all it includ-
ed the preparation of the tracking system, then the demanding installation of all
parts of the system in the agreed areas, courts for playing tennis. Basic, prear-
ranged tests were performed. After a lot of negotiations, two physical locations in
Belgrade were agreed upon for testing the system in real conditions. These are the
following two sports fields:

« Professional tennis courts in Jajinci, Dokovi¢ tennis school, and

» Gemaks tennis courts in Belgrade, Challenger tennis tournament.

Specific practical testing was performed on video-recordings from web cameras
with a resolution of 1 megapixel and a speed of 30 frames per second (fps), using
authors’ original system.
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In one experiment, X and Y positions (in pixels) were calculated, the ball move-
ment detection and contact with the field line were detected on the video camera
images in the plane of that line. In a certain frame, the ball made contact with
the field, which was documented in the image from the video camera. It shows
the importance of the correct selection of the ball movement detection algorithm
suitable for real game conditions.

Based on the obtained results, it can be concluded that:

« A new algorithm for the ball detection gives better results in tracking moving
objects in tennis and

« Potential error in electronic decisions of the older version of the algorithms
is significantly higher than in the new one.

The possibility of malpractice and errors in position calculations is high if the
appropriate technical detection algorithm is not selected/used.

FINDINGS

In the following section, we give two examples where potential malpractice has
been done, or could easily be done, stating parts of the system very vulnerable to
malpractice actions and tampering the results.

Figure 6. Example 1: Incorrect 3D animation and graphics

As shown in Figure 6, an evident, probably intentional 3D graphical error leads
to a wrong electronic referee decision. It happened in Australia Open tennis
tournament 2011. The calculation of the trajectory of object in space in the older
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Hawk-Eye system from 2011 was tampered. The vague and potentially incorrect
trajectory of the ball in the surveillance area is clearly visible. The inaccurate 3D
shadow that is rendered in real time and the so-called flickering within the net as
well as low-resolution and quality textures, poor texture mapping in OpenGL and
especially insufficiently clear border areas, a line on the tennis court in the space
monitored by this system. Simply, the shadow does not follow the exact ball tra-
jectory in 3D space. The detected position and graphically presented ball are not
correct. Thus, in almost every use of the system in making electronic refereeing, it
was additionally possible to make a mistake in the decisions.

Insufficient precision of the field lines, graphic areas that are on the border, lead to
possible minimal mistakes when presenting the referee decisions. By the way, the
lines that mark the area of the game in all sports are the most important areas that
are monitored in space by these systems. Simulation of calculation results through
visual 3D graphic presentation potentially shows the public and the professional
public incorrect results of referee decision-making because errors in the detection
of position and movement of objects in space are possible, although all mathemat-
ical calculations are correct. In other words, a graphical simulation misrepresents
accurate results. A ball in sports, for example, that was not in the out, i.e. it was
not out of line in the observed predefined area at the time of contact with the ter-
rain, as described in the Hawk-Eye system, 3D animation reproduces graphically
incorrect result, as if it was out, i.e. outside the observed line in the field.

Figure 7. Example 2: Measurement and detection error

It is clear in Figure 7 that the uncertainty of detection is shown by dashed lines so
that the potential contact of the ball with the ground, i.e. tennis terrain can be any-
where within a dashed-line circle. The upper, slower ball falls on the field of almost
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90°. Trace detection can be with a big error in the case of the second lower ball in the
picture due to fast movement and error in the direction of movement. The error can
then be within a dashed ellipse, of arbitrary, highly dependent shape. Furthermore,
the question is what the error limit in case of fast movement of the ball is.

Therefore, the database with the detected ball 3D coordinates could be easily tam-
pered and the results misused.

The scientific paper (Collins & Evans, 2008) stated that in direct contacts with
the experts of the Hawk-Eye team and the ITF (International Tennis Federation)
rather vague and incomplete tolerated error limits and percentage calculations of
the possibility of measurement and calculation errors were obtained.

ORIGINALITY/VALUE

Numerous professional tests and research in modern sports are conducted every
day (Bacvarevic Berjan et al., 2012) (Bozic, Pazin, Bacvarevic Berjan, 2019). Large
number of collected data can be used to improve the game play, especially in ten-
nis (Petkovic, Jonker, Zivkovic, 2001), and it is also subject to tampering, ending
in false conclusions. Technical systems collect the information that can easily be
changed intentionally or by a system error.

There are two vulnerable parts of the electronic tennis challenge system identified
by the authors of this paper that can be used for intentional malpractice:

3D animation, graphical display of a ball trajectory

« Database with calculated positions info (object x, y, z coordinates)

In the first case, the system operator, could easily change the graphical display of
the calculated positions of the ball, therefore change the real trajectory to non-ex-
istent virtual path, causing the wrongful e-referee decision (in / out). This can be
done in the OpenGL code.

The second part involves tampering with database, again by the system opera-
tor, changing the correct mathematically calculated positions. It also causes the
wrongful e-referee decision. Both malpractice actions can be done unnoticeably.

If we speak about the management in the prevention of malpractice, the authors
propose a management algorithm, a prevention model as shown in the following
Figure 8, which can be applied to the electronic referee process.
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Track and calculate
the position of the ball

Display results simultaneously
video camera recording + Official

3D virtual animation supervisor
(side by side)

Display the level of trust,
certainty and possible
eITorS

Figure 8. A malpractice-prevention management model

Following these steps, we can assure higher trust in the system results, public ob-
jectivity feeling and lower the possibility of intentional malpractice:

o Track the ball in space, detect, measure and mathematically calculate all
positions, in the video-camera images, predict the flight path and contact with
ground. All data are stored in the system database.

o Official supervisor restricts database access and monitors the use of 3D
virtual graphics system with animation showing the ball trajectory. In the same
time, both 3D animation and a video recording from the independent high-speed
UHD video-cameras are shown to the spectators, TV audience and public. It
shows the electronic system flight trajectory and ground contact.

o When the e-referee decision is shown, it must be accompanied with the
adequate level of trust, certainty and possible error margin numbers and in each
and every challenge call and use of the system.

By using the proposed model, we lower the possibility for intentional malpractice,
especially with data tampering in the database ball positions with predictions and
misusing the 3D animation results display.
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CONCLUSION AND RECOMMENDATION

Modern technology electronic refereeing systems are used in almost every sport
all over the world. The possibility of malpractice is very high. Errors are made by
the technology or by a human, sometimes intentionally.

The authors described in this paper the used technology in every step, made the
systems overview, additionally describing an original new system. The weak spots
of systems are given, public doubts on the objectivity of electronic decisions with
stated possible malpractice areas, actions, examples and places in the technology
that can easily be used to tamper the results, so the end decision might be wrong.

We proposed a new management model for malpractice-prevention and gave
strong recommendations for a tamper-proof, a safer and more objective use of
electronic refereeing systems in sports.

The overall authors’ recommendation is - when the decision is shown, adding a
real-time video-camera recording also include adequate level of trust, certainty
and possible error margin numbers in public display.

It would be quite fair to the public.
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PURPOSE

Forensic trace analysis implies the utilization of methods and techniques with
the aim to identify and compare specific types of trace materials that could be
transferred during the commission of a crime, and afterward the identification
of a perpetrator and/or victim (Mozayani & Noziglia, 2006; Sonne, 2006). These
trace materials include human and/or animal hair, textile fibers and fabric, rope,
soil, glass, building materials and biological materials (Champod, Lennard, Mar-
got, & Stoilovic, 2004; Sonne, 2006). However, fingermarks or fingerprints, as the
common traces, represent about 10% of all material traces that could be recovered
from a crime scene (Durose, Burch, Walsh, & Tiry, 2016), being one of the main
tools used for identification of individuals in modern forensic science, due to their
uniqueness, immutability, ease of classification and transferability (Mozayani &
Noziglia, 2006). Fingermarks often remain as random marks, when the fingertip
comes in contact with the surface of an object. The papillary line traces are trans-
ferred by the sweat (eccrine) glands, which secrete sweat and other components
through the sweat pores. Additionally, the other compounds, such as blood, oil,
dye, etc. can often be found and transferred from finger surface to the substrate
along with the fingerprint (Datta, Lee, Ramotowski, & Gaensslen, 2001; Cham-
pod, Lennard, Margot, & Stoilovic, 2004; Lennard, 2007). Therefore, fingermarks
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could be divided in two main groups - the visible and latent (invisible) finger-
marks. Visible fingermarks are easier for manipulation (e.g. photographing and
lifting) when compared to the latent marks, requiring the visualization prior to
processing and, for that purpose, different chemical, physical and optical meth-
ods are employed (Mozayani & Noziglia, 2006; Bumbrah, Sharma, & Jasuja, 2016;
Milasinovi¢ & Koturevié, 2016).

However, due to the aggressiveness and limitations of certain physical and chemi-
cal methods (Champod, Lennard, Margot, & Stoilovic, 2004), researchers are con-
stantly attempting to develop new investigation approaches in forensic analysis of
(latent) fingermarks. Polymeric materials are broadly used in different fields, such
as vehicle and air industry, nanotechnology, medicine and pharmacy (Milasinovic,
Kalagasidis Krusi¢, Knezevi¢-Jugovi¢, & Filipovi¢, 2010; Milasinovig, et al., 2016),
but scientific public is almost unaware and barely recognizes the potential of these
materials in forensic applications (Lee, et al., 2014; Milasinovi¢, 2016; Sen, Mo-
hite, & Kayande, 2019). The goal of our previous researches was the utilization of
biopolymeric materials (chitosan and dextran) in visualizing latent fingermarks,
deposited on different (common) substrates and kept in different storage condi-
tions. These so far promising achievements drove the us to the idea to extend our
research to the utilization of synthetic polymeric materials (Vuckovi¢, Dimitrije-
vi¢, & Milasinovié, 2020; Vuckovié, Glodovié¢, Radovanovié, Janaékovi¢, & Milasi-
novi¢, 2020) that possess somewhat specific properties allowing the application of
the prepared systems to various (illusive) surfaces. Polyaniline (PANI), one of the
earliest known synthetic polymers, refers to a large class of conducting polymers.
Synthetized from the cheap aniline, PANI can be found in one of three oxidation
states: leucoemeraldine (white/clear & colorless), emeraldine (green or blue) and
pernigraniline (blue/violet) (Heeger, 2001; Ciri¢-Marjanovi¢, 2010). On the other
hand, unique properties (due to its inherent electrical activity), the ease of syn-
thesis and low cost make PANT attractive to various industries and it is currently
widely exploited in electronics (electrochromic glasses, solar cells, sensors, etc.),
medicine (neural interfaces, scaffolds, delivery systems, etc.) and in anticorrosion
materials (Ciric’—Marjanovic’, 2010; Beygisangchin, Abdul Rashid, Shafie, Sadrol-
hosseini, & Lim, 2021). However, there are not many studies regarding PANI ap-
plication in forensic science (forensic trace analysis) (Beresford & Hillman, 2010;
Beresford, Brown, Hillman, & Bond, 2012; Yuan, Li, Wang, Cao, & Lin, 2021).

In this paper, the polyaniline-based polymer powder, obtained by simple precip-
itating method, was synthetized and characterized with the aim to develop latent
fingermarks deposited onto different surfaces, often found at the crime scene,
i.e. plywood, glass and paper. The results demonstrated the potential of prepared
PANI-based powder in developing latent fingermarks, as well as the ability to
complement or replace some of the routinely applied physical methods.
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DESIGN/METHODS/APPROACH

Materials

Aniline was purchased from Lach-Ner (Czech Republic), itaconic acid (IA) from
Sigma-Aldrich (USA) and ammonium persulfate ((NH,)S,0,) from Centrohem
(Serbia). Distilled water was used for the preparation of all solutions, as well for
the rinsing process. All materials were used without further treatment or purifi-
cation.

Preparation of PANI-based powder

The PANI-based polymer powder was prepared by modifying the experimental
procedures described by Yilmaz (2007). Briefly, 0.054 mole of ammonium per-
sulfate was dissolved in 70 ml of 0.5 M IA in a 150 ml beaker and 0.054 mole
of aniline was dissolved in 75 ml of 0.5 M IA in another 150 ml beaker, for one
hour, at room temperature and low speed (~400 rpm). Afterward, the solution of
(NH,)S,0, was added slowly to the aniline solution and then mixed for additional
one hour, at the same conditions as already stated above. The obtained precipitate
(“cake”) in the form of emeraldine salt was collected on a Biichner funnel and
flask using a water aspirator. The precipitate “cake” was washed with plenty (~1 1)
of distilled water until the filtrate became colorless. After washing, the precipitate
remained under suction for ~10 minutes until significant cracking of the moist
“cake” occurred. Afterwards, the partially dried “cake” was transferred to a drying
chamber at 37°C for additional few hours (until complete drying). Finally, the
obtained dry formulation was ground with pestle and mortar to fine powder and
kept in desiccator until further use.

CHARACTERIZATION OF THE PREPARED
PANI-BASED POWDER

ATR FT-IR Analyses

The ATR-FTIR analyses were performed using Nicolet iS10 FTIR spectrometer
(Thermo Scientific, USA), with a diamond attenuated total reflectance (ATR)
smart accessory in the range of 4000-400 cm™ at a resolution of 2 cm™ and at 25°C.

SEM Analysis

SEM analysis was performed using electron microscope Tescan Mira3 XMU
(Cranberry Township, USA). Prepared powder formulation was recorded in dry
state. Before the analysis, dry powder formulation was coated using gold/plati-
num alloy (15/85) under vacuum using Polaron SC502 sputter coater.
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Optical microscopy

The obtained PANI-based powder formulation and BVDA Magnetic black pow-
der (control powder) (BVDA, The Netherlands) were recorded with optical mi-
croscope Leica FS C Comparison Macroscope, equipped with The Leica IM Ma-
trox Meteor II Driver Software Module. Powders were recorded in dry state, with
and without backlight. Prior to imaging under the microscope, latent fingerprints
left on microscope glass slides were developed using prepared powder formula-
tion and the control powder.

Development of latent fingermarks

In order to determine the performances of PANI-based powder formulation, three
donors (two male and one female), using only a thumb of the right hand, depos-
ited sebaceous/oily and dry fingermarks onto different non-porous, semi-porous
and porous surfaces, i.e. plywood, glass and paper. The marks were then left under
laboratory (humid) conditions for a short period of time. That period allowed the
traces to dry and reduce the residues, until the latent fingerprints were developed
with synthetized powder formulation and the control powder, using BVDA Squir-
rel hair brush and BVDA Magnetic brush (BVDA, The Netherlands), respectively
(International Fingerprint Research Group, 2014).

Optical microscopy was used to determine performances of PANI-based polymer
powder in visualizing latent fingermarks on glass surface, where the best results
were obtained. Therefore, sebaceous fingerprints were randomly deposited onto
the glass microscopic slides (properly labeled) and left for a few minutes. After
this period, the fingermarks were separated into halves using a thin glass barrier
and then the prepared powder formulation and BVDA Magnetic black powder
were used for their visualization, according to the International Fingerprint Re-
search Group (IFRG) (International Fingerprint Research Group, 2014).

FINDINGS

Prepared PANI-based polymer powder was used to develop latent fingermarks
deposited onto three different substrates: plywood, glass and paper. Three differ-
ent donors deposited fingermarks in accordance with the Guidelines proposed by
the IFRG (International Fingerprint Research Group, 2014). Deposited sebaceous
and dry fingermarks were halved with a thin slide barrier and two different pow-
ders were applied on the same fingermark - synthetized powder was applied to
the left and BVDA Magnetic black powder (control powder) was applied to the
right barrier side, using BVDA Squirrel hair brush and BVDA Magnetic brush,
respectively. Both PANI-based powder and control powder were applied on mul-
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tiple number of fingerprints on each substrate, to determine the performances
and reproducibility of their application, i.e. to obtain satisfying results. The best
results were obtained with the sebaceous fingerprints deposited onto the glass
surface and developed with prepared PANI-based powder. On the other hand,
development of dry fingerprints on each substrate with both powders was poor,
without fingerprint basic form(s) and the papillary lines and therefore additional
studies should be conducted, as it is already well known that visualization of dry
marks is a challenging problem in forensic investigation of fingerprints (Cadd,
Islam, Manson, & Bleay, 2015). The results obtained on plywood and paper sub-
strate were satisfying, but with visible “overpowdering” of the fingerprints, since
more powder particles retained in the porous (surface) structure of mentioned
substrates. Additionally, disruption of papillary lines flow was observed on white
paper surface, probably due to porous structure of the surface and the loss of fin-
gerprint (sweat and lipid) residues.

a) b) <)

Figure 1. Sebaceous fingerprints developed on: a) glass, b) paper and c) plywood
surface, using PANI-based powder (left-half side of the images) and BVDA Mag-
netic black powder (right-half side of the images), recorded under visible light using
white background surface for appropriate contrast (for glass and paper substrate)

Figure 1 shows sebaceous fingerprints of one donor, developed with prepared
powder (left-half side of the images) and the control powder (right-half side of
the images) on three different substrates, i.e. glass, paper and plywood. The prints
were then photographed under visible light with a 12 MP camera (aperture f/2.2,
pixel size 1.22 pm), using white background surface for appropriate contrast (for
glass and paper substrate).

When comparing fingerprints developed with PANI-based powder and BVDA
Magnetic black (control) powder on different surfaces, the best results were ob-
tained on glass surface, with visible and clear fingerprint image, basic patterns,
papillary lines and some minutiae points, as well (Figure 1, a)). PANI-based pow-
der also showed satisfying results on paper and plywood surface, with obvious
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fingerprint pattern and basic characteristics, but with noticeable disruption of
papillary lines flow (on paper surface) and “overpowdering” of fingermarks (on
plywood surface) (Figure 1, b) and c)). On the other hand, by comparing PANI-
based powder with control powder in developing latent fingermarks, it is evident
that equally good and comparable results were obtain on each surface, showing
satisfying and very promising result.

ATR FT-IR Analyses

ATR FT-IR analyses were performed in order to determine interactions between
components of synthetized formulation, i.e. interactions due to polymerization
process. Figure 2 shows spectra of PANI-based polymer powder (emeraldine
salt) and pure aniline. Both spectra contain some specific bands: very weak and
broad band around 3400-3200 cm™, assigned to the N-H stretching vibrations
(primary and secondary amines), and weak band near 3050-3030 cm™ due to
the C-H stretching (Habib & Maheswari, 1989; Kulkarni, Viswanath, & Khan-
na, 2006; Yilmaz, 2007). Peak shifting and decrease in intensity from 1599 cm'
at spectrum of pure aniline to 1568 cm™ at spectrum of prepared PANI-based
powder can be related with mixed C=C and C-N stretching in a quinoid ring
(Kulkarni, Viswanath, & Khanna, 2006; Yilmaz, 2007). Furthermore, the band
around 1496 cm™! at spectrum of pure aniline shifts to the band around 1488 cm'!
of a lower intensity at spectrum of PANI-based polymer powder and it is associ-
ated with C-C stretch in a benzenoid ring and C-H mixed vibrations (Quillard,
Louarn, Lefrant, & Macdiarmid, 1994; Yilmaz, 2007). The peak around 1272 cm'
at spectrum of pure aniline resulted in two new bands at spectrum of PANI-based
powder, around 1294 and 1236 cm™, which can be assigned to C-N stretching
(secondary aromatic amine) and C-H bending vibrations, due to bonding of ar-
omatic rings in the polymerization process (Habib & Maheswari, 1989; Kulkarni,
Viswanath, & Khanna, 2006; Yilmaz, 2007). Additionally, very weak peak around
1117 cm™ at spectrum of pure aniline is slightly shifted to a broad band around
1120 cm™ at spectrum of PANI-based powder, probably related with deformation
of aromatic ring and C-H (in plane) bending (Quillard, Louarn, Lefrant, & Mac-
diarmid, 1994; Kulkarni, Viswanath, & Khanna, 2006; Yilmaz, 2007). Decrease in
intensity of peak around 880 cm™ at spectrum of prepared powder is associated
with plane vibration in para-disubstituted aromatic rings, indicating polymer for-
mation (Quillard, Louarn, Lefrant, & Macdiarmid, 1994; Kulkarni, Viswanath, &
Khanna, 2006). Strong peak near 499 cm™ at spectrum of pure aniline resulted
in a formation of a weak peak around 505 cm™ at spectrum of prepared powder,
which can be ascribed to deformation of C-H (out of plane) of 1-4 disubstituted
aromatic ring (Kulkarni, Viswanath, & Khanna, 2006; Yilmaz, 2007).
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Figure 2. ATR FT-IR spectra of prepared PANI-based powder
(emeraldine salt) and pure aniline

The shifting of peaks from spectrum of pure aniline to spectrum of prepared
powder was also confirmed in studies of aniline polymerization by Trchova et al.
(2005) and aniline doping by Ilic et al. (2000). A broad band around 1150-1100
cm was assigned, as stated by Quillard et al. (1994), to the “electronic like band”
and is considered to be a measure of the degree of delocalization of electrons and
therefore denoted as a characteristic peak of PANI conductivity. Additionally, in
the region around 1300 cm’’, the peaks are associated with the presence of aro-
matic amines in polyaniline (Yilmaz, 2007).

SEM Analysis

SEM analysis was performed in order to determine microparticle morphology
and surface fineness, their size and uniformity. Figure 3 shows SEM micrographs
of prepared PANI based-powder, at different magnifications.
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Figure 3. SEM micrographs of PANI-based polymer powder,
at different magnifications: a) x200; b) x1000; c) x3000; d) x10000

SEM analysis showed that the particles of prepared powder were somewhat fine
and uniform in size, which is additionally complemented by their small diameter
size. The diameter of particles of prepared powder (~ 20 um) was even smaller than
some commercial magnetic powders, described in research of Giirbiiz and associ-
ates (2015). Therefore, good binding of these particles to the fingerprint sweat and
lipid residues was observed. We assume that small diameter particles managed to
bind to and visualize papillary line traces with their continuous flow (on glass sur-
face) and did not retain in the interpapillary space, which was very satisfying result.

Optical microscopy

In order to confirm results obtained from initial testing of powders, as well as
hypothesis from SEM analysis, PANI-based powder and BVDA Magnetic black
powder were used for visualization of latent fingermarks on glass surface. There-
fore, three donors deposited sebaceous fingermarks onto labeled glass microscop-
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ic slides using technical scale (force applied to accommodate 100-150 g, per fin-
germark) and the fingermarks were left for a few minutes, which allowed the trac-
es to dry and reduce the residues. After this period, the fingermarks were separat-
ed into halves using a thin glass barrier, and then two different powder samples
were used for their visualization - synthetized PANI-based powder was applied
to the left and BVDA Magnetic black powder (control powder) was applied to the
right barrier side, using BVDA Squirrel hair brush and BVDA Magnetic brush, re-
spectively. Afterwards, the samples of enhanced fingermarks were recorded under
the optical microscope (magnification x15), using dark-field (Figure 4, a)) and
bright-field (Figure 4, b)) contrast techniques.

Figure 4. Sebaceous fingerprint deposited onto glass microscopic slide,
left for a few minutes and developed using PANI-based powder
(left-half side of the images) and BVDA Magnetic black powder
(right-half side of the images), recorded with optical microscope
(magnification x15), using: a) dark-field and b) bright-field contrast techniques

When compared to the BVDA Magnetic black powder, PANI-based powder
showed even better results in terms of visualizing latent fingerprints, by develop-
ing the papillary lines with their continuous flow and making perceptible some
minutiae, as well. When observing the fingerprint developed with control powder,
obtained fingerprint pattern was somewhat blurred and “overpowdered”, but with
visible papillary lines and some minutiae points. Additionally, when applied with
a brush, prepared powder formulation bound with fingerprint residues and did
not remain in the interpapillary spaces. Based on the obtained results, very prom-
ising visualization of sebaceous fingerprints was achieved using glass surface as a
substrate, and with cheap PANI-based powder system.
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ORIGINALITY/VALUE

In this research, PANI-based polymer powder, obtained by simple precipitating
method, was prepared and characterized with the aim of evaluating its perfor-
mance as a fingerprint powder. PANI-based powder was used due to low price
and availability of aniline, as well as for easy synthesis process. Based on the ob-
tained results, prepared powder formulation showed the best properties when de-
veloping sebaceous fingermarks deposited onto glass substrate, with good binding
capacity to the fingermark residues and their clear development. Additionally, sat-
isfying results were obtained on white paper and plywood substrate, with obvi-
ous fingerprint image, basic patterns and some minutiae points, as well. However,
there were some drawbacks: disruption of papillary lines flow was observed on
white paper substrate; the “overpowdering” of the fingermarks was present when
developing marks on plywood substrate; dry fingermarks were not visualized on
any substrate, with neither powder, so additional studies need to be performed
to overcome these problems. On the other hand, as many commercial finger-
print powders, this formulation requires no prior knowledge, the method itself
is non-destructive and prepared powder is easily applicable with standard/com-
mercial fingerprint brushes. Finally, additional researches could include doping of
prepared formulation, with the aim of expanding utilization of this PANI-based
powder system on other (conductive) substrates and potentially supplementing or
replacing some of the routinely used physical methods (fingerprint powders) in
visualizing latent fingermarks.
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INTRODUCTION

The COVID-19 pandemic has not only targeted our biological immune systems; it
has also penetrated our social fabric, transforming traditional methods and affect-
ing how we work, travel, and even spend our leisure time. As a result, it has also
significantly impacted our everyday lives in terms of social relationships, contact,
and communication. Because traditional social spaces for face-to-face interaction
and connection, such as the workplace, education, and offline platforms for lei-
sure activities, have been restricted by public policies, social life and activity have
shifted to digital online spaces (URL1). What was previously a complementary
and occasional substitute or auxiliary tool for the lack of opportunities for face-to-
face interaction has now taken on a prominent and exclusive position. And public
policies have made their use routine and everyday, making them part of everyday
life and opening up a way of improving the quality of activities in online spaces.
This has led to a massive demand for online communication software, educational
and work platforms, and improving the quality of development activities to meet
the growing number of needs. As life has increasingly conditioned our daily ac-
tivities in the online space, criminal activities that typically involve face-to-face
contact, such as traditional drug trafficking (URL2), have been eroded. Of course,
no epidemic can or has ever been able to eliminate and eradicate the demand for
drugs, and this pandemic situation is no different. However, there is one signif-
icant difference: when a social crisis has arisen for whatever reason — economic,
political, or health-related — criminal activities related to drugs have been at most
temporarily reduced and sometimes even temporarily suspended. They would
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then continue in the traditional drug market system and distribution pattern once
the crisis had disappeared and social peace had been consolidated.

In contrast, during this period, an alternative way of life became a reality, which,
with its many positive and beneficial features, brought about a significant trans-
formation in social life. On the other hand, these changes have brought about
additional social, economic, and political scenarios (URL3). These changes have
significantly impacted the areas that frame their daily lives and have had a de-
cisive influence, no longer allowing the return to the same conditions that were
previously so characteristic. Consider, for example, that multinational companies
employing large numbers of people have realized how much more economical it
is to work from home (URL4). There is also a trend for younger generations to
prefer more convenient ways of accessing services online, alongside older gen-
erations (URL5). The COVID-19 epidemic has therefore set in motion a process
that has significantly reshaped our habits. This has affected the global drug trade,
a highly profitable business that has started to use the online world as an alter-
native to, and perhaps instead of, the traditional distribution network to avoid a
significant reduction in revenues compared to the previous period. The issue of
the “delocalization” of drug trafficking has also been reflected in the “reach” of law
enforcement. The main reason is that law enforcement organizations are geared
toward crime in the physical space. In other words, the legal framework, the tools,
the organizational structure, and the possibilities of action are primarily designed
to prosecute drug-related crimes in a conventional setting (Tihanyi et al., 2020/a).
While criminality is more flexible in its transformation, bound by informal con-
structs at most, law enforcement cannot show the same flexibility within highly
rigid and entrenched legal and organizational structures. Of course, over time,
the legal system and organizations can keep pace with changes in crime, as they
always have, but we are now faced with a more complex problem than before (Ti-
hanyi et al., 2020/b). A new type of behavior has emerged, such as bank card fraud
or even illegal acts in information systems, but drug trafficking crime has moved
into a decisively different space. This, by its very nature, requires a very different
response and attitude from law enforcement authorities.

IMPACT OF THE COVID-19 PANDEMIC
ON THE DRUG MARKET

2020 will see the introduction of varying degrees of restrictive measures across Eu-
rope, unprecedented in peacetime, including the shutdown of all non-essential ser-
vices, border closures, restrictions on the right of assembly, and freedom of move-
ment. This situation has directly impacted a wide range of behaviors related to drug
use and supply and has disrupted health care and some law enforcement activities.
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In 2018, nearly 269 million people used drugs, a 30 percent increase from 2009.
The majority of drug users are adolescents and young adults. While the increase
reflects population growth and other factors, the data also show that illicit drugs are
now more diverse, potent, and available (URL6). The relaxation or elimination of
some public health measures has reestablished the conditions for the drug market
to return to and even exceed pre-COVID-19 levels. The coronavirus pandemic also
caused enormous damage to the economy, fundamentally affecting our daily lives,
all of which, as touched on in the introduction, had less impact on the profitability
of the drug market. There were even countries where the market recovered due
to closures, although this required dealers (URL7) to be flexible in responding to
the changed circumstances. The EU law enforcement agency Europol has published
a report summarizing its key findings, comparing data and processes in the first
months of 2020. The European Monitoring Centre for Drugs and Drug Addiction
(EMCDDA) contributed to its preparation (URL8). It is shown that the epidemic
has significantly overridden the previous rules for a drug crime. For example, the
raw chemicals that form the basis of synthetic opiates such as methamphetamine
and fentanyl come primarily from China, including the epidemic’s source in the
Hubei province (URL9). Difficulties resulting from disrupting supply chains have
severely hampered the supply chain, causing a short-term price hike. It is particular-
ly true for drugs such as heroin or crystal, which are physically addictive (URL10).
Theoretically, the price increase anticipates a contraction of the drug market in most
segments, but this is not what the Europol report suggests. Europeans spend at least
€30 billion a year on drugs at the retail level, making the drug market the primary
source of income for organized crime groups in the European Union. Around two-
fifths (39%) of this amount is spent on cannabis, 31% on cocaine, 25% on heroin,
and 5% on amphetamines and MDMA. The most recent data show that overall drug
availability in Europe remains “very high” and that consumers have access to a wide
range of high purity and high potency products at varied but decreasing prices. An
essential overarching theme of the report is the environmental impact of drug pro-
duction, including deforestation and the dumping of chemical waste, which leads
to ecological damage, safety risks, and high clean-up costs. Organized crime groups
are rapidly seizing new opportunities for financial gain and exploiting technological
and logistical innovations to expand their activities beyond international borders.
Nevertheless, drugs are now more accessible to European consumers, often through
social media and the Internet. The 2019 report only hints at the potential impact,
which was translated into a comprehensive analysis in 2021. According to the UN
Office on Drugs and Crime’s World Drug Report 2020, only one in eight people will
receive the drug dependence treatment they need. There are nearly 35.6 million
drug addicts in the world (URL11). As a result, the drug market has been able to
withstand the disruptive effects of the pandemic extraordinarily. Drug traffickers
have adapted to travel restrictions and border closures.
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As a result, the drug market has been remarkably resilient to the disruptive effects
of the pandemic. Drug traffickers have adapted to travel restrictions and border
closures. At the wholesale level, this is reflected in some changes in routes and
methods, with greater reliance on container smuggling and commercial supply
chains and less reliance on human couriers. Although early government restric-
tions disrupted street-based retail drug markets and localized supply shortages,
dealers and buyers appear to have adapted by using encrypted messaging ser-
vices, social media apps, online resources, and postal and door-to-door delivery
services. It raises concerns that one of the possible long-term consequences of
the pandemic could be that drug markets become even more digitalized. Several
new distribution strategies for the drug market have emerged. The demand for
so-called party drugs has fallen due to the lack of festivals, and the retail price of
cocaine and opiates has increased somewhat in most European Member States,
as has the prevalence of new psychoactive substances. Violence between groups
involved in the retail and wholesale trade has grown in some European countries.

As demand declined, severe struggles for customers, territory, and distribution
channels began (Ritter, 2020). Following difficulties in the initial supply chain due
to the disruption of the Crown’s supply chain, organized criminal groups involved
in drug crime recognized the advantages of the digital space for drug distribution.
In most countries affected by the lockdown, there has been a significant decline in
street drug distribution-related crime, but it has increasingly shifted to the online
space, where there is also the dark web (Dornfeld, 2020: 200). Traditional criminal
groups have thus opened up to cyberspace, becoming more closely intertwined
with cybercriminals engaged in other illegal activities there (URL12). The sys-
tem and functioning of cybercriminal groups have been examined by Michael
Mcguire, who points out that traditional criminal organizations are increasing-
ly expanding their activities on the Internet, while newer and less closely linked
criminal groups are forming. Criminal groups show different levels of organiza-
tion depending on whether they operate online only, use online tools to enable
them to commit crimes in the “real” world, or use a combination of both online
and offline (Mcguire, 2012).

THE DIFFICULTIES OF THE ONLINE DRUG MARKET
FOR LAW ENFORCEMENT

Hungary remains both a transit and a destination country for drug trafficking.
Most types of drugs enter the country from abroad, with domestic production
playing an increasingly important role only in the case of marijuana (Matyas,
2020). Drug prices have remained unchanged compared to 2009, with heroin
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prices decreasing slightly as its active ingredient content has decreased. The most
significant development in the drug market in the last two years has been the
transformation of the synthetic drug market, with the disappearance of ecstasy
tablets and the emergence and unusually rapid spread of new powders and tablets,
many of which contain legal psychoactive substances. In police seizures, the In-
stitute of Criminal Experts and Research identified five new compounds in 2009,
sixteen in 2010, and thirty-three in 2011 (URL13). As a result of the coronavirus,
drugs are sold online, in chat rooms, on the darknet, or on other online platforms
(URL14). It is combined with encrypted telecommunication tools that give con-
sumers access to order drugs and medicines to meet their needs directly and with-
out the risk of being caught, bypassing the traditional “dealer” distribution chain,
both physical and in person. In darknet markets, there is no physical encounter. In
addition, the drug trade in the digital space provides criminal organizations with a
significantly higher profit margin than the traditional distribution system, which
is recycled back into the “legal” economy through various assets through mon-
ey laundering activities (URL15). The trade conducted on online platforms and
the formally legal entities and companies linked to “legalizing” money laundering
make asset tracing extremely difficult (Karman et al., 2016). A similar feature of
the online drug market is that drugs are mostly posted abroad, delivered by parcel
services, mostly foreign—registered, and have a massive turnover at doorstep or
parcel delivery points (Mezei, 2019). The organizational and IT capacities of the
police alone are not sufficient to conduct a meaningful investigation of every on-
line drug order and delivery once the goods arrive at the airport and are realized
by the National Tax and Customs Administration (NAV), following the reports
made. With the proliferation of the Internet and the potential of net marketing, a
significant part of the downstream distribution market activity in the drug market
takes place through this sales channel. In many cases, the buyer and seller are only
virtual actors (Ritter, 2020).

THE EX OFFICIO APPROACH
AS THE “ACHILLES HEEL” OF EFFICIENCY

The countries and societies determine the functioning and values of organized
crime groups and the cultures in which they operate and are thus influenced by
the geography, politics, criminal tradition - such as illegal demands — and struc-
ture and effectiveness of law enforcement (T6th, K6halmi, 2016, 608). In law en-
forcement, when criminal groups are strengthening and increasing their presence
and realizing increasing profits from their illegal activities, it becomes a critical
issue that a restrictive legal environment is in place that does not weaken the per-
formance of the authorities. An examination of Hungary’s criminal procedural
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system reveals that the main obstacle is the principle of ex officio prosecution,
based on the strict principle of legality that is characteristic of continental legal
systems. In those legal systems where the principle of legality applies, the police
cannot exercise the power of diversion. Diversion is most effective at the begin-
ning of the procedure, which is why it is essential that each legal system allows
prosecutors and investigating authorities to use it. Diversion is derived from the
Latin word divertere, which means to deviate (URL16). The term entered the pub-
lic domain in 1967, when the President of the United States put it into practice by
referencing the final report of the Committee on Law Enforcement and the Judi-
ciary (Nejelski, 1982: 434). Diversion is a summary term for deviating from the
usual “stages” of criminal proceedings (Barabas, 2004:60). If they become aware
of a crime from any source, they must initiate proceedings ex officio. However, the
police can use a solution when they talk down the complainant in cases of trivial
actions, do not take up the complaint, and do not act on reports. It is called “hid-
den diversion” It also results in minor offenses not being prosecuted (Blau, 1987,
29). So we are faced with the problem that, although the system tacitly accepts
hidden divergence, and because of capacity limits, it actually “does not take up”
cases, especially for those offenses where latency is high and considerable inves-
tigative work is required to detect them. The main problem is that in the case of
online drug trafficking, there is no way for the investigating authority to operate
covert diversion because the knowledge of the crime is documented by the fact
that the drug appears in physical space during the delivery of the parcel services.
The authorities detect these; they are obliged to initiate procedures that result in
a massive increase in cases, thus increasing the case processing workload. Much
of the traditional drug trafficking has been “invisibly” conducted based on a se-
cret. With open-source information from various sources, the authorities have
operated with the “hidden” diversion tool. They have been able to decide which
cases and offenders to target with what amount of time and investigative capacity.
The physical availability of the police is not relevant for online drug trafficking.
Responsiveness is the more relevant factor (Matyas, et al., 2019).

The 1998 Act XIX of 1998 on Criminal Procedure (referred to as the former Be.)
- as a form of diversion - recognized the institution of partial disregard of the in-
vestigation, which was hardly used in practice. It is because it requires a detected
and investigated offense. According to the former Be. § 187 (1), after questioning
the suspect, the prosecutor may, by decision, dispense with a further investigation
into an offense which is of no relevance for the prosecution, due to the more se-
vere offense committed. However, it was impossible to refrain from investigating
if there was no possibility of successful detection or if investigations into minor
offenses jeopardized the success of proceedings for more severe offenses. The cur-
rent Act XC of 2017 on Criminal Procedure (hereinafter referred to as: Be.) only
offers the prosecutor the option of discontinuing the investigation as an alterna-
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tive to the decision. Under Section 398 (2) of the Be., the prosecutor’s office shall
terminate the proceedings if ) they are pending for an offense which, apart from
the more severe offense committed, is of no relevance for the prosecution of the
perpetrator. Even though this no longer requires a case to be detected and investi-
gated, prosecutors still do not use it more often. Thus, the legislator’s assumption
that the work already invested by law enforcement would not result in a shift away
from the traditional method of prosecution has not been proven correct.

CRIMINAL PROCEDURAL AND ORGANIZATIONAL SOLUTIONS
TO IMPROVE LAW ENFORCEMENT EFFECTIVENESS
AGAINST ONLINE DRUG CRIME

In agreement with the theory of Lévai, who, in terms of criminology, divides drug
crime into the supply side associated with organized crime and the demand side
associated with traditional crime (Lévai, 1992: 61), increasing the effectiveness of
drug law enforcement is essential on the supply side because the results achieved
there have a significant impact on the cost of sales and consequently, as a price-in-
creasing factor, reduce availability on the demand side. Reduced access is espe-
cially severe for poorer groups who are actively involved in the lower end of the
drug supply chain (Reuter, 2006). It is clear that urgent and more effective action
against drug trafficking than is currently the case requires more effective law en-
forcement, better technical equipment, training of the relevant bodies, and practi-
cal information exchange and cooperation with the relevant international bodies.
To this end, the effectiveness of countermeasures must be increased, the bodies
responsible for combating criminal organizations must be strengthened, and the
human, material, and technical basis for criminal expertise must be reinforced.
In addition to the above, a national-level service for the fight against drug-related
crime should be set up (URL17). As stated in the National Security Strategy, closer
cooperation between law enforcement agencies (police and national security ser-
vices) and the judiciary at the national and international level, particularly with-
in the European Union, and the efficient use of existing resources, are essential
to fight organized crime (URL18). In drug supply reduction/safety, the new EU
Drugs Strategy 2021-25 also recognized the increased threats of the online drug
market, thus targeting all aspects of illicit drug markets (URL19).

As discussed in the previous chapter, the main obstacle is the principle of strict
legality, which operates without exception and without relaxing it. The police are
forced to conduct all drug-related cases, which prevents them from strategically
focusing their substantive investigative capacities on more effective action against
drug-related criminal organizations. The principle of legality is the consequence of

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"




72 Vince Vari

the criminal code, while officiality is the requirement to initiate and conduct pro-
ceedings ex officio (Kiraly, 2000: 115). Thus, first of all, the possibilities to amend
the Be. should be reviewed and the possibility of not investigating should be in-
troduced in the interest of law enforcement. It would be applied where there is no
natural or legal person as a victim of the offense; there is no cumulative offense, or
the danger of the offense to society is negligible (in the case of offenses punishable
by imprisonment up to 3 years), so that the investigating authority could refrain
from opening an investigation if there is a more significant law enforcement inter-
est. Otherwise, there may be many reasons for not prosecuting, such as coopera-
tion with the prosecution or the institution of undercover investigators (Mészaros,
2019). The above arguments are supported by the fact that in 2019, according to Act
C of 2012 on the Criminal Code (hereinafter referred to as: Criminal Code), 4972
persons were convicted, of which 1620 persons were convicted for drug trafficking
($ 176-177), which is a supply-side conduct, and 3322 persons were convicted for
possession of drugs (§ 178-180), which is typically a demand-side conduct. This
illustrates the investigating authority’s focus, which it cannot influence in its own
power due to the aforementioned principle of officialism. It would be advisable
for the Prosecutor General’s Office to establish an internal protocol of regulation
and cooperation between the prosecution and the investigating authority, which
would not allow for divergent practices between the different bodies with different
competencies and jurisdictions. It would be necessary for efficiency to standardize
procedures so that it would not be necessary to arrest, seize and carry out other
covert investigative measures for any minor drug trafficking. It is based on the
principle of strict legality for any factual, ergo illegal, albeit minor conduct that is of
little danger to society if brought to the attention of the authorities (Belovics, 2007).
Therefore, the discretion of the police authority should be more comprehensive,
based on the strategic decisions generated by the analytical evaluation work. For
orders not exceeding “low volume” by consumers, records and OSINT analysis
should be conducted (Szabo, 2019) to map and analyze the relationship networks
between customers, thus revealing the existing “consumer nodes”. In addition, the
sale of drugs takes place on social media platforms, mainly on the darknet (Serba-
kov, 2020). Consumers who place orders and request delivery in “small” quantities
for individual use should preferably not be investigated, as they tie up law enforce-
ment capacity (Vari, 2014). Moreover, trends in recent years show that the gap
between female and male offenders in drug-related crime is narrowing in favor of
female offenders (Tihanyi et al., 2020/c).

On the other hand, clandestine investigative activities should be carried out, and
data should be collected to establish the links, connections, and networks be-
tween bulk orders (§$ 261-266 of the Criminal Code). For those not fitting into a
more extensive system, a more complex criminal structure (distribution network,
criminal organization, money laundering) should be subject to preliminary pro-

Thematic Conference Proceedings of International Significance




The Online Drug Market as a Current Law Enforcement Challenge 73

ceedings without opening investigations. However, where it can be established
that drugs are being ordered in large quantities and in an organized manner, the
blocking of electronic channels to remove and secure the necessary electronic
data should be used as an urgent measure, especially in the case of foreign sup-
pliers (Art. 337 (1) of the Criminal Code). An essential investigative measure is
requesting data from companies providing commercial mail-order services for
mapping order volumes for persons or addresses who have ordered several times.
In particular, it is necessary to establish who has requested the delivery of what
weight of the parcel and when, and how and when the parcel’s sender paid for the
goods to be forwarded. The legislation must be amended to tighten the rules on
parcel delivery so that only payment by credit card or bank transfer is possible
for orders of this type of material. Furthermore, a clearly defined minimum set of
data on the sender should be made available to parcel delivery companies. It can
ensure traceability and the identification of persons.

CONCLUSION

The pandemic has had a significant impact on the drug market. In the early stages
of the pandemic, disruptions in the drug supply chain were a significant price
driver. There appeared to be a decline in sales, which could be permanent. In con-
trast, and in addition, the epidemic triggered changes that affected people’s daily
lives and acted as a catalyst for the digital revolution. As a consequence, people’s
online presence has increased in general. During the pandemic, more and more
people spent their working and leisure time online. Organized crime offered a sig-
nificant proportion of its drugs online, giving drug distributors easier and cheaper
access to a now increased customer base. The process was also aided by the fact
that it was easier to conceal identities and set up front companies online than of-
fline. The drug market, open to cybercrime, has used its potential to serve its ends
by shifting part of its distribution system to delivery by mail-order services, which
are less regulated. Another pandemic consequence, which reinforced the untrace-
ability of orders, was the proliferation of online shopping and non-cash means of
payment. In the online drug market, bulk drug orders are placed in unencrypted
chat rooms on the darknet and other online platforms. Delivery services do not
record customer data, and payment methods are not documented by the supplier
due to the use of cryptocurrencies or cash payments. They thus cannot be traced
(Barath, 2021: 27). However, the discovery of parcels containing drugs entering
the country from abroad, mostly in small quantities, does happen due to air and
international transport. It places the NAV under an obligation to report to the
police authorities with jurisdiction and competence. It also means a massive in-
crease in the number of cases on the investigation side. In addition, many parcels
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are arriving within the EU which do not even come to the attention of any of the
authorities. Moreover, the investigations launched into suspicious parcels natu-
rally reduce investigative efficiency, which is particularly damaging on the supply
side, because not enough attention is paid to these high-profile crimes. Some legal
and organizational solutions could be offered to the investigating authorities to
avoid investigating drug offenses that would otherwise be on the demand side,
the Achilles’heel of which would be to relax the strict principles of legality and of-
ficialism. The legislative change could also improve the effectiveness of detection
and evidence if parcel services were to record significantly more data when taking
orders. It would also greatly improve the effectiveness of law enforcement if a sep-
arate unit were set up to deal with illegal activities in the online drug market and
explore the links between the drug dimension of organized crime and cybercrime.
The online drug trade is a significant challenge for law enforcement. There is no
time for delay in working out legal and professional solutions to curb the online
drug supply as quickly as possible.
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INTRODUCTION

In order to ensure the quality of an investigation and crime scene processing as
its segment, it is first necessary for authorized officials to establish the perimeter
of the crime scene properly, and then to secure and protect it until the arrival of
the crime scene investigation team. Only an unchanged appearance of the crime
scene allows for a high quality and thorough collection of relevant information,
objects and traces, in order to elucidate a criminal offence or event. The perimeter
of the crime scene should encompass all traces that are found (Bjelovuk, 2022:
107). At the very beginning of crime scene investigation, it is recommendable to
make a few photographs of the crime scene as it was found. The gathering of data
at the crime scene is usually done in practice as part of the criminalistic-tactical
tasks, while the crime-investigation experts and forensics specialists deal with the

1 This paper is the result of the realization of scientific research project titled Development of
Institutional Capacity, Standards and Procedures for Countering Organized Crime and Terrorism
in Terms of International Integrations. The project is funded by the Ministry of Science and
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forensic investigation of the crime scene, which involves inspecting the scene,
finding and then marking and preserving relevant objects and traces. In order
to be able to make a decision about which objects and traces are relevant to the
solving of a crime case, the specialist must understand the mechanisms of using
the objects and the origins of traces, and be able to create a mental reconstruction
of the event. Because of this, it is necessary for them to possess some specific pro-
fessional knowledge and the skills for carrying out investigation and the forensic
analysis of the physical evidence they found on site. They should also be familiar
with the further procedure of the analysis of found objects and traces in the foren-
sic lab, in order to observe/respect/ensure the chain of custody and its continuity,
given that they take part in its formation. There are multiple methods which allow
the specialists to document the crime scene properly, or to prove what happened
at it: the verbal method, the photographic method, the video method, the mea-
suring and graphic method, and the method of lifting (Zarkovié, et al., 2012: 117).
Securing the scene of an event, whether it is a crime scene or the scene of a traffic
accident etc., involves permanently preserving the important features of the scene
for further analysis (Lipovac, et al., 2019: 280). The end result of a completed crime
scene investigation is the investigation documentation, whose main components
include the documents created after the found state of the scene of the event was
preserved. Elements of the documentation are the investigation report, the report
of the forensic inspection of the scene, photo documentation, sketches and the
situational plan. Court practice has shown that the most important element of the
investigation documentation is the investigation report (there were cases in prac-
tice where documentation was accepted as adequate despite not having any other
elements aside from the investigation report, while in cases where there was no
investigation report the documentation was deemed to be inadequate). Because of
this, the documentation is organized in such a way as to attach all other elements
of the investigation documentation to the investigation report.

Because the purpose of an investigation is to establish material facts about a certain
event which is the subject of the investigation, the contents of a quality investiga-
tion documentation must fully match the factual state at the scene of the event.
There are three basic principles that must be observed while making the investi-
gation documentation and these are the principles of objectivity, comprehensive-
ness, and compliance (Lipovac et al., 2018: 39). Respecting these principles while
producing investigation documentation ensures that the documentation contains
only such facts as an authorized official has established by observation or on the
basis of personal expert knowledge. The investigation documentation should con-
tain everything that the authority in charge of the proceedings and all other users
thereof may find important. All of its elements should be mutually synchronized,
in terms of their contents, terminology, but also their substance. Regardless of who
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is in charge of an investigation, its success rate is closely related to the applied pro-
fessional knowledge and the used equipment (Zarkovi¢ et al., 2012: 98).

Using the verbal method for describing the factual state at the scene implies the
use of words. In order to be more efficient, it is suggested to use a dictation re-
corder, and then later to enter the facts into a textual document (the investigation
documentation, the forensic report on the crime scene investigation and other
written documents). The use of measuring and graphic method for documenting
the state of the crime scene requires specific knowledge and equipment, as well as
measuring instruments (measuring tapes, laser rangefinder, angle measuring de-
vices, etc.) and the creation of a sketch and a situational plan of the scene (drawing
kit, a computer with drawing software such as AutoCAD or ScenePD, etc.).

When it comes to photographing and video recording as the methods of doc-
umenting the situation and details of the crime scene, it is a fact that analogue
devices have been phased out, and that digital cameras and camcorders whose
technical characteristics allow for the level of quality required for investigation
photography are used instead. Although rarely, certain countries use photogram-
metry devices and equipment (Lipovac et al., 2010). Analytic photogrammetry
involves the use of cameras and computers in order to establish all the measure-
ments needed for the analysis, the creation of a situational plan or even a 3D mod-
el of the crime scene, or some specific objects. In the criminalistic-technical field,
that is forensic analysis of the crime scene, spheric photography is also used, and it
includes panoramic photographing using a camera from a few determined points
of view, and then a software matching of the photos, so that the software such
as Easypano or a similar one should allow for a virtual “walk around” the scene
(Bjelovuk, 2022: 120). Another modern device that finds its use in the forensic
analysis of the crime scene is the thermal vision camera (Kesi¢ & Bjelovuk, 2021).
Unmanned aerial vehicles could also find their place in the forensic investigation
of crime scenes.

UNMANNED AERIAL VEHICLES

Drones are unmanned aerial vehicles, or aircraft, which are controlled using a
unit located on land, or on an object on land, on a ship, on a different aircraft, or
other vehicle by a navigator. They are remotely controlled. They receive controls
from a station that is on land, in the water, in the air, at a nearby or a distant loca-
tion. Unmanned vehicles also include the ones that autonomously travel along a
predetermined trajectory, using an auto pilot. These flying devices are constructed
in a way that allows them to function without a human crew or a pilot, and they
can be reused many times, with the exception of cruise missiles, which are loaded

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"




82 Ivana Bjelovuk, Tanja Kesi¢, Milan Zarkovié¢

with an explosive charge and intended for destroying their targets. Unmanned
aircraft can also be combined, meaning that they are partially controlled by a unit
on land, and partially fly on their own, using previously memorized navigational
data. Over the last couple of years, the definition of an unmanned aircraft has
changed, so that “the U.S. Department of Defense (DoD), followed by the FAA
and the European Aviation Safety Agency (EASA), adopted the term UAS or Un-
manned Aircraft System” (Valavanis & Vachtevanos, 2015: 44).

They found the most widespread use for military purposes,’ where they first start-
ed being used for scouting, target marking, combat and other goals, but were later
adapted for civil use. Thus, unmanned aircraft find their place in agriculture, traf-
fic, photography and other fields. They are manufactured from different materials
that possess certain characteristics; they should be light, but durable at the same
time. The materials that are most often used include plastic and composite materi-
als. The technical specifications of the aircraft (dimensions, weight, load capacity,
power, cruise speed, maximum speed on optimal altitude, tactical radius, range,
flight ceiling, lift-off speed, etc.) differ from model to model. They might even
possess multiple engines depending on their construction. While constructing
an aircraft like this, just as when creating a manned aircraft, it is very important
to pay attention to its aerodynamics. The basic elements of an unmanned air-
craft construction are the body/housing, the control unit, the signal receiver, the
battery, and a mobile device. The kind of sensor used on an unmanned aircraft
depends on the type and purpose of the aircraft. Controlling an aircraft requires
a specially trained user. On the controlling unit, there is a screen which allows for
real time tracking of the aircraft’s position in the air, and also the footage from the
onboard camera.

The use of unmanned aerial vehicles for photographing crime scenes presents
a real revolution in capturing the situation at the crime scene. In order for this
technology to transition into being routinely used by the forensic crews that in-
vestigate crime scenes, a comparative analysis should be made of conventional
methods of crime scene investigation and the use of unmanned aircraft or drones,
as they are also referred to. Photos made from above, from the so-called birds’ eye
view, allow for a better overview of the objects, items and traces found at the crime
scene, especially in the case when there are both wide and narrow angle shots of
the crime scene. This can even be applied in the cases involving an aircraft falling
from a great height, especially in the case of a prior explosion on the aircraft in
the air, when the spread area of objects and traces (wreckage pieces, bodies and
possessions of the casualties) can encompass up to a few square kilometres of geo-
graphically varied, and poorly connected and accessible terrain (Zarkovi¢ et al.,

3 Predator MQ-1 drones were used as espionage tools during the wars in the Balkans. The operators
of the unmanned aerial vehicles flew them from hangars in Albania. See more on this in: M. Maseru,
Xupypuiku npeyusro [M. Mazeti Surgical Precision], Jlaryna, 2014, ctp. 108.
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2009:195) In addition, the use of unmanned aircraft is much more practical, when
compared to the frequently necessary recording from a helicopter (for instance,
for getting a wider picture of the event scene) because of the size and mass of the
vehicle, as well as the cost of operating it. The weight/mass of unmanned aircraft
in civil use does not exceed 150 kg. It is easier to manoeuvre/steer an unmanned
aircraft than a massive machine such as a helicopter. These vehicles also require
a smaller surface to take off and land. Depending on the manufacturer and the
model of the aircraft, the range varies from 200 m to 2000 m from the control unit.

When an unmanned aerial vehicle is used to photograph something, the quality
of the photograph is very important. It depends on a lot of factors, such as the
following, for example: the relative position of the camera and the object being
captured; whether the camera is moving or standing still in relation to the object,
and vice versa. With that in mind, it is very important to properly set up the pa-
rameters for recording, the shutter aperture and exposure length which regulate
the amount of light that is allowed through the objective. When the object and
the camera are in a state of relative movement, that is, when they are moving in
relation to one another, it is important for the exposure to be as short as possible,
in order to avoid capturing a series of consecutive positions, thus rendering the
recording unclear. Also, the quality of the recording is affected by the resolution,
which is directly related to the price of the aircraft. Because of this, the camera
that the aircraft uses to capture footage must be stable (any motion and move-
ment of the vehicle must be stabilized) for the recording to be clear. Logically, the
camera should have the highest resolution possible, as the resolution will directly
influence the quality of the recording.

External conditions under which the recording is made may also affect the quality
of the footage. Drones can be used both indoors and outdoors. The wind is known
to have a significant effect on the recording quality. The effect of the wind can par-
tially be predicted by using a software solution, but unexpected wind surges must
always be taken into consideration. The cameras which are built into these aerial
vehicles are of various DSLR* technologies.

Considering that these vehicles are operated by a software and remote control,
they can be vulnerable, so a lot of attention must be given to their cyber security
(Yagdereli, et al., 2015). Another issue that comes into focus is battery life. Bear-
ing this in mind, it is vital for the operator in the field to be supplied with spare
batteries with a long-life span and a precise indicator of their charge level.

Drones can be equipped with high resolution photo and video cameras, thermal
imaging cameras, heat sensors, radars and other devices which allow them to scan
the terrain according to different parameters, so they can be used with the aim

4 Digital Single-Lens Reflex camera
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of finding human remains (Dukowitz, 2020), and can also be equipped with face
recognition software. So, it should not come as a surprise that the use of drones,
as well as processing the data collected by them, requires specialized training. It is
worth noting, that there are experts specializing in the analysis and interpretation
of drone-collected data (https://digitpol.com/drone-forensics/).

LEGAL FRAMEWORK FOR USE OF UNMANNED AIRCRAFT

The advent of unmanned aircraft, the ever-increasing potentials for their use and
their availability to a large number of users, has naturally given rise to the ques-
tion of legal regulations for this kind of aircraft. Because of this, a lot of countries
have codified some of the most important questions regarding the use and the
necessary conditions for safe usage of unmanned aircraft. Especially important
in this area is the legal regulation of police usage of unmanned aircraft, consider-
ing that they are being used more and more frequently in daily police activities,
including for detecting and solving criminal cases. Certain authors point out that
the possibilities of the usage of drones, or as they sometimes call them “planes
with brains’, are almost unlimited (Dwyer-Moss, 2017/2018: 1049). The necessity
of the existence of precise and clear rules about the usage of this kind of aircraft
stems from the needs of air space safety and national security, as well as from the
fact that with their usage may involve violation of the basic rights and freedoms of
the citizens, primarily the right to privacy.

The first state in the world to solve legally the question of the use of unmanned
aircraft was Australia by creating the Civil Aviation Safety Regulations in 1998.
Some subsequent changes regulated the safe usage of drones, which were then
described as Remotely Piloted Aircraft (RPA). These amendments contained a
general prohibition against operation of an RPA in a way that created a hazard
to another aircraft or personal property, which was supported by more specific
provisions concerning the operation of Remotely Piloted Aircraft Systems (RPAs)
(Butler, 2014: 437-439). These regulations were subsequently amended in 2016
to clarify requirements and limitations governing safe operation of RPAs. This
new scheme categorizes RPA by size and weight. The concept of ‘standard RPA
operating conditions, which is defined in regulation, implies that the RPA is op-
erated within the visual line of sight of the person operating it and the RPA is
operated at or below 400 ft above ground level, by day. Also, it is stipulated in what
circumstances the RPA is not operated: in a prohibited area; in a restricted area;
within 3 nautical miles of the movement area of a controlled aerodrome; over
an area where a fire, police or other public safety or emergency operation is be-
ing conducted without the approval of the person in charge of the operation, etc.
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(Butler, 2019: 1043-1044). In the beginning, the registration of these vehicles was
not required, but it was later requested for any aircraft heavier than 250 g. Also,
unmanned aerial vehicle operators should be educated about the basic rules of air
traffic safety. Despite all this, Australian legislation still contains no provisions on
the usage of cameras, and recording from drones (Butler, 2019: 1044).

In the United States, the usage of drones is regulated on both the federal and state
levels. The federal legislation makes a distinction between the usage of drones for
recreational and commercial purposes. Special rules apply for the aircraft used
by certain agencies, including the police. The Code of Federal Regulation (Ti-
tle 14, 2016) introduced mandatory registration of all drones, the terms for their
safe usage and the conditions that must be met by the people operating them.
The Federal Aviation Administration (FAA) is responsible for introducing, su-
pervising, and implementing the federal rules that apply to the usage of drones. A
part 107 license “allows operations of drones or unmanned aircraft system (UAS)
under 55 pounds at or below 400 feet above ground level for visual line-of-sight
operations only”. Also, this rule has a number of other restrictions, including not
being allowed to fly a drone at night. Some flight restrictions associated with a
part 107 license can be overcome by applying for waivers (Drones — A Report on
the Use of Drones by Public Safety Agencies and a Wake-Up Call about the Threat
of Malicious Drone Attacks, 2020: 7). In order to become part 107 certified, each
drone pilot for the agency needs to pass the FAAs Aeronautical Knowledge Test
to obtain a Remote Pilot Certificate (Drones — A Report on the Use of Drones by
Public Safety Agencies and a Wake-Up Call about the Threat of Malicious Drone
Attacks, 2020: 7). As regards the use of drones by the police, the part 91 COA
(Certificate of Authorization) applies. Operating under the part 91 COA allows
the police agency to set standards for determining whether someone is ready to be
a pilot, because they do not need to take the FAAs Aeronautical Knowledge Test
(Drones — A Report on the Use of Drones by Public Safety Agencies and a Wake-
Up Call about the Threat of Malicious Drone Attacks, 2020: 7). A COA provides
authorization for activities that are prohibited by part 107, such as flying at night,
flying beyond the visual line of sight, flying over people, flying at altitudes above
400 feet above ground level, and flying in controlled airspace (Drones — A Report
on the Use of Drones by Public Safety Agencies and a Wake-Up Call about the
Threat of Malicious Drone Attacks, 2020: 7-8). Under a part 107 license, the drone
is considered a civil aircraft for commercial operations, whereas under a COA, the
drone is considered a public aircraft that is only used for governmental purposes
(Drones — A Report on the Use of Drones by Public Safety Agencies and a Wake-
Up Call about the Threat of Malicious Drone Attacks, 2020: 7-8).

When talking about the usage of drones by the police, it is interesting to note
the Freedom from Unwarranted Surveillance Act was enacted in 2015 in Florida.
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This law prescribes that law enforcement agency may not use a drone to gather
evidence or other information, except:

1. to counter a high risk of a terrorist attack by a specific individual or organization
if the United States Secretary of Homeland Security determines that credible
intelligence indicates that there is such a risk;

2. if the law enforcement agency first obtains a search warrant signed by a judge
authorizing the use of a drone;

3. if the law enforcement agency possesses reasonable suspicion that, under
particular circumstances, swift action is needed to prevent imminent danger to
life or serious damage to property, to forestall the imminent escape of a suspect or
the destruction of evidence, or to achieve purposes including, but not limited to,
facilitating the search for a missing person;

4. to provide a law enforcement agency with an aerial perspective of a crowd of 50
people or more, provided that: the law enforcement agency must have policies and
procedures that include guidelines: for the agency’s use of a drone; or the proper
storage, retention, and release of any images or video captured by the drone; that
address the personal safety and constitutional protections of the people being
observed.

A drone may be used to assist a law enforcement agency with traffic management
and to facilitate a law enforcement agency’s collection of evidence at a crime scene
or traffic crash scene. Otherwise, evidence obtained or collected in violation of
this act is not admissible as evidence in a criminal prosecution in any court of law
in Florida.

In the Republic of Serbia, the question of unmanned flying vehicles is only partial-
ly legally solved. Namely, the Air Traffic Act defines an unmanned aircraft as an
aircraft whose crew is not located on board, and that is either controlled remotely
or uses autonomous flight (Article 3, paragraph 1, item 4). According to these reg-
ulations, unmanned aircraft can be used for commercial, scientific, educational,
sporting and other purposes as long as they do not interfere with air traffic safety
(Article 10, paragraph 1). The Directorate for Civil Aviation was tasked with de-
termining more precise conditions for the safe usage of unmanned flying vehicles,
their categorization, equipment, registration and maintenance, along with the re-
quirements that the parties that operate unmanned aircraft must meet. The law
also provides for responsibility of persons using an unmanned aircraft for any po-
tential damage caused through its use (Article 10, paragraphs 2 and 3). Along with
the responsibility for the caused damage, a legal entity could be liable for breaking
the law if they used an unmanned aircraft in such a way as to endanger air traffic
safety or that is contrary to conditions prescribed by the law. Natural persons can
also be held responsible for these offences. The same law also mentions that the
act of flying a foreign unmanned aircraft in the airspace of the Republic of Serbia
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without permission of the Directorate for Civil Aviation is considered a violation
of the state’s airspace (Article 23, paragraph 2). In order to get approval to fly
from the Directorate for Civil Aviation, one must first obtain the consent from the
ministry in charge of defence (Article 23, paragraph 3). In the case of any breach
of this legal obligation, legal and natural subjects shall answer for their infraction
(Article 258, paragraph 1, item 15 and Article 260, paragraph 1, item 13).

Some more detailed regulations concerning unmanned aircraft can be found in
the Regulation on Unmanned Aircraft (hereinafter: the Regulation), which was
adopted by the Civil Aviation Directorate in 2020. The Regulation determines the
conditions for the safe use of unmanned aircraft, their classification, categoriza-
tion, maintenance and the conditions which the parties that operate them must
meet. However, the provisions of the Regulation only apply to: unmanned aircraft,
whose maximal take off mass (MTOM) is less than 0.25 kg, whose maximum
speed does not exceed 19 m/s and which cannot achieve more than 80 J of kinetic
energy; unmanned aircraft whose maximal take oft mass (MTOM) is greater than
150 kg; unmanned aircraft that are used for operational needs of the authorities
responsible for defence, internal affairs and customs, and for flying unmanned
aircraft in enclosed spaces. The Regulation requires the registration of unmanned
aircraft in the Aircraft Registry, and allows for the maximum flight altitude of
100 meters above the ground, unless the Directorate has previously approved the
flight to go ahead at a greater altitude and allocated the required air space. It is
important to note, that the Regulation generally stipulates that an operator of an
unmanned aircraft (whether a national or a foreign citizen) must be a of age, a
person in good health who has passed an aptitude test that proves that they have
the knowledge necessary for safely operating an unmanned aircraft (Article 20).

As in the presented comparative laws of other countries, the legislation of the
Republic of Serbia also defines unmanned aircraft, their types, and the conditions
for their safe usage. We especially point out the importance of regulating the com-
petencies of unmanned aircraft operators, because expertise and competence, just
as in all other professions, guarantee proper and lawful action (Bjelovuk et al.,
2021: 233). However, unlike the legislation in the United States, Serbian law does
not specifically regulate the use of unmanned aircraft by the police. This omission
can also be noticed in the cases where the police use some other technical means
such as, for example, thermal vision cameras, because using them endangers the
right to privacy and makes room for their illegal use (Kesi¢ & Bjelovuk, 2019:
999). With this in mind, it is important for the lawmakers to resolve these issues
as soon as possible.
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DISCUSSION

Because investigations take place in order to establish facts about some event,
which may have taken place at various, sometimes inaccessible locations, the use
of these devices can prove very useful. It could reduce the risk of injury of the in-
vestigation team members, it would allow for much faster access and insight into
the situation at the event scene, and then a much more adequate choice of neces-
sary measures, manpower and equipment, in line with the circumstances of the
case at hand. Also, the use of unmanned aircraft could be very useful for situations
where an investigation must be conducted following an explosion. Namely, in
these locations, where forensic investigation is very peculiar, there is a risk of new
explosions. Here, the use of these flying vehicles can be very important, because
recording the scene can help notice and neutralize the danger of new explosions.

Conventional methods for crime scene investigation start with gathering informa-
tion about the event (what crime or event took place, who perpetrated them, what
are the consequences, the time when it occurred etc.) that took place, and about
the location (micro and macro location), and then inspecting the crime scene us-
ing senses and equipment (different kinds of lighting devices and detectors). In
order for the original state at the crime scene to remain unchanged, it is necessary
for a forensic investigator to enter the very scene and start making photographs
according to the methodology of crime scene photography. Generally, he/she must
wear protective equipment and have predetermined guidelines that are to be fol-
lowed while at the crime scene, in line with the international standard operational
procedures from the ISO 17020 standard. The main flaw of this approach to the
crime scene is the factor of human error because inattention and unprofessional
behaviour might contaminate or alter the crime scene. Also, even with the neces-
sary caution and controlled movement of the investigation team members, the risk
of contamination is practically impossible to avoid when it comes to latent or hard-
ly visible footsteps of the perpetrator (Zarkovi¢, et al., 2010: 735). This risk could be
avoided by using an unmanned aircraft, considering the fact that it does not have
any physical contact with the crime scene. (Sharma, et al., 2019) Using an onboard
camera, it is possible to gain an insight into the situation at the scene, and to record
during the static phase of the investigation. Recording from an unmanned aircraft
is much less time consuming when compared to the conventional method of doing
it at the crime scene. However, this gives rise to new issues regarding the quality of
the footage received from an unmanned aircraft, and the possibility of a cyber se-
curity breach in respect of the collected data. Also, it would require special training
of the operational forensic experts that are charged with investigating the scene.
Another issue is recording during the so-called dynamic phase of the investigation,
where it is necessary to make certain movements at the crime scene. It goes without
saying that the use of unmanned aircraft by forensic teams, and also the use of the
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footage collected from them further in the legal process for specific legal issues,
must be properly regulated by the law.

When a trace is found at a crime scene, it calls for scale photography, which al-
lows proper reading of the trace dimensions from a photograph. When using an
unmanned aircraft, this activity becomes more complicated.

Forensic crime scene investigation also requires the use of the measuring-graphic
method (sketching of the scene) with the goal of determining the coordinates of
the positions of various objects and traces at the crime scene, which requires fur-
ther footage analysis using special software in order to map the recorded terrain.
The traces are found by the forensic investigators. Certain traces require being
taken from the crime scene for further analysis in forensic laboratories. This in-
volves physically removing the trace and sampling the crime scene, packing and
marking the packaging, in order to ensure the chain of custody. When using an
unmanned aircraft, this activity becomes more complicated.

The use of unmanned aircraft requires additional education of the crime scene in-
vestigation team members, both for controlling the aircraft, and for the processing
of the collected data. Also, using the necessary software requires licensing, which
increases the cost of use of this equipment.

CONCLUSION

Modern technology makes a lot of jobs considerably easier to do, including the
ones in the field of forensic investigation of crime scenes. But, the application
of this technology involves new risks, and the possibility of misuse. It could be
useful to combine the conventional means of forensic crime scene investigation
with recording from unmanned aircraft in the situations where it is necessary for
the safety of the investigation team members (for example, an investigation of the
crime scene under a risk of explosion).

The currently existing operational procedures that are applied in the forensic prac-
tice during crime scene investigation do not recognize the use of unmanned air-
craft. Their use in everyday and routine forensic crime scene investigation should
be delayed. Even though the use of unmanned aircraft makes human activities
in certain areas easier, it also carries the risk of misuse, starting with using the
aircraft as a weapon to destroy various targets, illegal collection of personal data,
or other unethical behaviours. This claim is supported by the fact that the legal
regulations of the Republic of Serbia for the use of unmanned aircraft for forensic
crime scene investigation are not complete.
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INTRODUCTION

Taking into account that criminal offences in the national criminal legislation are
governed by the provisions of the special part of Criminal Code (CC) and partly
by the secondary criminal legislation, as well as that they are classified in various
categories based on a group protection object, the authors attempt to determine
systematization criteria used for providing criminal law protection of a secret as
a defusing defined category, thus indicating potential options for a different the-
oretical classification. The authors’ aim is to analyse the adequacy of the existing
positive legal solutions and to suggest potential amendments to the legal frame in
this complex but important field.

A secret in the paper is considered both as an object of protection and an object
of action, i.e. as a material object upon which a criminal offence is committed. It
is not perceived as an object in an ordinary meaning but as the value, i.e. a set of
individual rights or as a secret which the legislator defined as a trade, state, official
or military secret.
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Republic of Serbia, within its program “IDEAS” - Management of New Security Risks - Research
and Simulation Development, NEWSIMR&D, #7749151.
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The five types of secrets specified by the legislator of the Republic of Serbia are
provided the strongest legal and criminal law protection. However, certain types
of secrets are explicitly defined in a different way and their protection is pre-
scribed in various chapters defining criminal offences within the Special part of
the Criminal Code.

The basic research question and the purpose of the paper is to establish, define
and determine criteria used as the basis for different definitions of secrets pre-
senting a substantive criterion for specifying conducts which should be regarded
as criminal acts and their categorization in various groups of criminal offences
which are mutually heterogeneous.

DESIGN/METHODS/APPROACH

Beside the introduction and conclusion, the paper has four separate chapters. The
first chapter deals with the questions of the general theoretical determination of
a secret and its normative definition in the Serbian legislation. The second one
reviews a secret as a specific object of protection within various types of criminal
offences and a secret as an object of action in five incriminating manifestations.
The third chapter offers a standard analysis of the characteristics of the substance
of the criminal offence of illegal disclosure of a secret, Art. 141 of the CC from the
category of criminal offences against the rights and freedoms of man and citizen,
while the fourth one surveys a normative analysis of the criminal offences which
are provided protection by other manifestations of a secret, such as: disclosure of
a trade secret, Art. 240 of the CC from the group of criminal offences against the
economy; disclosure of a state secret, Art. 316 of the CC from the group of crim-
inal offences against the constitutional order and security of Serbia; disclosure of
an official secret, Art. 369 of the CC from the group of criminal offences against
official duty and disclosure of a military secret, Art. 415 of the CC from the group
of criminal offences against the Army of Serbia. Special attention has been paid to
a criminal offence provided for by Art. 98 of the Data Secrecy Law and its relation
with the incriminations from Art. 316, 369 and 415 of the CC.

The authors start their analysis from the standard normative method since the
subject of the research is a legal text, i.e. five separate norms providing criminal
law protection of the individual secret and the secrets protecting economic or
public interest (trade, state, official and military, i.e. secret data).

In addition to the normative method, standard methods of formal logic, induc-
tion and deduction, as well as analysis and synthesis have been used in the paper.
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THEORETICAL AND NORMATIVE DETERMINATION
OF A SECRET IN SERBIAN LEGISLATION

“He who keeps his secrets to himself remains his own master forever” the words
of Omar Ibn Al- Khattab (Mislilo - knjiga misli hiljadu mudraca, 1993:787) un-
equivocally contains the motive of the source and secret keeping. A fundamental
requirement for keeping a secret arises from everyone’s right to freedom - freedom
that the data and information somebody possesses may be obtained freely, without
any restraints and that they are employed solely for the purpose they are meant for,
meaning that the user, holder of the secret, may use everything that secret contains.
On the other hand, La Bruyere’s quote “When a secret is revealed, it is the fault of the
man who confided it” (Mislilo — knjiga misli hiljadu mudraca, 1993:787) indicates
its other dimension - disclosure. If a secret, comprehended solely in its linguistic
sense of the word, is determined as “a fact known to a tight circle of people who
have justified general or individual interest not to spread it” (Bodrozi¢, 2019:228),
is not kept adequately, it loses its fundamental meaning and becomes its opposite; it
becomes a datum, just a piece of information which may be misused against persons
and the society who were its legal and legitimate “holders”

The issue of determination of a secret and the system of its keeping in a modern
democratic society depends on the method of its basic categorization and deter-
mines implications of its disclosure.

According to the literature, a secret may be either private or public. A private
secret is the result of a close relation and the relation of confidentiality among
people (Peran et al., 2015:127), while a public secret has a broader sense involving
data which state bodies or legal authorized persons, as well as natural persons
who have access to the mentioned data are obliged to keep secret under certain
circumstances and it may be classified as a trade, state, official or military secret
(Bodrozié, 2019:228).

We are of the opinion that secrets should be classified according to two important
criteria: a) interest which is protected by keeping a secret and b) individual, group
or collective values which are the subject of protection. Taking these two criteria
into consideration, secrets may be divided into: 1. secrets protecting interests in
the field of national security (secret data); 2. secrets protecting interests in the field
of corporative security (a trade secret), and 3. secrets protecting interests in the
field of individual security (an official or personal secret).

Strictly legally speaking, secret has its material and normative dimension. The
material dimension implies that a datum or a piece of information comprising a
secret is known only to a certain person or a group of people, while the normative
dimension of a secret concurrently denotes the fact that the secret is known only
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to a certain group of persons, as well as the existence of norms protecting it and
proscribing its disclosure.

The normative determination of a secret represents both a foundation and limit
line for prescribing mechanisms for its protection. The categorization and defini-
tion of secrets in the Republic of Serbia are regulated by the Data Secrecy Law, the
Law on Personal Data Protection, the Law on Protection of Trade Secret and the
Criminal Code.

The Law on Protection of Trade Secret and the CC explicitly define the concept of
a trade secret, while the CC also defines the concept of a state, official and military
secret. The Data Secrecy Law has particular importance because it systematically
regulates the field of information protection which is of interest to the Republic
of Serbia and it revokes the former classification of secrets as official, military
and state, introducing as a substitute the concept of secret data which is further
ranked with adequate secrecy levels (internal, confidential, strictly confidential
and a state secret). Although the concept of a personal secret is not explicitly de-
fined by the CC, it relies on other normative by-laws which regulate the labour of
certain professions (primarily the work of lawyers and medical staff) and there-
fore they are labelled as official secrets. Here, the criminal offence of unlawful
secret disclosure regulated by Art. 141 of the CC stands out. Furthermore, we
may refer to the incriminations protecting constitutional right to privacy since
they both directly and indirectly protect a personal secret as well. The following
criminal offences may be classified here (adequate articles of the CC are cited in
the brackets): unauthorized disclosure of a secret (Art. 141); stalking (Art. 138a,
paragraph 1, item 3); violation of privacy of a letter and other mail (Art. 142);
unauthorized wiretapping and recording (Art. 143); unauthorized photograph-
ing (Art. 144) and unauthorized publication and presentation of another’ texts,
portraits and recordings (Art. 145); unauthorized collection of personal data (Art.
146); as well as dissemination of information on personal and family life (Art.
172) (Milosevi¢, 2021a:115). Nevertheless, taking into account that the criminal
law protection of the right to privacy may justifiably be studied separately from
the subject of our paper, we shall not deal with it in detail here. Excluding all of the
above mentioned, we shall focus only on the incrimination determining a secret
as an indirect object of protection (Art. 141 of the CC).

According to Art. 2 of the Data Secrecy Law “classified information shall mean
any information of interest to the Republic of Serbia, which has been classified
and for which a level of secrecy has been determined by law, other regulations or
decisions of a competent authority passed under law” (Data Secrecy Law, Official
Gazette of the Republic of Serbia, no. 104/09).

The purpose of this regulation as stated by Art. 2 of the Data Secrecy Law is to
protect fundamental rights and freedoms of natural persons, especially their right
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to the personal data protection, while its application is connected to processing
of personal data entirely or partially, both as automated and non-automated pro-
cessing of personal data, which are part of a data collection or are intended for the
data collection. The syntagma “personal data” as to Art. 4 of this law is defined
as any information regarding a natural person whose identity is determined or
determinable directly or indirectly, especially on the basis of the identification
labels (e.g. the name and unique personal identification number), information on
location, identifier in electronic communications networks either of one or more
features of his/her physical, physiological, genetic, mental, economic, cultural
and social identity, while the concept of “personal information processing” im-
plies any operation or set of operations which are performed in an automated or
non-automated way in connection with the personal data or their collection, such
as collecting, recording, classifying, organizing i.e. structuring, storing, adapting
or modifying, disclosing, granting access, using, disclosing through transmission,
i.e. delivering, copying, disseminating or rendering the data accessible in any oth-
er way, comparison, restriction, deletion or destruction (Law on Personal Data
Protection, Official Gazette of the Republic of Serbia, no. 87/2018).

The Law on Protection of Trade Secret governs the legal protection of a trade secret
against unlawful acquisition, use and disclosure. The law entered into force in 2021
- superseding the law with the same name, which had been in effect for ten years
but which had regulated the protection of trade secret in a different way - and as
such it represents the legal foundation directly regulating the concept, civil-law, cor-
porate offence and misdemeanour protection of a trade secret, while criminal-law
protection of such a secret is regulated by the CC provisions. As to Art. 2 of the Law
on Protection of Trade Secret, information considered a trade secret 1) represents
a secret because it is not in whole or in terms of the structure and set of its compo-
nents generally known or easily accessible to persons who in their activities usually
come into contact with this type of information, 2) has commercial value because
it represents a secret, 3) a person legally controlling it has undertaken reasonable
measures in order to preserve its confidentiality (Law on Protection of Trade Secret,
Official Gazette of the Republic of Serbia, no. 53/2021).

SECRET AS A SPECIFIC OBJECT OF PROTECTION
WITHIN VARIOUS GROUPS OF CRIMINAL OFFENCES
AND SECRET AS AN OBJECT OF ACTION

The concept of a secret is comprehended in a defusing way and as such it is pro-
tected, and its protection as a direct object of protection is regulated in five incrim-
inations in the CC. They are all grouped in different criminal offences according
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to the prevalence of interests which are to be realized by their protection. Protec-
tion of a personal secret is typically associated with concurrent protection of a
trade secret which has been unlawfully disclosed by a person, thus committing a
criminal offence against fundamental rights and freedoms of man or citizen. The
subject of our analysis is the criminal offence regulated by Art. 141 - unlawful
disclosure of a secret. Other criminal offences protecting the right to privacy and
thus indirectly a personal secret as well, should not be overlooked either. Howev-
er, as we have already mentioned, we have chosen to focus on this incrimination
because of terminological reasons as the only one among others directly regulat-
ing a personal secret as an object of action.

Secrets protecting the interests of the state, i.e. national security, are governed by
different chapters of the CC dedicated to the following objects of protection: con-
stitutional order and security, official duty and army.

Secrets protecting corporative security, i.e. interests of business entities (legal en-
tities and natural persons dealing with economic activities) are termed as trade
secrets. Socially dangerous conducts in the field of protection of trade secrets are
incriminated by the criminal offence in Art. 240 of the CC headed as Disclosing
of a Business Secret. This criminal offence is to be found in chapter 22 of the CC
dedicated to criminal offences against economic interests.

All mentioned manifestations of a secret in the sense of a criminal offence also
represent an object of protection differentiated within a group object of protection
as a specific value whose endangerment or violation indirectly compromise and
infringe its abstract value. They simultaneously have the function of an object of
action, i.e. of the value upon which a criminal offence is committed and which are
defined as disclosure and revelation.

CRIMINAL LAW PROTECTION OF A PERSONAL SECRET -
UNAUTHORIZED DISCLOSURE OF SECRET, ART. 141 OF CC

The criminal offence of unauthorized disclosure of a secret is stipulated by Art.
141 of the CC under a group of criminal offences against the rights and freedoms
of man and citizen. It consists of a basic form provided for in the first paragraph
and a special paragraph stipulating a specific basis for exclusion of illegality.

The article deals with a specific criminal offence delicta propria since a perpetra-
tor may be a person practicing precisely defined professions. He/she may be a law-
yer, physician or any other person who in an unauthorized way discloses a secret
learned while performing his/her professional duty. The article specifies two pro-
tessions that offenders may practice, while other perpetrators may also be persons
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who because of the nature of their job have opportunity to find out personal secrets
of other people and disclose them. These professions include clerics, pharmacists,
midwives, nurses and trainee lawyers since personal secrets of people with whom
they deal with during performance of their duties may come to their knowledge.

A good example is the Opinion of the Ministry of Labour, Employment, Veteran
and Social Affairs stating that “it is unethical and unprofessional practice of the
employees in the social welfare centers to pass on information about children and
their parents so as to avoid professional procedure, thus giving priority to cer-
tain persons who want to adopt children in accordance with their expectations.
Furthermore, disclosure of the data from official records is the violation of legal
obligation of keeping official secret (Art. 323 and Art. 331 of the Family Law)
resulting in criminal liability as to Art. 369 of the CC. All other people, as well as
lawyers and physicians, who disclose information about a child for whom there
is assumption that it may be adopted and which they have learned during the
performance of their professional duty shall be held accountable (Art. 141 of the
CC). (Opinion of the Ministry of Labour, Employment, Veteran and Social Affairs
110-00-00681/2007-14, 17™ July 2007).

This offence is defined as the disclosure of a personal secret of an individual. The
concept of disclosure implies revealing or granting access to a secret, i.e. the data
unknown to him/her which are “an official secret the perpetrator was obliged to
keep confidential on the basis of regulations and a professional code” (Stojanovic,
2020: 528).

As apersonal secret is not explicitly defined under Art. 141, it should be comprehend-
ed as the data on a person, his/her features, medical status, family and other relations
with regard to his/her personality and private life (Dordevi¢, Kolari¢, 2020: 52).

An illustrative example of the obligation of keeping an official secret is a law-
yer-client privilege specified under Art. 14 of the Code of Professional Ethics im-
plying “everything that a client, or a person given a power of attorney by a client,
has confided to his lawyer representing him/her in the case, has learned or ob-
tained in any other way during the preparation, in the course of or after the legal
representation in court” (Code of Professional Ethics of Lawyers, Official Gazette
of the Republic of Serbia, no. 27/2012 and 159/2020 - decision by the Constitu-
tional Court). Similarly, a medical secret is defined under Art. 23 of the Code of
Medical Ethics of the Medical Chamber of Serbia as professional medical secre-
cy denoting “all information a physician possesses about his/her patient, his/her
personal, family and social environment, as well as all information about deter-
mining disease, treatment and disease monitoring obtained during performance
of professional duty (Code of Medical Ethics of the Medical Chamber of Serbia,
Official Gazette of the Republic of Serbia, no. 104/2016).
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An offence may be perpetrated by commission, or occasionally by failing to act.
Constitutional feature of the body of criminal offence specifies that the disclosure
of a secret must be unauthorized. Consequently, there are situations in which the
disclosure of secrets is not only admissible but also the obligation of a person
who knows such a secret. In case of the medical profession, such situations refer
to disclosing information about contagious diseases, mental disorders of a per-
son applying for a job, the birthdate of a child or en exact hour of death. In all
the mentioned situations a doctor is obliged to report the information he/she has
come into possession.

Beside these cases, paragraph two of the same article stipulates a specific basis for
exclusion of illegality implying that the person committing the offence of disclo-
sure of a secret of general interest or the interest of other person defined in para-
graph 1 shall not be punished since the disclosure in such cases is more important
than keeping information confidential. It involves two cumulatively defined con-
ditions whose simultaneous realization brings about the exclusion of illegality and
accordingly of a criminal offence.

Premeditation as a subjective element of an entity results in the sentence of either
a fine or imprisonment lasting up to one year. On an abstract level, the principle
of proportionality and justice, as well as the utilitarian character of criminal law
are the basis of the relatively lenient sentencing policy of the legislator establishing
adequate balance between the protection of fundamental rights and freedoms and
necessary and justifiable repression (Bodrozi¢, 2020: 384).

Taking into consideration sentences provided for by the law, these offences are
classified as petty crimes for which courts may opt for sentence substitution as a
standard in modern European criminal law sentencing policy and consider im-
posing community sentence instead of short-term imprisonment depending on a
particular case and actual circumstances.

Pointing out minor importance of this offence, Art. 153, paragraph 2 cumulatively
provides for a number of criminal offences for which a civil suit may be filed.

CRIMINAL LAW PROTECTION OF A SECRET IN NATIONAL

AND CORPORATIVE SECURITY - DISCLOSURE OF A STATE,

OFFICIAL AND MILITARY SECRET, SECRET INFORMATION
AND TRADE SECRET

Criminal law protection of a secret in national and corporative security (secrets
protecting state, i.e. national or business interests) is specified in four criminal
offences in the CC and one incrimination in the Data Secrecy Law. These include
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disclosure of a trade secret, Art. 240 of the CC referring to a group of criminal
offences against economy, disclosure of a state secret, Art. 316 of the CC relating
to a group of criminal offences against constitutional order and security of Serbia,
disclosure of an official secret, Art. 369 of the CC regarding a group of criminal
offences against legal duty, disclosure of a military secret, Art. 415 of the CC per-
taining to a group of criminal offences against the Army of Serbia and criminal
offence stipulated by Art. 98 of the Data Secrecy Law.

The CC provides for a number of criminal offences with a multiple object of pro-
tection. There is a great number of incriminations which concurrently include the
protection of numerous values. When considering these offences, the legislator
must take into account the concept of legitimacy while opting for dominant ab-
stract value as a systemizing criterion. The situation as regards criminal law pro-
tection of a secret is less complicated since the legislator in advance prescribes the
group in which this offence will be categorized by explicitly defining a particular
secret.

The concept of a trade secret as to Art. 240, paragraph 4 of the CC includes all the
data and documents which are declared a trade secret by the law, other regulations
or the ruling of a competent authority provided for by the law and whose disclo-
sure would or could result in damaging consequences for the subject of a business
(CC, Official Gazette of the Republic of Serbia, no. 85/2005, 88/2005 — amend-
ment, 107/2005 - amendment, 72/2009, 111/2009, 121/2012, 104/2013, 108/2014,
94/2016 and 35/2019). Undoubtedly, an object of protection in this criminal of-
fence refers to the right of competition, while a group object of protection relates
to businesses, i.e. economy.

The concept of a state secret as defined by Art. 316, paragraph 5 of the CC in-
cludes all the data and documents which are declared a state secret by the law,
other regulations or the ruling of a competent authority provided for by the law
and whose disclosure would or could result in damaging consequences for the se-
curity, defence or political, military and economic interests of Serbia (CC, Official
Gazette of the Republic of Serbia, no. 85/2005, 88/2005 - amendment, 107/2005
- amendment, 72/2009, 111/2009, 121/2012, 104/2013, 108/2014, 94/2016 and
35/2019). The last part of the definition specifies that the object of protection in
this criminal offence refers to the security of Serbia, while a group object of pro-
tection relates to the constitutional order (political, military or economic inter-
ests) and security of the Republic of Serbia.

The concept of an official secret as specified by Art. 369, paragraph 4 of the CC
also includes all the data and documents which are declared an official secret by
the law, other regulations or the ruling of a competent authority provided for by
the law and whose disclosure would or could result in damaging consequences for
the service (CC, Official Gazette of the Republic of Serbia, no. 85/2005, 88/2005
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- amendment, 107/2005 — amendment, 72/2009, 111/2009, 121/2012, 104/2013,
108/2014, 94/2016 and 35/2019). By putting an emphasis on the service, i.e. offi-
cial duty as the value that may be endangered by disclosure of a secret, this crimi-
nal offence is classified as a classic wrongful act against official duty.

A military secret as to Art. 415, paragraph 4 of the CC includes all the data and
documents which are declared a military secret by the law, other regulations or
the ruling of a competent authority provided for by the law and whose disclo-
sure would or could result in damaging consequences for the Army of Serbia or
defence and security of the state (CC, Official Gazette of the Republic of Serbia,
no. 85/2005, 88/2005 — amendment, 107/2005 — amendment, 72/2009, 111/2009,
121/2012, 104/2013, 108/2014, 94/2016 and 35/2019). As already defined in the
previous three paragraphs of this paper, since the disclosure of a military secret
may pose a detriment or endanger the object of protection, this criminal offence
is classified in the group of criminal offences against the Army of Serbia.

The interpretation of the terms used in the CC is mostly in connection with Art.
112 which defines the terms in the Code. Since the mentioned article includes the
terms of general character that may be found in a number of provisions of the CC,
this article specifies their uniform meaning regardless of the provision in which
they are used. As for the definition of the term a secret in the provisions of the CC,
it must be pointed out that these are only interpretative provisions, characteristic
for the use of just one norm. Therefore, bearing in mind the necessity for an eas-
ier and more systematic review of the method by which the CC provides for the
protection of a secret, their interpretation is given successively, both for easier use
and the ensuing comparison.

The chosen nomotechnics used by the legislator to define subtypes of a secret is
generally consequent. It represents the extension of the definition “the data and
documents stipulated by the law, other regulations or the ruling of a competent
authority provided for by the law” declaring a particular subtype of secret whose
disclosure would or could cause detrimental consequences for one of the select-
ed objects of protection. Although a uniform definition facilitates the use of this
norm in practice and provides technical precision, it should be accompanied by
a consequent definition of the other part of the norm which will be discussed in
the part of the paper dealing with the analysis of the elements of the entity of four
criminal offences protecting secret.’

3 Various legislative techniques, i.e. styles characterizing them may be in connection with the
comprehension of the norm or its technical precision. Legal reasoning is mostly expressed through
linguistics, i.e. used nomotechnical style, which after it has been chosen must (should! A/N) be
consequently used throughout the whole text of regulations. Otherwise, it may lead to confusion
and diversion from the fundamental nomotechnical and legal-political foundations of the legal text
(Bodrozi¢, 2022:124-125).
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DISCLOSURE OF A TRADE SECRET, ART. 240 OF THE CC

Disclosure of a trade secret is incriminated by provisions of Art. 240 of the CC.
This criminal offence has one fundamental and two supplement forms (qualified
and privileged) and it is, as already mentioned, classified in the chapter dealing
with criminal offences against economy. The fundamental form (Art. 240, para-
graph 1) consists of two alternative perpetrations. The offence shall be committed
if a perpetrator discloses, hands over or in any other manner makes available in-
formation declared a business secret or otherwise obtains such information with
the intention of handing it over to an unauthorized person. Premeditation rep-
resents a subjective element, while the other alternative perpetration requires the
determination of a specific norm. The maximum penalty for this form of disclo-
sure of a trade secret is imprisonment of six months to five years.

Paragraph 5 of this article offers a criminal law definition of a trade secret. Taking
into account that its content has instructing character, it should be interpreted in
accordance with the provisions of the special code which deals with the subject of
secret protection in the Law on Protection of Trade Secret (Milosevi¢, 2021: 57;
Mandié et al., 2017: 302).

The literature emphasizes that the scope of criminal law provision is not suffi-
ciently comprehensive (MiloSevi¢, 2021: 60). The Law on Protection of Trade Se-
cret, whose content is inspired by the EU Directives on the Protection of Trade
Secrets (Directive 2016/943 of the European Parliament and of the Council of
8 June 2016 on the protection of undisclosed know-how and business informa-
tion (trade secrets) against their unlawful acquisition, use and disclosure, Official
Journal of the European Union, no. 157/1) introduces civil law and criminal law
(corporate crime and misdemeanour) liability for unauthorized disclosure, acqui-
sition and use of confidential trade secrets. However, the analysed provision of the
CC incriminates only unauthorized disclosure of secrets and excludes acquisition
and use by an unauthorized person. The court practice, which is otherwise rather
lacking with regard to this criminal offence, supports this position as in the Ruling
of the Basic Court in Ni$, K 65/14 of 23 April 2014 (Milosevi¢, 2022: 134).

Additionally, the fact that the Law on Protection of Trade Secret introduces crimi-
nal law sanctions for unauthorized disclosure, use and acquisition of trade secrets
may cause problems regarding the enforcement of the law, i.e. a conflict between
criminal law and misdemeanour (i.e. corporate crime) provisions in the light of
criminal procedural principle ne bis in idem (Milosevi¢, 2021: 63). In fact, unau-
thorized disclosure is sanctioned by criminal law, misdemeanour and corporate
crime provisions, while unauthorized acquisition and use are exclusively the sub-
ject of misdemeanour and corporate crime law, which is not logic and sustainable
legal solution. Evidently, all three forms of unauthorized acts are the basis for civil
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law liability (as well as labour law liability if all conditions are fulfilled); nonethe-
less, these forms of liability are neither mutually competitive nor they exclude the
enforcement of penal sanctions.

The qualified form of the offence, for which the maximum penalty is imprisonment
of two to ten years including a fine, is committed if it was perpetrated with an intent
- if it is motivated by greed or if the disclosed data were exceptionally confidential.
Greed represents the motive for unlawful material benefit (Deli¢, 2021; Vukovi¢,
2021), while exceptionally confidential data are defined as “those whose disclosure
could inflict considerable damage to the holder of a trade secret” (Milo$evi¢, 2022:
134). “Nevertheless, with the purpose of reaching conclusion that a certain datum of
a trade secret was particularly confidential when compared to others, it is necessary
for the holder of that secret to declare it as the secret of higher confidentiality and
to take stricter measures than the ones used for the protection of other data of that
trade secret” (MiloSevi¢, 2022: 134; Mandic et al., 2017: 303).

A less serious form of the disclosure of a trade secret is committed when the ob-
jective elements of the basic form are perpetrated negligently. The prescribed pen-
alty is up to three years of imprisonment. “A negligent form is committed when
e.g. an employee does not keep to the recommended company procedures and
protection standards, taking it for granted that the data will not fall into the hands
of an unauthorized person or that he will be able to prevent the disclosure to an
unauthorized person. The same thing will happen in the case when the perpetra-
tor does not expect or is not aware that his conduct may cause the violation of a
trade secret although he/she is obliged or could foresee it on the basis of his/her
personal features and circumstances. An illustrative example is the situation in
which the perpetrator leaves recorded parameters for electronic access to the data
on his/her office desk (unprotected from unauthorized persons) without consid-
ering that someone could take advantage of them” (Milosevi¢, 2022: 135).

DISCLOSURE OF A STATE SECRET, ART. 316 OF THE CC

The criminal offence of disclosing a state secret is provided for by Art. 316 of the
CC of the chapter 28: “Criminal offences against the constitutional order and se-
curity of the Republic of Serbia” (Milosevi¢, 2010). Confidential data, which are
defined and ranked in accordance with the existing regulations, are protected by
this incrimination. As already emphasized, the basic law regulating the confiden-
tiality of data is the Data Secrecy Law. However, the fact that this law comprises
a criminal law provision arises questions and dilemmas in practice (Kovacevi¢,
Milosevi¢, 2022). “Consequently, both the criminal offence of disclosure of secret
data provided for by the Data Secrecy Law and “old” criminal offences (disclosure
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of a state secret, disclosure of an official secret and disclosure of a military secret)
stipulated by the CC are contemporarily in force. The criminal offence defined by
Art. 98 of the CC refers to the disclosure of secret data which are ranked through
the provisions of that law (chiefly, all confidential data originating upon its enact-
ment in 2009), while the criminal offences from the CC refer to the disclosure of
the data defined by previous provisions, i.e. provided for before the Data Secrecy
Law came into effect” (Milosevi¢, 2022: 215). Hence, we shall firstly present three
criminal offences from the CC, then discuss their relation with the incrimination
from Art. 98 of the Data Secrecy Law.

The basic form of the offence defined by Art. 316 of the CC is committed when the
perpetrator discloses, hands over or in any other way makes available to an unau-
thorized person information or documents that are entrusted to him/her or that
he/she acquired otherwise. In this case premeditation is the subjective element.

The disclosure of a state secret, as opposed to espionage, does not include a for-
eign element (Stojanovi¢, 2018; Pordevi¢, 2014; Deli¢, 2021; MiloSevi¢, 2022).
Espionage therefore presents incrimination protecting secrecy of data, but it re-
quires additional elements that make it sufficiently specific for not being a sepa-
rate subject of this paper. Prescribed penalty for the basic form of the disclosure
of a state secret is from one to ten years of imprisonment. The legal definition of a
state secret is specified by paragraph 5, while paragraph 6 defines which data and
documents cannot be declared a state secret.

Art. 316 comprises paragraph 2 defining one of the privileged forms of the crimi-
nal offence for which the prescribed penalty is from six months to five years of im-
prisonment. This form of the offence is committed when a perpetrator reveals the
data that he/she unlawfully obtained to an unauthorized person. It incriminates
the perpetration of a person who is not a lawful holder of a secret but who obtains
it unlawfully and then hands it over, discloses or makes available to another un-
authorized person. The same penalty is prescribed for the form from paragraph
4 (which is also lenient). This form is committed when a state secret is disclosed
negligently (Kovacevi¢, Milosevi¢, 2022: 100).

Nonetheless, it should be mentioned that “it is still not clear why the legislator
fails to incriminate unlawful acquisition of the ranked documents by an unau-
thorized person regardless of the fact whether the secret has been handed over or
not” (Kovacevié, MiloSevié, 2022: 101).

Art. 316, paragraph 3 defines the qualified form for which the penalty of three to
fifteen years of imprisonment is provided for. The legislator specifies two alterna-
tive qualifying circumstances: the first referring to the offence committed during
the state of war or emergency state, the second one in case the security, economy
or armed forces of the state are endangered.
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DISCLOSURE OF AN OFFICIAL SECRET, ART. 369 OF THE CC

The offence under Art. 369 of the CC is formulated similarly to the offence un-
der Art. 240, although with some differences arising from the nature of these in-
criminations. The basic form may be committed solely by officials who unlawfully
disclose, hand over or in any other way make available the data representing an
official secret, or gather such information in order to hand it over to an unautho-
rized person. The prescribed penalty is from six months to five years of impris-
onment - the same as for the basic form of the disclosure of a trade secret. Oddly,
the legislator evaluates the level of abstract social jeopardy of these two offences
as equal although the offence under Art. 240 protects the interests of business en-
tities, while the incrimination under Art. 369 protects official, i.e. public interests.

Analogously to the adequate provisions in Art. 316, the legislator defines the con-
cept of an official secret and the so called unlawful official secret in paragraphs
5 and 6. As these provisions are also of indicating character, other regulations
should be consulted for their comprehension, primarily the Data Secrecy Law and
other laws that had been in force before it came into effect.

Even the basic form of disclosing an official secret, more precisely its other alter-
native commission, the act which is by its nature a preparatory action, is equalled
to a completed action indicating in that way the importance of early criminal jus-
tice response and prevention of these acts by which the confidentiality of the data
in national security is breached. It is interesting that paragraph 6 of Art. 369 spec-
ifies explicitly that an offence may be committed by an official after his position of
an official has ceased. This solution is logical because an official is still acquainted
with the secret data after his official position has ceased. Therefore, it is of vital
importance to secure criminal justice protection in such a case.

The legislator provides for a serious form of this offence: “If the offence specified
in paragraph 1 of this Article is committed for gain or in respect of particularly
confidential information or for publishing or use abroad, the offender shall be
punished by imprisonment of one to eight years” (Art. 369, paragraph 2 of the
CQ). This offence differs from the serious form of the disclosure of a trade secret
by one qualifying circumstance - the foreign element. It seems that this circum-
stance is not classified as a feature of the qualifying form of the offence of the
disclosure of a trade secret due to the omission by the legislator (Milosevi¢, 2021;
Milosevi¢, 2022). The legislator stipulates the punishment of one to eight years of
imprisonment for this form of offence, while a more severe sentence is prescribed
for a serious form of the disclosure of a trade secret. It is difficult to find the ex-
cuse for such a solution provided for by the legislator since it is neither logic nor
legitimate from the criminal law policy point of view.
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Eventually, the specified sentence for negligent disclosure is up to three years of
imprisonment, the same as for the adequate form of the disclosure of a trade secret.
It is interesting that unlike the offence of disclosing a state secret, the law does not
provide for a form of the offence relating to unauthorized use of secret. We consid-
er this to be the omission by the legislator (Kovacevi¢, Milosevi¢, 2022: 103).

DISCLOSURE OF A MILITARY SECRET, ART. 415 OF THE CC

Article 415 of the CC incriminates the disclosure of a military secret. The ba-
sic form is characterized by almost the same features as for the criminal offence
specified in Art. 369 although the perpetrator is not defined as “an official” but
as “a person who unlawfully communicates...”. The prescribed sentence is from
six months to five years of imprisonment (once again exactly the same as for the
disclosure of a trade secret, which we consider to be a rather unusual solution).

Although it is not explicitly specified that the perpetrator may be solely an army
officer or an official employed in the Army of Serbia, i.e. the competent Ministry
of Defence, it is clear that a military secret may be disclosed only by a person
in lawful possession of such a document or information. Beside an army officer
or official (e.g. a civilian dealing with official duties in the Ministry of Defence),
this offence may be committed by any other person who is entrusted with such
a document or information (e.g. an employee dealing with technical and other
professional duties, a courier, an official of another body of public authority, an
authorized person in a legal entity discharging public authorities functions or a
person employed with a company dealing with legal obligations in the field of
defence, i.e. developing a defence plan, etc.).

Paragraphs 2 and 3 of this article are formulated in exactly the same way as the crim-
inal offences of the disclosure of a state secret although there are certain differences
relating to the object of action (a military instead of an official secret). Even the
range of prescribed sanctions is the same. Here the attention should be paid to the
fact that if judged by the prescribed sentences, the legislator estimates the abstract
social value of the disclosure of a trade secret in a qualified form as greater value
compared to a serious form of the disclosure of a military secret (?!). Additionally,
we want to emphasize that the punishment for unlawful use of a military secret is
not provided for in this criminal offence (Kovacevi¢, Milosevi¢, 2022: 103).

As in the case of disclosing an official secret, paragraphs 5 and 6 define the concept
of a military secret specifying data and documents which are not to be deemed a
military secret.
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THE RELATION BETWEEN THE OFFENCES PROVIDED
FOR BY ART. 98 OF THE DATA SECRECY LAW
AND CORRESPONDING INCRIMINATIONS IN THE CC

The provision of Art. 98 of the Data Secrecy Law provides for the criminal offence
of the disclosure of secret data, as we shall term it freely, considering the fact
that it does not have a legal name (Kovacevi¢, Milosevi¢, 2022:98). This offence
has its basic, qualified and privileged forms. Objective and subjective elements
are essentially identical as in the already analysed criminal offences except for an
important difference with regard to the object of action. The basic form occurs if
the object of action (secret data) is labelled with levels of confidentiality “internal”
and “classified”; a serious form involves the data categorized as “strictly confiden-
tial”, while a more serious form is labelled as “a state secret”. The most serious form
exists when one of the following qualifying circumstances occurs: the offence is
committed during either the state of war or emergency, for obtaining unlawful
gain or for the use abroad. The stipulated sentence depends on the fact whether
the perpetrator has committed the offence defined in paragraphs 1, 2 and 3 in-
volving adequate qualifying circumstance. The legislator provides for the criminal
offence of disclosing secret data committed from negligence.

The fundamental question arising here is how to determine when to implement
Art. 98 of the Data Secrecy Law and when the articles 369 or 415 of the CC. The
answer is clear: “[...] Art. 105, paragraph 1 of the Data Secrecy Law explicitly
defines that the data and documents assigned a classification level based on ear-
lier regulations shall keep the type and level of classification assigned under such
regulations (Art. 105, paragraph 2 of the Data Secrecy Law). The intention of the
legislator to reconsider all former secrecy labels (Art. 105, paragraph 2 of the Data
Secrecy Law) could not easily be implemented in practice because of the expected
extent and number of labelled data and documents” (Kovacdevi¢, MiloSevié, 2022:
102). Therefore, the data labelled according to the formerly existing regulations
that have not been revised, i.e. revoked or otherwise labelled according to the reg-
ulations of the Data Secrecy Law will be treated compliant with the corresponding
provisions of the CC, while the secret data labelled in accordance with the pro-
visions of the Data Secrecy Law shall be sanctioned by its prescribed sentences.

However, the attention should be paid to another important legal inconsistency.
Namely, the qualifying circumstance - the commission of the offence during the
state of war or emergency is provided for by Art. 316, paragraph 3. However, the
same circumstance is stipulated by Art. 321, paragraph 3 of the CC, as well as Art.
98, paragraph 4 of the Data Secrecy Law. Yet, different sanctions are prescribed
in all three cases (Art. 316, paragraph 3 of the CC stipulates from three to fifteen
years of imprisonment; Art. 321, paragraph 3 of the CC prescribes a specified
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minimum of ten years or life imprisonment; Art. 98, paragraph 4 of the Data
Secrecy Law prescribes the punishment of five to fifteen years of imprisonment).
This discrepancy and contradiction should be eliminated by legal intervention
(Milosevi¢, 2010; Milosevic¢, 2021; Kovacevi¢, Milosevic, 2022).

CONCLUSION

As the subject of this paper belongs to the field of the special part of criminal law
and consists of a classic analysis of the entity elements of the selected criminal
offences, its significance is viewed in the systematization of the knowledge about
criminal law protection of secret and offering suggestions for introducing new the-
oretical classification criteria. The authors have not dealt with all criminal offences
which are ensured secrecy protection but only with those considering secret as a
separate object of protection or direct object of action. This implies the authenticity
of the subject, as well as contribution of the research question which served as a
starting point. The incriminations providing for a secret as an object of protection
both in the CC and the Data Secrecy Law have been singled out; the distinction
among the types of secrets has been noticed; new criteria for their classification as
per which secrets should be categorized into three types depending on the context
they originate from and the interests protected by keeping data confidential has
been suggested. Accordingly, secrets have been classified as: 1. secrets introduced
for the protection of personal interests, i.e. privacy of individuals (a secret pro-
tecting personal security); 2. secrets introduced for the protection of the interests
of business entities (a secret protecting corporative security), and 3. secrets intro-
duced for the protection of national, i.e. state interests (a secret protecting national
security). This type of a selected legislative technique is considered useful, although
the legal interpretation is not overvalued since the field of the norm enforcement
facilitates its comprehension and provides a broader protection range.

The paper emphasizes the peculiarities of the nomotechnical approach which makes
difference between the protection of a personal secret and the secrets protecting busi-
ness or national interests. Next, the paper draws attention to the subsidiarity of crim-
inal law regulations in the cases of their relation with lex posterior and lex specialis
norms of the Law on Personal Data Protection, the Data Secrecy Law and the Law on
Protection of Trade Secret within the definition of the concept of public secret.

Scientific contribution is manifested through the originality of the systemizing cri-
terion used for the selection of incriminations, systematization of the knowledge
about criminal offences involving a secret as a direct object of protection and an
object of action, then the analysis of the peculiarities of distinguished interpretative
norms, as well as their partial inconsistencies. The authors have definitely estab-
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lished that the provisions of the criminal law of the Republic of Serbia provide for a
relatively adequate level of legal protection characterized by ultima ratio societetis,
and that efficient protection system, which should primarily serve as prevention and
only in rare cases as repression in the fields analysed in this paper, can be realized by
consecutive use and enforcement of other regulations from this field.

However, the noted inconsistencies, discrepancies and non-compliance of cer-
tain legal solutions should be corrected by legislative intervention. The authors
emphasize the need for different regulation of certain issues and offer clear, theo-
retically credible and practical suggestions as regards the solutions for the matter
in question.

REFERENCES

Bodrozi¢, A. (2019). Secret as an assumption of political power. Teme 1, 225-241.

Bodrozi¢, 1. (2022). Terorizam kao kategorija nacionalnog i medunarodnog kriv-
icnog prava. Beograd. Kriminalisticko-policijski univerzitet.

Bodrozi¢, 1. (2020). Kontinuirani krivi¢nopravni ekspanzionizam - na raskrsé¢u
politike i prava. Srpska politicka misao, 2, 381/396.

Deli¢, N. (2021). Krivicno pravo — posebni deo. Beograd. Pravni fakultet Univer-
ziteta u Beogradu.

Dbordevi¢, b, Kolari¢, D. (2020). Krivicno pravo-posebni deo. Beograd. Kriminalis-
ticko-policijski univerzitet.

Dordevi¢, D. (2014). Krivicno pravo - posebni deo, 3. izdanje. Beograd. Kriminal-
isticko-policijska akademija.

Kodeks medicinske etike Lekarske komore Srbije, SI. glasnik RS, br. 104/2016.

Kodeks profesionlane etike advokata, Sl. glasnik RS, br. 27/2012 i 159/2020 - od-
luka US.

Kovacevi¢, N., Milosevi¢, M. (2022). Zastita tajnih podataka u digitalnoj formi -
bezbednosni i krivi¢nopravni aspekti. Bezbednost, 1, 93 - 108. doi: 10.5937/
bezbednost2201093K

Mislilo-knjiga misli hiljadu mudraca. (1993). Beograd. Alfa. Sezam.

Mandi¢, G., Putnik, N., Milosevi¢, M. (2017). Zastita podataka i socijalni in-
Zenjering - pravni, organizacioni i bezbednosni aspekti. Beograd. Univerzitet
u Beogradu-Fakultet bezbednosti. ISBN 978-86-80144-14-6, COBISS.SR-ID
247160076.

Milo$evi¢, M. (2010). Krivi¢na dela protiv ustavnog uredenja i bezbednosti Re-
publike Srbije-istorijski i pozitivnhopravni prikaz, u: Cvetkovi¢, V. (urednik),

Thematic Conference Proceedings of International Significance




Secret as an Object of Criminal Law Protection in the Republic of Serbia 111

Rizik, moc i zastita-uvodenje u nauke bezbednosti. Beograd, Sluzbeni glasnik i
Univerzitet u Beogradu-Fakultet bezbednosti. 414-452.

MiloSevi¢, M. (2021). The Role of Criminal Law in Trade Secret Protection. “Archi-
bald Reiss Days”, 11th Thematic Conference Proceedings of International Signifi-
cance, Belgrade. University of Criminal Investigation and Police Studies, 53-63.

Milo$evi¢, M. (2021a). Krivicnopravna zastita podataka o licnosti. Revija za krim-
inologiju i krivi¢no pravo, 2, 113-130.

Milosevi¢, M. (2022). Krivicno pravo - posebni deo: izabrane inkriminacije za
studije nauka bezbednosti. Beograd. Univerzitet u Beogradu - Fakultet bezbed-
nosti.

Misljenje Ministarstva rada i socijalne politike, broj 110-00-00681/2007-14, od
17.07.2007. godine.

Peran, B., Goreta, M., Vukosi¢, K. (2015). Pojam i vrste tajni. Zbornik radova Ve-
leucilista u Sibeniku, 3-4, 127-135.

Presuda Osnovnog suda u Nisu K 65/14, od 23.04.2014. godine.
Stojanovi¢, Z. (2020). Komentar Krivicnog zakonika. Beograd. Sluzbeni glasnik.

Vukovi¢, 1. (2021). Krivi¢no pravo — opsti deo. Beograd. Pravni fakultet Univer-
ziteta u Beogradu.

Zakon o zastiti podataka o licnosti, SI. glasnik RS, br. 87/2018.
Zakon o tajnosti podataka, SI. glasnik RS, br 104/2009.
Zakon o zastiti poslovne tajne, SI. glasnik RS, br. 53/2021.

"Investigating and Proving Contemporary Forms of Crime: Scientific Approaches"







CHARACTERISTICS OF ENVIRONMENTAL
CRIMES AS CHALLENGES FOR THEIR
DETECTION AND PROVING

Ivana Markovié, PhD!
Faculty of Law, University of Belgrade, Serbia

INTRODUCTION

The recognition of the environment as an object of protection by criminal law hap-
pened simultaneously with the development of the environmental consciousness
and the new concept of sustainability, as an answer to the consequences of unsus-
tainable practices that have led to serious pollution of the nature (Bani¢ 2021: 65,
66). It should be undisputable by now that the nature and its media - water, air
and soil, as well as her emanations in the form of flora and fauna are part of the
elementary conditions of life of humankind and as such clearly fall into the circle
of legal goods that are to be protected by means of criminal law (Schall 2014: 819).

Furthermore, it is also a highly lucrative activity, where the risks are low and the
profits are high (Bachmaier 2016: 195). Environmental crime is the third most
lucrative category of crime globally, with costs of up to 246 billion EUR annual-
ly.> The drivers of environmental crimes are obviously economic, and so are the
financial and human costs of this type of crimes enormous, if indeterminable
(Shover & Routher 2005: 322).

Already in 1989 - still the initial phase of the emerging environmental law, the im-
portance of environmental crimes has been recognized: ,The cumulative effects of
pollution are more dangerous and their repercussions more long-lasting and pro-

1 ivana.markovic@ius.bg.ac.rs
2WWE Position Paper, March 1,2022, 1. https://www.wwf.eu/?6109916/A-new-EU-Environmental-
Crime-Directive, last accessed on July 5, 2022.
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found than any crime yet cared by a judicial system® (Milne 1989: 333). They can
victimize entire nations or populations (Shover & Routhe 2005: 324); and they do
not stop at national borders, having an organized (Bugarski 2015: 1100 — 1102) and
transnational dimension of the crime (Elliott 2012: 89 — 95; Pisari¢ 2011: 425 - 439).

However, judicial statistics show that environmental crimes are not prosecuted as
often as traditional crimes (Uhlmann 2009: 1243; Burns & Lynch 2004: 105), de-
spite the importance of the protected legal good, its ubiquity and long-term con-
sequences that can victimize more people than the majority of the other offences.

STATISTICAL OVERVIEW

To gain an overview of the practical situation regarding environmental crimes,
Serbia’ has been chosen as an example. The following parametres have been se-
lected: 1) reported adult perpetrators by criminal offences* in the ten-year-period
(2011 - 2020);° 2) reported adult perpetrators by criminal offence and type of de-
cision for 2020 (newest available data); 3) accused adult perpetrators, by criminal
offence and type of decision for 2020; and 4) convicted adult perpetrators, differ-
entiation within the group of crimes against the environment, for 2020. The aim
is to shed light on the statistical path of environmental crimes in the stages report
- accusation - conviction. Regarding the types of decisions that are shown in the
second and third table, their selection was based on their link to the detection and
proving of these crimes.

In this statistical display, crimes that are in relative connection to environmental
crimes have been selected; either because they are committed in similar ways,
or because the consequences of the crimes are close. Here, we can observe a low
number of reported environmental crimes, despite their high frequency of occur-
rence in practice. Only criminal offences against the public safety or persons and
property have been reported less. For other groups of crimes that have been left
outside of this display (offences against the security of computer data; offences
against constitutional order and security; offences against humanity and other
assets protected by international humanitarian law; offences against the Army of
Serbia), their even lesser percentage is attributed to their extraordinary character
or also to lack of criminal enforcement (for computer crimes).

3 For an overview of Substantial Criminal Law in Serbia see Markovi¢ (2017: 885 — 908).

4 Chapter XXIV of criminal offences against the environment from the Serbian Criminal Code.

5 This time frame has been chosen due to the fact that it is the newest period for which complete
data is available. Incomplete, outdated information and data that is not harmonized (Faure 2006: 17,
18) are further obstacles for combatting environmental crimes.
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Table 1. Reported adult perpetrators, by criminal offences, 2011-2020

2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020
In total 88.207|92.879(91.411(92.600(108.759|96.237 (90.348| 92.874 | 92.797 |74.394

Criminal
Offencesagainst 3.908 | 3.923 | 3.734 | 3.268 | 3.818 | 3.451 | 3.278| 3.084 | 3.064 | 2.481
life and limb

Criminal
offences against
civil freedom
and rights

2.470 | 2.676 | 2.850 | 2.975 | 3.874 | 4.046 [4.052| 4.264 | 4.390 | 3.643

Criminal
offences against |39.742(45.291 [45.899|50.303 | 58.741 |44.000 [40.443| 40.595 | 38.713 |29.788
property

Criminal offenc-
es against the 2.957 | 3.221 | 3.397 | 3.347 | 3.526 | 3.333 |2.939| 2.767 | 2.461 | 1.814
economy

Criminal offenc-
esagainsthuman 3.409 | 3.603 | 3.464 | 3.161 | 3.731 | 3.687 |4.574| 5.546 | 6.693 | 7.329
health

Criminal offenc-
es against the 1.789 | 1.841 | 1.996 | 2.148 | 2.205 | 2.507 | 2.187| 2.550 | 2.425 | 2.153
environment

Criminal
offences against
the public safety | 1.128 | 1.305 | 1.210 | 1.264 | 1.284 | 1.220 | 1.135| 1.285 | 1.291 | 1.010
of persons and
property
Source: Statistical Office of the Republic of Serbia

Compared to the total numbers of all crimes reported in the 10 year period,
crimes against the environment circle around 2% (in 2011: 2, 07%, 2015: 2, 03%),
with a slight increase in the last two years observed (2019: 2, 61%, 2020: 2, 89%).
However, the percentage remains low.

Table 2. Reported adult perpetrators, by criminal offence and type of decision, 2020

Perpetrators known
Crime report rejected Investigation
suspended Perpetrators
Total | Perpetrators| The act No reasonable The act pkn
known, total| is not a | ground for suspicion, | isnota | No unknown

criminal prosecutorial criminal | proofs

offence inopportuneness offence
Republicof 1) 304 51863 | 10.945 1.231 31 | 198 | 22531
Serbia
Criminal
offences 15 153| 1,072 213 15 - - 1.081
against the
environment

Source: Statistical Office of the Republic of Serbia
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In this table of reported adult perpetrators for the year 2020, listed by the type of
decision that is relevant in the context of detection and further investigation of the
crimes, we can firstly observe a very high number (50.21%) of perpetrators that
remain unknown. The average for these types of crimes is higher than for the aver-
age of all crimes in Serbia (30.29%). Regarding the rejection of the crime reports,
the vast majority is because of the conclusion that the act is not a criminal offence.

Table 3. Accused adult perpetrators, by criminal offence
and type of decision, 2020

Accused | Proceedings Exoneration judgment
persons - total|discontinued | A The act is not a No evidence
criminal offence
Republic of Serbia 29.389 1.150 1.330 147 1.183
Criminal offences 382 18 31 - 31
against the environment

Source: Statistical Office of the Republic of Serbia

Looking at the next stage, a remarkable difference becomes obvious. While out
of the reported overall crimes 39.50% of the cases resulted in accusations, for en-
vironmental crimes this number is more than halved (17.74%). It confirms the
hypothesis that environmental crimes are not prosecuted as often as traditional
crimes (Uhlmann 2009: 1243).

Table 4. Convicted adult perpetrators, differentiation within
the group of crimes against the environment, 2020

Total
Republic of Serbia 25.487
Criminal Offences against the environment 291
Damaging the environment 3
Destroying, damaging and taking abroad or 3
into Serbia a protected natural asset
Bringing dangerous substances into Serbia and unlawful processing, deposit- 3
ing and stockpiling of dangerous substances
Killing and abuse of animals 14
Contamination of drinking water and food for animals 1
Devastation of forests 12
Forest theft 240
Illegal poaching 13
Illegal fish poaching 2

Source: Statistical Office of the Republic of Serbia
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Even when the enforcement authorities have formally established that a violation
has taken place, the case is very often not prosecuted and simply ends with a
dismissal (Faure 2016: 17, 18). 8.12% of the accusations resulted in exoneration
judgments; compared to 4.53% for the overall crimes — nearly a double value. All
31 exoneration judgments were made because evidence could not be found. This
is the first stage where the absence of evidence is seen in the statistics for 2020. In
the previous stage (reported crimes), no investigation was suspended because of
the absence of proofs.

In the final stage, the number of convictions shows again a flattening. While the
ratio of the reports for environmental crimes and overall crime reports was 2.89%
in 2020, this ratio decreased to 1.14% for convictions. In other words, only a bit
more than 1% of the overall convictions in Serbia in 2020 were convictions for
environmental crimes.

Furthermore, if we look at the distribution of convictions within the group of
environmental crimes, an even greater imbalance can be seen. Out of the 291 con-
victions for eco-crimes, 240 of them are for forest theft. This means that 82.47% of
the convictions are basically for only one offence. Beside the concrete monetary
damage and hence interest for prosecution of the concrete owners of the felled
trees, another reason might be the easier detection and proving of the cutting off
the trunk and its roots (see Deli¢ 2022: 293, 294).

LEGISLATIVE FORMULATIONS
OF ENVIRONMENTAL CRIMES

Apart from the fact that there are many definitions of environmental crimes
in general - particularly their complexity,® variety” and heterogeneity represent
challenges for criminal law enforcement. Lazarus has even questioned whether

6 Bachmeier has identified additional, non-normative factors that contribute to rare prosecutions
of environmental crimes: their transnational (organized) character; profitability as a corporate
crime (,and even as a normalized part of manufacturing corporations everyday activities“ and
the connection to corruption in public institutions, especially in developing countries (Bachmaier,
pp- 195, 196). She mentions the study of Brian Wolf, in which empirical data show that the larger
the firm the more likely it is to commit environmental violations, although this factor alone is not
decisive (Wolf 2009: 127 - 131). For the criminal liability of legal entities and their employees in
general see Deli¢ (2011): 289 - 301) and Vukovi¢ (2011): 302 - 317.

7 The US Sentencing Guidelines, for example, divide environmental violations into four categories
of seriousness: knowing endangerment of human life, violations involving hazardous or toxic
substances, those involving other pollutants, and conservation and wildlife offense (Shover & Rote
2005: 351). However, not even this relatively modest number of categories manages to object all the
critiques on behalf of the nature of environmental crimes and the arising difficulties for detecting
and proving crime.
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environmental law® and criminal law are sufficiently integrated at all (Uhlmann
2009: 1232). He pointed out the environmental law’s complexity as a distinguish-
ing feature that makes it a difficult fit for criminal enforcement and identified
the following characteristics: focus on technicality (the scientific underpinnings
of environmental law require expertise to master), indeterminacy (the uncertain
jurisdictional lines that define what conduct is covered by the environmental laws,
and the fact that much of environmental law does not involve prohibitions against
pollution, but limits on how much one can lawfully pollute),’ and obscurity (the
volume and density of the various regulatory definitions and concepts) (Lazarus
1995: 2429 - 2438, according to Uhlmann 2009: 1231, 1232)."

These features can be found in the Chapter XXIV of criminal offences against the
environment from the Serbian Criminal Code (hereinafter: CC)' as well. Out
of the 18 crimes regulated in the Chapter, for at least 16 of them, either direct-
ly from their wording or from practice, the above-mentioned characteristics are
valid. Let’s take as an example the first and basic environmental crime from the
Chapter - environmental pollution from Article 260 CC. By imprisonment of six
months to five years and a fine should be punished ,whoever by violating the reg-
ulations on protection, preservation and improvement of the environment pol-
lutes air, water or soil to a larger extent or over a wider area“ (para. 1). Firstly, reg-
ulations on protection, preservation and improvement of the environment have to
be identified, known and understood, in order to then be able to recognize their
violation. Law enforcers are instructed to search both in administrative or other
legal acts (instructive part of the wording) and also to continue to do so in the
technical and subject-specific context when it comes to recognizing pollution of
air, water or soil. This search continues in the next paragraph, where the negligent
form is criminalized (para. 2), so the level of the duty of care has to be established.
Ambiguity continues in paragraph 3, where a stricter sentence is stipulated if the
offence ,results in destruction or damage to animal and plant life to large extent
or environmental pollution in such an extent that clean-up requires a longer pe-
riod of time or a great expense.“ The elements ,large extent®, ,longer period of
time“ and ,,great expense® have to be specified, which cannot be done without the
interpretational help of the (with regard to eco-crimes underdeveloped) judicial
practice and other legal sources. These elements have to be specified enough to
enable criminal investigations. Other examples of notions whose meaning has
to be searched for outside criminal legislation are ,protected natural asset” or
»protected or rigorously protected plant or animal species®, or even international

8 On Environmental Law in Serbia see Drenovak-Ivanovié¢ (2021).

9 In this regard also Kuhlen (1993: 726).

10 Uhlmann remarks that it is therefore not surprising that environmental crime is cited as an
example of overcriminalization (2009: 1229).

11 Criminal Code, Official Gazette of RS, nos. 85/2005, 88/2005 - corr., 107/2005 - corr., 72/2009,
111/2009, 121/2012, 104/2013, 108/2014, 94/2016 and 35/2019.
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treaties and documents, which additionally broaden the scope of legal sources
that have to be taken into account (all examples are from Article 265 - Destruc-
tion, Transfer into a Foreign Country or into Serbia of Protected Natural Asset)
(see Author 2021: 99, 100).

Even seemingly common notions, like waste, can open up space for vague in-
terpretations. The offender could claim that the substance is not waste, but a
by-product, and as such not criminally relevant. This vagueness may affect the
detection, investigation and proving of the respective case, at the same time using
(wasting) already scarce resources (Vagliasindi 2016: 162). Dogmatically speak-
ing, this is problematic with regard to the lex certa segment of the principle of
legality, and consequently, to the principle of guilt and the possibility to know the
criminal provision.'

In criminal cases where the meaning of law has to be determined, where detection
has to be supported by strong evidence, in the light of the concomitant burden of
proof (see Ili¢, Maji¢, Beljanski & Tre$njev 2022), the tendency is to avoid prose-
cution. The defendant s guilt must be proved beyond reasonable doubt, which is
cumbersome to accomplish when the underlying regulations and definitions are
unclear or confusing (Uhlmann 2009: 1234). The process of proving the claims
is complex in non-environmental cases as well (see Skuli¢ 2015); yet the high-
ly technical nature, combined with intertwined and overlapping regulations and
consequences of the crime that are often in the somewhat blurry form of endan-
germent"’ seem to be particularly deterring with regard to eco-crimes. In addi-
tion, the environment and its various manifestations as the protected legal goods
seem to have the same reputation as victimless crimes, where the illegal act typ-
ically either involves only the perpetrator or occurs between consenting adults.
Prosecutors have limited resources and will not tend to pursue cases that seem
unwinnable (Uhlmann 2009: 1234), especially if no person and, some may add,
media attention is involved.

DEPENDENCE ON ADMINISTRATIVE LAW PROVISIONS

Another overarching issue is the dependence of ecological crimes on administra-
tive law provisions. Like criminal and ecological law, administrative law is a form

12 The WWEFE lists and defines specifically those two terms in their position paper on a new EU
Environmental Crime Directive. So is substantial damage additionally defined by the criteria of
monetary value of the damage, the conservation status of the species affected, and the habitat
affected. The scale of financial benefits gained by committing the offence, and whether the act is
committed by an organized criminal group or not are mentioned with regard to what constitutes
negligible quantity. WWF (2022: 3).

13 See section ,,Technical Expertise and Models of Liability.
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of public law. It deals with the establishment, duties, and powers of and available
remedies against authorized agencies in the executive branch of the government.'*
The previously mentioned blanket formulations from criminal law provisions
have to be specified by the respective regulations from administrative law; they
rely and depend directly upon them.

This dependence existed already since the emergence of environmental laws in
the 1970s. They were usually of administrative nature and imposed, for example,
an obligation for the operator to apply for permission and to conduct the op-
erations in accordance to the conditions set out in the permit (Faure 2016: 12).
The criminal law provisions would be located only at the end of the respective
environmental statute, to assure that disobedience of the law would be followed
by criminal sanctions (Faure 2016: 12). It was mostly pollution without a permit
or the violation of permit conditions or other obligations that were criminalized
(Faure 2016: 12). Although today the issue of environmental crime has gained
momentum and received a more prominent place within the (core) criminal leg-
islation, this simple formula — absence of or violation of permit leading to crimi-
nal liability, remained an integral part of criminal law provisions in formulations
from the Criminal Code like ,,by violating the regulations” (i.e. in Article 260, Ar-
ticle 264), ,contrary to regulations” (i.e. in Article 262, Article 267, Article 268),
»in breach of regulations® (Article 269) or even literally ,without a special permit
when such permit is required” (Article 276) - meaning in the broader sense ,,un-
lawful, ,,illegal® or ,,illicit* (see also Markovi¢ 2015), and by this, maintained the
administrative dependence as well. Also, secondary criminal legislation still con-
tains ecologic crimes at the end of the respective laws like in the early period and
by this also the absolute administrative dependence. This highly dispersed nature
of environmental criminal law (spread throughout primary and secondary law,
and then again within numerous secondary laws) makes it obviously difficult for
the law enforcer to find out to what extent the respective behaviour would be pro-
hibited (Faure 2016: 15). The law enforcers may consider environmental issues to
be of higher significance if they are a part of the criminal codifications and crimi-
nal laws. The implementation of these provisions into the penal code could affect
general prevention and could facilitate prosecution of these crimes. However, the
walk through the administrative jungle remains. As we have seen, the provisions
from the central criminal codes also refer to administrative notions; hence depen-
dence on them cannot be avoided even there.

One consequence of this dependence® is that ecological values are not directly
protected by criminal law (Faure 2017: 328), not even if they are part of the pri-
mary legal acts. A huge pollution of a river, for instance, will not necessarily be

14 https://www.merriam-webster.com/dictionary/administrative%20law, last accessed July 10, 2022.
15 For a comparison of models of the administrative dependency see Andrea Rocco Di Landro 2022,
SSRN: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4029962, last accessed July 5, 2022.

Thematic Conference Proceedings of International Significance




Characteristics of Environmental Crimes as Challenges for Their Detection and Proving 121

a crime or will be punishable at all.'® Before criminal liability can be investigated
and confirmed, the act committed has to constitute an administrative violation
first. In other words, administrative acts do not only establish criminal liability;
they are the forerunners and set the direct boundaries to criminalize pollution.
By defining the conditions for obtaining permits and licences, and by setting the
reference values for pollution, they directly determine the requirements for penal
liability and relativize the autonomy of criminal law."”

The structure of environmental crimes, involving the element of ,,(administrative)
unlawfulness“ in many different expressions, differs from the structure of tradi-
tional crimes that protect individual values, such as property, life or health (Faure
2017: 328); although all of them constitute an intrinsic part of eco-crimes. Unlaw-
fulness in this context is a violation of regulatory rules promulgated and enforced
by environmental protection (Shover & Routher 2005: 324) or other, less specified
agencies. By introducing an intermediary (the administrative authority), the legis-
lator does not deem the environment as such to be the foundational legal interest of
eco crimes; the central point is the violation of administrative requirements (Faure
2017: 329). This is further differentiated depending on the form of endangerment/
harm that is required according to the respective criminal law provision.'®

The detection and proving of environmental crimes will therefore have to over-
come the ,administrative jungle“ of numerous regulations that concern threshold
values and that are spread throughout various acts that regulate a multitude of
different issues and that are not necessarily connected and easy to find.

On the other hand, these manifold provisions can also intersect and create anoth-
er challenge, namely the untangling and identification of the right provision that
has been breached. So, the steps in establishing the element of unlawfulness will
have to include the identification of the correct provision and the eventual delim-
itation from similar regulations. This often also involves cross-referencing from
act to act, including international agreements that have been implemented in the
national legal systems. For example, for wildlife protection in Serbia, not only are
the Criminal Code and the Convention on International Trade in Endangered
Species of Wild Fauna and Flora (CITES) relevant, but also the - almost iden-
tical-sounding - Law on Environmental Protection and the Law on Nature Pro-

16 Pollution in Belgium, caused by the German pharmaceutical company Bayer, could not be assesed
by the Antwerp Court of Appeal, because there was no valid license, due to an administrative error
and hence the company could not be blamed. This administrative dependence of environmental
criminal law (here the non-existence of a license due to failure of administration) disallowed the
Court to verify if the emissions from Bayer were illegal pollution. Faure 2017: 328.

17 This lack of autonomy was critized at the AIDP (Association Internationale De Droit Pénal —
International Association of Penal Law) Conference in 1994, where it was stated that ,where offences
against the environment are subject to criminal sanctions, their key elements should be specified in
legislation and not left to be determined by subordinate delegate authorities.“ Faure 2016: 13, 14.
18 See next section.
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tection (Markovi¢ 2021: 94, 95). Also, the demarcation line has to be established
between criminal offences, misdemeanors and economic crimes.

Those administrative rules, however, do not necessarily entail specifications that
go beyond quantitative values. This means that in addition, the nature of the of-
fence has to be determined whether it is an instantaneous or continuous crime.
It has to be done for various reasons - for the sake of the criminal classification
(what crime?), for later sentencing (mitigating or aggravating circumstances),
for the application of the law over time and for the potential for initiating new
proceedings (Billiet 2018: 15). A continuous behaviour carries on as long as the
perpetrator does not terminate his criminal behaviour (i.e. pursuing a polluting
activity without authorization) (Billiet 2018: 15). An instantaneous crime happens
in one single moment and is completed with the termination of the act (i.e. the
killing of an animal that belongs to a protected species) (Billiet 2018:15). This is
an additional effort, inseparably connected to precise technical knowledge about
the eco-medium and the possible pollution.

TECHNICAL EXPERTISE
AND MODELS OF LIABILITY

From the aforementioned administrative dependence, further challenges arise.
The most practical and straining in terms of time and finances is the proving of
breaches of administrative obligations, which can be done by the use of technical
knowledge and skills. The expertise is necessary to establish the extent of con-
tamination, to determine the remedial requirements and the costs of restoration
and to allocate, at least technically, the liability for the immediate consequences
and for injuries due to the exposure to toxics ((Murphy 2016: 1-20, according to
Bachmaier 2016: 200)." This is insofar important as damages to the environment
are often caused by the mere accumulation, addition or synergetic effects of haz-
ardous actions, raising problems regarding the proof of causality (Cho 2000: 22).

This knowledge and evaluation is provided by an (appointed and sworn) technical
expert or by administrative agency, and the judge can rely heavily on that exper-

19 These can be broken down into the following questions: What is the subject of pollution? / In
what form has the pollution manifested itself? / Are there other harmful consequences? / Where
and when did the consequences occur? / Where is the origin of the pollution? / What is the source
of pollution? / What circumstances have facilitated the commission of the offence? / What were
the technical preconditions for the pollution to occur? / What regulations on the protection of the
environment have been breached and have the rules of operation and the company policy been
breached? / Who is responsible for the pollution? / Were the regulations violated by action or
ommission? / What is the causal link? / What are the motives, goals? / What are the mitigating and
aggravating factors? / What is the form and level of guilt? / What type of eco-delict (criminal offence,
misdemeanor, economic offence) has been committed? Pisari¢ 2015: 790, 791.
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tise (Faure & Visser 1995: 327). These specialists derive from various technical
fields, traffic, medicine and other vocations, and have to fulfill the triad of techni-
cal knowledge, experience, and knowledge of the applicable provisions.

Here we see not only is the administrative dependence an interim step; the inter-
pretation of the actual consequences in the respective case is a further intermedi-
ate point. In addition, the admissibility, reliability and the high costs of scientific
expert evidence represent further obstacles in the prosecution of environmental
crimes (Bachmaier 2016: 193). The gathering and assessment of evidence gets
even more complicated when the expertise has to be conducted in a foreign coun-
try, due to the transnational dimension of environmental crimes, having to apply
the already complex cross-border judicial cooperation procedures (Bachmaier
2016: 193).

These consequences are, together with the required form of guilt, basically estab-
lishing the model of liability that is attributed to the offence; they represent the re-
lationship between the way the crime is legally defined and the conditions of proof
that have to be met to provide evidence for this crime (Faure & Visser 1995: 316).

The first possible consequence is abstract endangerment - not the creation of risk,
but the potential creation of risk. As it is only a potential, it is not specifically
required in legal wordings of crime and has not to be proven. An example would
be the offence from Article 272 CC - Producing Harmful Prodcuts for Treating
Animals. The crime committs whoever produces for sale or puts into circulation
by trade products for treatment or prevention of animals that are dangerous to life
or health of animals (para. 1). It is not necessary that life or health of animals are
endangered; it is only necessary that the possibility for concrete danger occurs,
not the occurrence itself is required (Stojanovi¢ 2018: 851). In other words, since
the potential risk suffices for establishing criminal liability, it is not needed for
the danger or even damage to arise. The problem of proof is therefore small here
(Cho 2000: 26). In this case, all the public prosecutor has to do is to show that
the products are dangerous to life or health of animals; there is no need to prove
that this was done illegally or that it actually has constrained the life or health of
animals. What constitutes the danger is standardized in general legislation, or, as
in this case, it is specified in by-laws (Faure & Visser 1995: 319). The downside to
this kind of regulation is its conflict with the legality principle (lex certa) when
the legislator defines the conditions of criminal liability very broadly and leaves
all the power to determine the more specified conditions to the executive and its
administrative agencies (Cho 2000: 25). The focus of protection is then more on
the administrative provisions than on the environmental legal good, bringing us
back to the issue of administrative dependence.”

20 See previous section.
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The next model is that of concrete endangerment - a threat that has occurred and
is not anymore only a possibility. Unlike abstract endangerment from the previ-
ous case, the concrete risk is part of the wording of the criminal offence and there-
fore needs to be proved. Contamination of drinking water and food for animals
from Article 273 CC is an example for a criminal act with concrete danger, com-
mitted by ,whoever contaminates livestock food or water by a harmful substance
and thereby endangers the life or health of the animals (Stojanovi¢ 2018: 852).
This kind of provision aims more directly at the protection of the environment,
the administrative component is less in focus. However, contrary to the previous
example, additional operations of proving the actual danger have to be conducted
when we speak about concrete endangerment.

The last option is that of harm. Physical alterations in the form of damage or
destruction, as part of the legal wording, have to be substantiated. Example for
that is Damaging the Environment from Article 264 CC. Demarcation issues with
regard to pollution of the environment may arise, though (Stojanovi¢ 2018: 838,
839). The causality link to this kind offences should be established easier than in
the previous case due to its materialization in the environment.

CONCLUSION

The importance of water, air and soil, flora and fauna is indisputable by now.
However, the statistics on reported crime, accusations and convictions, a high
number of unreported and unprosecuted cases is in strong disproportion to the
importance and frequency of violations of those goods. The combination of huge
profits, low risk of detention and ineffective penalties has made environmental
crime extremely profitable (Bachmeier 2016: 195).

Certain characteristics of those crimes can be seen as contributing factors. The
legislative provisions try to regulate intrinsically complex facts in a vague way that
is often contrary to the legality principle of criminal law. In fact, their immanent
administrative dependence raises the need to reconcile the logic of administra-
tive law with that of criminal law. On the other hand, a universal definition of
environmental crimes is not necessary, especially as it would not satisfy the re-
quirements of the main criminal law principle of legality. However, the existing
national provisions do need to be more specific or at least backed by a developed
judicial practice that will give orientation in detecting, proving and prosecuting
these types of crime.

A connected issue to low detection and persecution rates is the lack of under-
standing of the respective, rather scattered provisions - their content, their limits,
and their scope of harm. The lack of resources for costly investigative operations
and the involvement of experts in various fields adds up to this. Expert evidence
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is crucial; depending also on the formulation of the consequences of the crime
(harm/endangerment). Naturally, the high technical and factual complexity of
this expertise is raising its costs (de la Cuesta 2016: 346). The judicial system as
such lacks the required technical knowledge to fully grasp, understand and clas-
sify polluting and otherwise damaging actions. As a result, prosecutors will have
the tendency to use their discretion to bring only the most egregious cases to
court (Faure 2017: 328). A vicious circle is formed: one the one hand, criminal
prosecution tends to be avoided because of the lack of specialization; and on the
other hand, judges do not acquire the needed experience in environmental crimes
as there are only few cases (Bachmaier 2016: 197). Together with the dismissal
rates in environmental cases and in absence of alternative penalties, environmen-
tal crimes are likely to suffer from under-deterrence (Faure 2017: 328).

This is the reason why some countries (i.e. Australia, New Zealand) have estab-
lished specialized environmental courts (Bachmaier 2016: 197).%!

In order to achieve a more developed judicial practice that would provide orien-
tation for the ambiguous provisions, training for prosecutors and judges would be
beneficial. They would gain enhanced and specified knowledge of environmental
offences and harm it causes or potentially can cause. To paraphrase Billiet: by
getting a full insight into the scope of the illicit benefits eco-crimes generate, law
enforcers would understand what a ,,big business environmental crime can be
(Billiet 2018: 45).
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PURPOSE

The dynamics of international relations in the last few decades have led to the evo-
lution of various forms of corruption in international practice of organized crime.
As one of the complex human phenomena that has a deep moral basis, corruption
is often defined as a kind of “perversion” of honesty and fidelity in performing
entrusted duties, i.e. as an “unfair” or “unfaithful” behavior that leads to bribery
or which leads to “abuse of the entrusted authority for private gain” (Nicholls et
al., 2005; Llamzon, 2014: 19). Although corruption is easier to understand in ev-
eryday colloquial speech than in legal theory and practice, it is clear that it is an
extremely complicated behavior that has several modalities that have developed
in parallel with the development of society. So today, corruption is manifested
through covert and often long-term actions of one or more individuals involved
in the functioning of the public sector (which often includes close ties to the pri-
vate sector), who, through the abuse of their official position, acquire personal
property benefit, which essentially affects the undermining of the foundations of
the economic and legal order of the States. This has become particularly evident
in the recent period when traditional ethnic and national criminal groups have
given way to multiethnic and multinational macro-regional criminal groups that
have taken advantage of the diversification of international trade and improved
communication and financial systems around the world. As corruption raises se-
rious moral, economic and political dilemmas, undermines institutions and dem-
ocratic, ethical and legal values, good governance, efficient, transparent and com-
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petitive market operations, the international community has been forced to adopt
important international legal instruments to combat this scourge (which is usual-
ly associated with organized crime, especially economic crime, human and drug
trafficking, money laundering and terrorist financing), which negatively affect the
sustainable economic development of States (Dimitrijevi¢, 2018). Money launder-
ing and terrorist financing on international and national legal level. In: Thematical
Proceedings of VIII International Scientific Conference, Archibald Reiss Days.
Belgrade: University of Criminal Investigation and Police Studies). Working dili-
gently to adopt a series of international conventions through the United Nations,
the European Union, the Council of Europe, the Organization for Economic Co-
operation and Development, the Organization of American States, the African
Union and other important international organizations, the international com-
munity has established a comprehensive and a multidisciplinary international le-
gal framework with the legal standards needed to effectively combat corruption
(Simovi¢ & Sikman, 2017). The purpose of this study is limited to the analysis of
the most important international legal instruments of international organizations
that may be important for our successful and eftective fight against corruption.

DESIGN/METHODS/APPROACH

Using the appropriate scientific methods for legal analysis, in the following sec-
tion the author identifies and interprets the provisions of conventions and other
international legal instruments of international organizations that make up the
international legal framework for the fight against corruption.

UNITED NATIONS CONVENTION AGAINST CORRUPTION

The United Nations Convention against Corruption was adopted in New York on
31 October 2003 and entered into force on 14 December 2005 (UNTS, 2003).
According to the general provisions, the Convention was adopted to promote and
strengthen measures to prevent and combat corruption more effectively and effi-
ciently, then to promote, facilitate and support international cooperation and
technical assistance in the prevention of and fight against corruption, including in
asset recovery, as well as to promote integrity, accountability and proper manage-
ment of public affairs and public property. The Convention is applied for the pur-
pose of preventing corruption, conducting investigations and prosecuting, as well
as for the purpose of freezing, seizing, confiscating and recovering proceeds of
crime. Each State Party shall take the necessary measures, including legal and
administrative measures, in accordance with the fundamental principles of its do-
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mestic law, to ensure compliance with the obligations of this Convention. Fulfill-
ment of these obligations, however, cannot be to the detriment of the sovereign
equality and territorial integrity of other States, nor can it be to the detriment of
their domestic jurisdictions (UN Office on Drugs and Crime, 2004). With regard
to preventive measures, the Convention obliges States to regularly evaluate their
domestic anti-corruption legislation. It also obliges States Parties to establish ef-
fective practices and to develop and implement effective, coordinated anti-cor-
ruption policies that promote public participation and reflect the principles of the
rule of law, good governance of public affairs and public property, integrity, trans-
parency and accountability. In addition, the Convention obliges States to cooper-
ate with each other in accordance with the basic principles of their legal system
and to develop such relations with relevant international and regional organiza-
tions in order to implement preventive measures. In particular, this cooperation,
in accordance with the provisions of Article 5 of the Convention, may include
participation in international programs and projects aimed at preventing corrup-
tion. States Parties to the Convention are obliged to establish special bodies to
monitor the implementation of anti-corruption policy. They are obliged to pro-
vide such bodies with appropriate material and professional support and to pro-
vide them with an independent position in the performance of their functions.
States are obliged to strengthen the systems of hiring, employment, retention,
promotion and retirement of civil servants, and to adopt appropriate legislation
on the appointment of public officials. In this regard, they will particularly advo-
cate for transparency in the financing of candidacies for public office and, where
necessary, for the financing of political parties. According to the Convention, they
are also obliged to strengthen the transparency of systems that avoid conflicts of
interest. Each State Party shall endeavor to apply, within its institutional and legal
system, codes or standards of conduct for the proper, honorable and proper per-
formance of public functions. Relevant initiatives of regional, interregional and
multilateral organizations, such as the International Code of Conduct for Public
Officials, contained in the annex to General Assembly resolution 51/59 of 12 De-
cember 1996, should also be taken into account. States are also required to estab-
lish measures and systems that require public officials to make statements to the
appropriate authorities regarding, inter alia, their other activities, employment,
investment, property and gifts of significant value or benefits that may give rise to
a conflict of interest in relation to their work as public officials. They should also
make it easier to report acts of corruption, as well as take disciplinary and other
measures against public officials who violate the provisions of the code or an-
ti-corruption standards. With regard to public procurement management, the
Convention provides for the establishment of systems based on transparency,
competition and objective criteria in decision-making that are effective in pre-
venting corruption. Similarly, the Convention provides for the management of
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public finances, which emphasizes the existence of procedures for the adoption of
the State budget, transparency of income and expenditure reports, the existence of
a system of auditing standards, effective risk management, internal control and
adequate corrective measures. States are required to take such civil and adminis-
trative measures as may be necessary under the basic principles of domestic law to
preserve the integrity of the accounting records. In this sense, States are obliged to
take measures that may be necessary to increase the transparency of public ad-
ministration, including its organization, functioning and decision-making proce-
dures. Without affecting the independence of the judiciary and the prosecutor’s
office, States still have a duty to take measures to strengthen their integrity and
prevent opportunities for corruption. The provision of Article 12 of the Conven-
tion, which refers to taking preventive measures to prevent corruption in the pri-
vate sector, is very important. Namely, the Convention prescribes effective, pro-
portionate and dissuasive civil, administrative and criminal penalties for
non-compliance with such measures, which include, inter alia: improving coop-
eration between law enforcement agencies and relevant private entities; imple-
mentation of standards and procedures to preserve the integrity of relevant pri-
vate entities, including codes of conduct for fair, honest and proper conduct of
business activities and all relevant professions and to prevent conflicts of interest,
and to promote good business practice among companies and in contractual rela-
tions with the State; increase transparency in relations between private entities,
including, where necessary, measures relating to the identity of legal and natural
persons involved in the establishment and management of corporations; prevent-
ing the abuse of procedures governing private entities, including those relating to
subsidies and permits issued by public bodies for the conduct of business; preven-
tion of conflicts of interest by introducing restrictions, where necessary and for a
reasonable period of time, on the performance of professional activities of former
public officials or the employment of public officials in the private sector after
leaving public office or retirement, where those activities or employment are di-
rectly related to who were or were supervised by these public officials during their
term of office; ensuring that private companies, taking into account their struc-
ture and size, have sufficient internal audit control and are subject to appropriate
audit and certification procedures. In accordance with their regulations on book-
keeping and data storage, publication of financial statements and accounting and
auditing standards, States are required by the Convention to prohibit the opening
of unregistered accounts, unregistered or inadequately identified transactions, re-
cording of non-existent expenditures, documents and intentional destruction of
accounting documents before it is provided by law. States should also ban tax de-
ductions from expenses that constitute bribes. They have a duty to take public
information measures and to ensure that the public is informed of the anti-cor-
ruption bodies listed in this Convention through which corruption can be report-
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ed. In addition, States have a special obligation to establish an internal regulatory
and supervisory regime for banks and non-bank financial institutions, including
natural or legal persons, that provide official or unoflicial services for the transfer
of money or valuables and, where appropriate, other bodies which are particular-
ly susceptible to money laundering. In addition, States are required to consider
establishing a financial intelligence unit to serve as a national center for collecting,
analyzing, and providing information on potential money laundering. Also, States
are obliged to examine the possibility of applying appropriate and feasible mea-
sures that require financial institutions to tighten control over the sending of
money and payment instruments abroad without hindering the movement of le-
gitimate capital. The Convention calls for stronger international judicial co-oper-
ation and co-operation with financial regulators. To this end, it directs States to
use the guidelines and relevant initiatives of regional, interregional and multilat-
eral organizations to combat money laundering (Art. 14). According to the provi-
sions of Articles 15 to 25, the Convention stipulates the obligation to incriminate
a wide range of criminal acts, namely: bribery of domestic and foreign public of-
ficials and officials of international organizations, embezzlement, abuse or other
illegitimate use of property by public officials, abuse of influence and functions,
illegal enrichment, bribery in the private sector, embezzlement of property in the
private sector, laundering of proceeds of crime, concealment and obstruction of
justice. In addition to the obligation of States to incriminate and punish natural
persons for committing, complicity, aiding or abetting corruption, the Conven-
tion also stipulates the obligation of States to prescribe criminal, civil or adminis-
trative liability of legal entities in their legislation. The provision of Article 30 of
the Convention, provides for the obligation of the Contracting Parties to prose-
cute and sanction perpetrators of corrupt acts. In addition to the means acquired
through the commission of acts of corruption or used for their commission, in the
provision of Article 31, the Convention regulates in detail the methods of their
identification, freezing, seizure and confiscation. A very important incentive for
reporting corruption offenses is provided for in Article 33 of the Convention,
which provides for the protection of whistleblowers. The consequences of corrup-
tion under the Convention must be remedied through the prosecution of perpe-
trators and through compensation for damages that does not preclude the possi-
bility of annulment or termination of the contract, revocation of the concession or
other similar instrument or for taking another remedy. In fact, the Convention
emphasizes that the return of goods acquired through acts of corruption is one of
the basic principles and that the contracting States are obliged to cooperate with
each other in this regard and provide assistance to each other. After all, Chapter V
of the Convention is dedicated to this, which provides in detail the mechanisms
for the return of property through international cooperation in the implementa-
tion of confiscation. It also encourages the conclusion of multilateral and bilateral
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agreements in order to improve this procedure. Jurisdiction for criminal prosecu-
tion under the Convention is without prejudice to the norms of general interna-
tional law, since the Convention prescribes territorial jurisdiction and jurisdiction
based on the personality of the law (active and passive protective principle), which
does not exclude criminal jurisdiction in the manner prescribed by domestic law.
In order to successfully and effectively combat corruption, the Convention pro-
vides for the establishment of special national bodies, strengthening cooperation
with competent national and international bodies for the prosecution of corrup-
tion, interstate cooperation and encouraging cooperation with the private sector.
According to the Convention, international cooperation in prosecuting and pun-
ishing corruption should be conducted in accordance with the principle of aut
dedere, aut punire. At the same time, there is a possibility of transferring proceed-
ings in order to achieve criminal prosecution. Special measures to improve the
prevention and punishment of corruption are provided for in Chapter VI of the
Convention, which deals with the provision of technical assistance and the ex-
change of information related to these acts. Technical assistance includes the im-
plementation of appropriate anti-corruption plans and programs, including mate-
rial support and training, as well as the exchange of relevant experience and spe-
cialist knowledge, which should enable better international cooperation between
States. In order to ensure the consistent application of the provisions of the Con-
vention, the Conference of the States Parties has been established. The Conference
as monitoring mechanism is established to “improve the capacity of and coopera-
tion between States Parties to achieve the objectives set forth in this convention
and to promote and review its implementation” (Article 63). The Secretary-Gen-
eral and the Secretariat of the United Nations shall provide the necessary services
to the Conference of the States Parties to the Convention (Article 64). Given that
each State Parties is given the opportunity to assess what measures it will take to
tulfill its obligations under the Convention, in practice there has been inconsistent
application of the stipulated anti-corruption measures, which is why the UN es-
tablished the Review Mechanism at the Doha Conference in 2009. Its role is to
submit annual reports with self-evaluation of the results achieved in the fight
against corruption. In that way, they wanted to overcome the perceived weakness-
es and encourage the States to show stronger readiness to respect the recommen-
dations not only of intergovernmental bodies, but also of civil society organiza-
tions and independent experts. Finally, it is worth noting that the UN, in addition
to this Convention, also adopted the Convention on Transnational Organized
Crime in 2000, which entered into force in 2003, and which also calls on the State
Parties to criminalize corruption (I.L.M., 2001: 334-394).
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THE OECD CONVENTION ON COMBATING BRIBERY
OF FOREIGN PUBLIC OFFICIALS IN INTERNATIONAL
BUSINESS TRANSACTIONS

Twenty-nine OECD member States and five non-member States (Argentina, Bra-
zil, Bulgaria, Chile and Slovenia) signed on 17 December 1997 the Convention
Combating bribery of foreign public officials in international business transac-
tions. The Convention entered into force on 15 February 1999 (I.L.M., 1998: 1-11).
In a sense, the OECD Convention follows the guidelines contained in the UN
Declaration against Corruption and Bribery in International Commercial Trans-
actions, supplemented by General Assembly Resolution 51/191 of 21 February
1997, which calls on member States to take appropriate measures and cooperate in
all levels in the fight against corruption and bribery in international commercial
transactions (United Nations, 1997). Unlike the UN Convention against Corrup-
tion, which covers a wide range of incriminated persons, the OECD Convention
is limited to incriminating persons who bribe foreign public officials (Balmelli &
Jaggy, 2004). In other words, the Convention implies the responsibility only of
those who bribe (active bribery), not the responsibility of foreign officials who
seek or receive or receive bribes (passive bribery). “Foreign public official” under
the Convention includes any person holding a legislative, administrative or judi-
cial office in a foreign country, whether appointed or elected; any person holding
public office for a foreign country, including there is also a function in a pub-
lic service or public enterprise and any official or agent of a public internation-
al organization. The bribery of foreign public officials in international business
transactions does not exclude the criminal acts of incitement, aiding and abetting,
authorization, attempt and conspiracy. The perpetrators of these acts may be nat-
ural persons and legal entities. Liability of a legal entity, in addition to criminal
liability, also includes civil and administrative liability. States Parties have com-
mitted themselves to sanctioning bribery, and sanctions may include seizure or
confiscation of property or the application of similar financial sanctions. With
regard to the determination of jurisdiction, the Convention adopts the territorial
principle. States Parties are also obliged to prosecute their nationals for offenses
committed abroad on the basis of personal principle, and where such jurisdiction
exists for other offenses. In the event of a conflict of jurisdiction, the contracting
States shall consult each other. Also, each party is obliged to consider whether
its jurisdiction in the case (on territorial or nationality basis), would lead to the
effective implementation of measures in the fight against bribery of foreign public
officials and, if not, take corrective steps. Investigation and prosecution of the
bribery shall be subject to the applicable rules and principles of each contracting
States. According to the Convention, extradition should take place in accordance
with internal regulations and on the basis of mutually concluded agreements. Ac-
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cording to the Convention, States have an obligation to prohibit the keeping of
hidden accounts, irregular accounting and to eliminate all irregularities that lead
to bribery or concealment of bribery. In this regard, they are obliged to suppress
the crime of money laundering and to provide each other with international legal
assistance in criminal matters. Although the OECD Convention is limited in sub-
ject matter and territory compared to the UN Convention, it has not been ineffec-
tive as it has affected the harmonization of domestic legislation with international
legal standards. Thus, according to Article 12 of the Convention, it follows that the
States are obliged to cooperate and promote its implementation and enforcement.
Monitoring of the implementation of the Convention is done within the OECD
Working Group on Bribery through a peer review process, which includes first
monitoring the compliance of domestic legislation with the Convention, and then
monitoring the implementation of the legislative framework in practice (OECD,
2008: 12; Razzante, 2020: 170). As weaknesses have been identified in the applica-
tion of certain legislative frameworks in practice, the OECD adopted on 26™ No-
vember 2009, Recommendation for Further Combating Bribery of Foreign Public
Officials in International Business Transactions. Previously, the Council adopted
the Recommendation of the Council on Tax Measures for Further Combating
Bribery of Foreign Public Officials on May 25 of the same year, which explicitly
disallow the tax deductibility of bribes to foreign public officials, for all tax purpos-
es in an effective manner. The Recommendation for Further Combating Bribery
of Foreign Public Officials recommends in particular that governments encour-
age their enterprises to develop and adopt adequate internal controls, ethics and
compliance programmes or measures for the purpose of preventing and detect-
ing foreign bribery. This specifically includes preventive measures against small
facilitation payments, protecting whistleblowers and improving communication
between public officials and law enforcement authorities (Chance, 2019: 8). Two
Annexes have been added to this Recommendation: “Good Practice Guidance on
Implementing Specific Articles of the Convention on Combating Bribery of For-
eign Public Officials in International Business Transactions”, which refers to spec-
ifying the responsibilities of foreign public officials and legal entities and effective
implementation of obligations under the Convention. as well as “Good practice
guidance on internal controls, ethics, and compliance”, which should serve as a
legally non-binding guide for companies in establishing effective internal con-
trols, ethics and compliance programs or measures to prevent and detect foreign
bribery. In November 2016, the OECD Council issued a new Recommendation
for Development Cooperation Actors on Managing the Risk of Corruption which
recommends the application of comprehensive methods in risk management by
relevant entities responsible for trade, export credit, international co-operation
and diplomatic representations as well as the private sector. After that period, the
special OECD Working Group undertook to conduct a comprehensive revision
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of the 2009 Anti-Bribery Recommendations. The OECD Council adopted on 13™
March 2019, new Recommendation directing States to take adequate measures to
deter bribery in international business transactions benefiting from official export
credit support. The latest Recommendation was adopted on 26" November 2021,
which intensified efforts to prevent, detect and investigate foreign bribery. Tak-
ing into account the changed circumstances, these Recommendation support the
strengthening of international cooperation in the implementation of foreign laws,
introduce the principle of using non-judicial solutions in cases of bribery abroad,
support legal entities to comply with anti-corruption rules, and promote compre-
hensive and effective protection for persons reporting bribes. This strong OECD
anti-corruption framework covers areas such as taxes, official development assis-
tance, export credits and State-owned enterprises (OECD, 2021).

COUNCIL OF EUROPE CRIMINAL LAW
CONVENTION ON CORRUPTION

The Committee of Ministers of the Council of Europe adopted the text of the
Criminal Law Convention on Corruption in November 1998. The Convention
has been open for signature since 27 January 1999, and entered into force on 1*
July 2002 (European Treaty Series, 1999). The Protocol was subsequently added
to the Convention, which entered into force on 1 February 2005 (European Treaty
Series, 2003). Although the Convention formulates corruption as bribery (Arti-
cle 13), it defines a wide range of acts of corruption that may constitute forms of
transnational crime. The Convention and additional Protocol goes beyond the
OECD Convention, as they criminalizes active and passive bribery of domestic
and foreign public officials, national and foreign parliamentarians and members
of international parliamentary assemblies, active and passive bribery in the pri-
vate sector, active and passive bribery of officials of international organizations,
active and passive bribery of domestic, foreign and international judges and
officials of international courts, active and passive trading in influence, money
laundering of proceeds from corruption offenses and accounting offenses con-
nected with corruption offenses. With regard to the above-mentioned solution
to corruption or bribery of officials of international courts, the Rome Statute of
the International Criminal Court, which was adopted almost at the same time as
this Convention, obviously had considerable influence (Schabas, 2004: 66). Under
the provisions of the Convention, legal entities may also be held liable for bribery
offenses committed in their favor. This liability includes the liability of any natural
person which acts individually or within the body of the responsible legal entity,
which has a leading position or power of attorney to represent that legal entity or
the authority to make decisions, or to exercise control within that legal entity. Li-
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ability of legal entities generally extends to criminal offenses trading in influence
and money laundering (Article 18). As for the legal determination of active and
passive bribery, it is considered that these are two sides of the same phenome-
non. The briber’s act offering, promising or giving the undue advantage and the
bribe’s act of accepting the offer, promise or gift are made independent criminal
offences. However, the briber and the bribee will not be punished for complicity
in the other one’s offence (Council of Europe Explanatory Report, 1999). By the
provisions of the Convention, States have accepted the obligation to incorporate
the envisaged solutions into their national legislation. However, most of the pro-
visions are of an optional nature and leave the State free to regulate the issues of
incrimination of various forms of corruption in different ways. However, this does
not completely relieve the State of its responsibility to apply the appropriate legal
measures necessary to criminalize the commission, aiding or abetting of corrup-
tion offenses. The Convention imposes an obligation on States to provide effec-
tive, proportionate and dissuasive sanctions and coercive measures in their inter-
nal legal order, including the deprivation of liberty of perpetrators of corruption.
In the case of legal entities, in addition to criminal and non-criminal sanctions,
the Convention also prescribes the possibility of monetary sanctions. With re-
gard to jurisdiction, the Convention accepts the principle aut dedere, aut judicare.
At the same time, States may, with their internal legislation, establish territorial
or personal jurisdiction in relation to the place where the criminal offense was
committed, i.e. according to the citizenship of the perpetrator of the corruption.
States reserve the right to regulate this issue in a different way and to make certain
reservations when accepting the obligations under the Convention in relation to
the application of the provisions on jurisdiction (Article 17). This, of course, does
not exclude the obligation of States to establish jurisdiction for corruption of-
fenses committed abroad when the perpetrator is on their territory and has their
citizenship and for whom an extradition request has been made (Degan, Pavsi¢
& Besirevi¢, 2011: 308). For the effective fight against corruption, the Convention
provides enhanced international co-operation and mutual assistance, extradition
and the provision of information in the investigations and prosecutions of corrup-
tion offenses. In this regard, States have the possibility to form specialized bodies
that would be authorized to act effectively in this area (Article 20). The provision
of international legal assistance remains at the discretion of national authorities
under the provisions of the relevant international instruments on international
cooperation in criminal matters, or arrangements agreed on the basis of uniform
or reciprocal legislation (Article 21). The Convention will be applicable whenever
there is no international instrument or arrangement or when the provisions of the
Convention are more favorable than the provisions of international instruments
and arrangements (Art. 25). States would have the option of rejecting a request
for international legal assistance with a call to protect its fundamental interests,
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national security and sovereignty or ordre public (Art. 26). The monitoring mech-
anism of the implementation of the Convention is carried out by the Group of
States against Corruption (GRECO) (Resolution of the Committee of Ministers of
the Council of Europe, 1999). Membership in GRECO is not limited to member
States (for example, the United States is a member of this body). The goal of GRE-
CO is to effectively improve the ability of its members to fight corruption through
the process of monitoring the implementation of anti-corruption measures and
monitoring compliance with contractual obligations, monitoring compliance
with the Twenty Guiding Principles for Combating Corruption developed by the
Multidisciplinary Corruption Group and monitoring the implementation of ob-
ligations from other international instruments in accordance with the Program
of Action against Corruption (Resolution of the Committee of Ministers of the
Council of Europe, 1997). Accordingly, GRECO helps to identify gaps in national
anti-corruption policies, encouraging the necessary legislative, institutional and
practical reforms. This body also provides a platform for the exchange of best
practices in preventing and detecting corruption. The evaluations carried out by
this body focus on specific thematic areas that have been identified as particularly
risky for most member States (Trifunovi¢-Stefanovi¢, 2020: 43).

COUNCIL OF EUROPE CIVIL LAW CONVENTION
ON CORRUPTION

The Committee of Ministers of the Council of Europe adopted the text of the
Civil Law Convention on Corruption in 1999. The Convention entered into force
in November 2003, following the deposit of the required number of instruments
of ratification (European Treaty Series, 1999). The Council of Europe Civil Law
Convention is the first international convention to deal with the civil law aspect
of corruption. Its provisions are mandatory and reservations to any of the provi-
sions are not allowed. The Convention regulates the issues of compensation for
damages, State responsibility, statute of limitations, validity of contracts, protec-
tion of employees (whistleblowers), issues of reporting and auditing, obtaining
evidence and international cooperation. It is the only international convention
that contains a definition of corruption. Corruption under Article 2 of the Con-
vention means “requesting, offering, giving or accepting, directly or indirectly, a
bribe or any other undue advantage or prospect thereof, which distorts the proper
performance of any duty or behavior required of the recipient of the bribe, the
undue advantage or the prospect thereof”. It follows from this formulation that
the Convention limited the definition of corruption only on its aspect of brib-
ery. The Convention obliges the State Parties to provide in their domestic leg-
islation effective remedies for persons who have suffered damage as a result of
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acts of corruption, to enable them to defend their rights and interests, including
the possibility of obtaining compensation for damage. This compensation should
cover material damage, loss of profits and non-pecuniary loss. In order to obtain
compensation, the injured party in the legally prescribed court proceedings has
to prove the occurrence of the damage, whether the defendant acted with intent
or negligently, and the causal link between the corrupt behavior and the damage.
There is no liability if the person damaged by part of the corruption contributed
to the damage through his own fault. States are obliged to provide in their internal
legislation joint and several liability in cases where there are several perpetrators
of corruption. The Convention contains a general provision on the nullity of con-
tracts in the event of corruption. In the context of the development of modern
international economic relations, this provision may be of particular importance
for developing countries when the damage is caused by transnational corruption
(Harvard Law and International Development Society, 2014-2015). The Conven-
tion provides for a subjective and objective limitation period. The first is 3, while
the second is 10 years. The advantage of this approach is in easing the criteria for
proving responsibility in civil proceedings, in which it is necessary to point out ar-
guments about illegal behavior, direct and conscious doing or not doing, inciting
or aiding, which contributes to active and passive bribery. In that sense, States are
obliged to prescribe effective procedures for the acquisition of records in civil pro-
ceedings arising from an act of corruption, as well as to prescribe the possibility
that courts may issue interim measures to ensure the interests and rights of parties
during civil proceedings. A particularly important provision in the Convention
relates to the obligation of States Parties to legislate appropriate procedures for
persons who have suffered damage as a result of an act of corruption by its pub-
lic officials in the exercise of their functions. In such situations the Convention
incorporates the principle of vicarious liability under which injured parties may
claim compensation either from a State if the defendant is a public official or from
any appropriate authorities if he is not a public official (Article 5). Otherwise,
the Committee of Ministers of the Council of Europe adopted on 11 May 2000
a Recommendation on Codes of conduct for Public Officials, which includes a
Model Code of Conduct for Public Officials. This document gives suggestions on
how to deal with real situations frequently confronting public officials, such as
gifts, use of public resources, dealing with former public officials, etc. The Code
stresses the importance of the integrity of public officials and the accountability
of hierarchical superiors. It specifies the standards of conduct of public officials,
and also contains general principles that public officials must adhere to while in
public office, i.e. when they leave that position in the public service, especially in
relations with former public officials. The Civil Law Convention on Corruption
pays special attention to the protection of whistleblowers. In this regard, State
Parties are obliged to take the necessary measures to protect all employees who
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report their suspicions of corruption in good faith and on reasonable grounds.
Finally, the Convention addresses also international co-operation. In this regard,
there is an obligation of the parties to co-operate effectively in matters relating
to civil proceedings in cases of corruption, especially concerning the service of
documents, obtaining evidence abroad, jurisdiction, recognition and enforce-
ment of foreign judgments and litigation costs in accordance with the provisions
of relevant international instruments on international co-operation in civil and
commercial matters as well as in accordance with their internal law. The provision
of Article 12 of the Convention defines GRECO as a monitoring mechanism for
implementations through previous evaluations and direct visits to countries.

CONVENTION ON THE PROTECTION
OF THE EUROPEAN COMMUNITIES FINANCIAL INTERESTS

In order to combat fraud affecting the financial interests of the European Com-
munities, the Council of the European Union in July 1995 encouraged the draft-
ing of the Convention on the Protection of the European Communities’ Financial
Interests (Council of the European Union Act, 1995). The Convention entered
into force on 17 October 2002. It has been supplemented by a series of protocols
over time. The First Protocol to the Convention adopted in 1996 makes a dis-
tinction between active and passive corruption of public officials. It also defines
an “official” at national and EU levels and unifies criminal sanctions for corrup-
tion (First Protocol, 1996). Second Protocol, adopted in 1997, further clarified
the Convention regarding the issues of the liability of legal persons. In this re-
gard, Second Protocol criminalizes legal persons for fraud, active corruption and
money laundering committed in their favor by any person, individually or within
the body of a legal entity having a managerial function within the legal entity,
on the basis of power of attorney or authority to make decisions on behalf of a
legal entity or on the basis of powers to exercise control within the legal entity.
The incrimination also extends to complicity, incitement and attempt to commit
any of the aforementioned crimes (Second Protocol, 1997). The Convention re-
placed the previously concluded treaties on fraud prevention. It is very important
as it has a preventive effect in terms of public expenditures and budget revenues.
Under the Convention, “fraud” means fraudulent acts defined as all acts affecting
the European Communities’ financial interests, including any intentional act or
commission relating to the use or presentation of false, incorrect or incomplete
statements or documents, which has as its effect the misappropriation or wrong-
tul retention of funds from the general budget of the European Communities or
budgets managed by, or on behalf of, the European Communities; non-disclo-
sure of information in violation of a specific obligation, with the same effect; the
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misapplication of such funds for purposes other than those for which they were
originally granted. In addition, fraudulent acts include the use or presentation of
false, incorrect or incomplete statements or documents, which has as its effect the
illegal diminution of the resources of the general budget of the European Com-
munities or budgets managed by, or on behalf of, the European Communities, as
well as non-disclosure of information in violation of a specific obligation, with the
same effect. Also, the misapplication of a legally obtained benefit, with the same
effect is treated as fraud. The Convention requires each Member State of the Euro-
pean Union to take all necessary measures to ensure that illegal conduct or fraud
in both public spending and budget revenues, as well as participation in such
actions, encouragement or attempt to take such actions, are subject to effective
and proportionate criminal penalties that have a strong deterrent effect. In cases
of serious fraud, the prescribed penalties must include imprisonment. Sanctions
provided for legal entities should include criminal or non-criminal fines. Sanc-
tions may also include other penalties such as exclusion from the right to public
benefits or assistance, temporary or permanent disqualification from conducting
commercial activities and placing under judicial supervision or issuing a court or-
der for liquidation. In addition to the above obligation, the Convention stipulates
that EU member States have a duty to take all necessary measures to determine
their competence to prosecute corruption offenses. In this regard, the First Proto-
col establishes a number of criteria that determine the jurisdiction of the judicial
authorities of a member State to prosecute corruption cases on a territorial and
personal basis (lex loci delicti comisii and lex nationalis). It also provides for the
application of the protective principle when the offense is committed against a
national of a member State, or when the offender is a Community official working
for its institutions. In the event that a fraud constitutes a criminal offense involv-
ing at least two member States, it is the obligation of those countries to co-oper-
ate in investigating, prosecuting and enforcing sentences by, for example, mutual
legal assistance, extradition, transfer of proceedings or execution of sentences in
another EU member State. Efforts to improve the existing convention framework
for the prevention of corruption at the EU level have led to the situation that
the Treaty on the Functioning of the EU in Article 83 imposes an obligation on
member states to criminalize corruption at the national legislative level (Treaty
on the Functioning of the European Union, 2012). With a series of directives that
followed, and of which perhaps the most important is Directive 2017/1371 of the
European Parliament and of the Council of 5 July 2017 on the fight against fraud
to the Union’s financial interests by means of criminal law, the EU has consolidat-
ed key rules which member States should incorporate into their criminal law in
order to prevent it at European level (Directive, 2017).
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CONVENTION ON THE FIGHT AGAINST CORRUPTION
INVOLVING OFFICIALS OF THE EUROPEAN COMMUNITIES
OR OFFICIALS OF MEMBER STATES OF THE EUROPEAN UNION

Convention drawn up on the basis of the Treaty on EU on the fight against cor-
ruption involving officials of the European Communities or officials of Member
States of the European Union (Treaty on EU on the fight against corruption,
1997). The Convention entered into force on 28 September 2005 and all EU coun-
tries have acceded to it. This regional international legal instrument deals with
criminalization of active and passive crimes of corruption committed by Com-
munity public official or Member State officials. By definition, “Public official”
by the Convention means a European or national official, including any national
official of another EU country. “European official” means also any person who
is an official or other contract staff member within the meaning of the EU Staff
Regulations, as well as any person seconded to the EU by EU countries or any
public or private body performing functions equivalent to those performed by
EU officials or other servants. “National official” means an official or public officer
as defined by the national law of the EU country in which the person in question
performs that function for the purposes of application of the criminal law of that
EU country. “Active corruption” means the intentional act of a person who prom-
ises or gives, directly or through an intermediary, any advantage to an official, for
himself/herself or for a third party, to act or refrain from acting in accordance
with his/her duty or in the performance of his/her functions in violation of his
official duties. “Passive corruption” under the Convention means the reckless act
of an official who, directly or through an intermediary, seeks or receives any ad-
vantage for himself/herself or a third party, or accepts a promise of such an ad-
vantage, to act or refrain from acting in accordance with by his/her duty or in the
performance of his/her functions in violation of his official duties. The text of the
Convention implies the application of the principle of assimilation, which should
oblige the member States to apply the same descriptions of corruption to national
and public officials of the Community. According to the Convention, sanctions
against perpetrators of the criminal offences must be effective, proportionate and
dissuasive. For the establishing of jurisdiction member States may took over the
legal solutions provided for in the Convention on the Protection of the Europe-
an Communities’ Financial Interests. It means that the judicial authorities of a
member States may prosecute corruption cases on a territorial and personal basis
or through the application of the protective principle. It is important to note that
member States may adopt internal legal arrangements which go beyond the obli-
gations set out in the Convention.
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INTER-AMERICAN CONVENTION AGAINST CORRUPTION

The Convention was adopted on 29" March 1996 and entered into force on 6"
March 1997 under the inter-governmental framework of the Organization of
American States (I.L.M., 1996: 724-734). The Convention obliges states to im-
plement a number of measures in their judicial systems and public policies that
include prevention, criminalization, assistance and international cooperation.
These measures were supposed to establish the mechanisms necessary to prevent,
detect, prosecute and eradicate corruption, especially those related to the perfor-
mance of public functions. According to the Convention, the “public function”
means any temporary or permanent, paid or honorary activity, performed by a
natural person in the name of the State or in the service of the State or its insti-
tutions, at any level of its hierarchy. “Public official” is defined as any official or
employee of the State or its agencies, including those who have been selected,
appointed, or elected to perform activities or functions in the name of the State
or in the service of the State, at any level of its hierarchy. Corruption under the
Article 6 of the Convention means the following acts: seeking or accepting, by a
government official or a person performing public functions, any object of mone-
tary value or other benefit, in exchange for any act or omission in the performance
of his public functions; offering or giving to a civil servant or a person performing
public functions, any object of monetary value, or other benefit, in exchange for
any act or omission in the performance of his public functions; any act or omis-
sion in the performance of his duties by a state official or a person performing
public functions for the purpose of unlawful gain for himself or for a third party;
fraudulent use or concealment of property arising from any of the foregoing acts
and participation as a principal, co-principal, instigator, accomplice or accessory
in the execution or attempted execution, cooperation or conspiracy to commit
any of the above acts. The Article 8 of the Convention covers acts of transnational
bribery and illicit enrichment. Transnational bribery by definition implies “the
offering or granting, directly or indirectly, by its nationals, persons having their
habitual residence in its territory, and businesses domiciled there, to a govern-
ment official of another State, of any article of monetary value, or other benefit,
such as a gift, favour, promise or advantage, in connection with any economic or
commercial transaction in exchange for any act or omission in the performance
of that official’s public functions”. Illicit enrichment is formulated in Article 9 as
the “significant increase in the assets of a government official that he cannot rea-
sonably explain in relation to his lawful earnings during the performance of his
functions” In view of the criminal offenses described above, the Convention re-
quires States to adopt appropriate measures and legislation, as well as to strength-
en mutual cooperation in order to prevent, detect, investigate and punish acts of
corruption in accordance with the Convention. For the purposes of international
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assistance and cooperation provided under this Convention, each States may des-
ignate a central authority or may rely upon such central authorities as are provid-
ed for in any relevant treaties or other agreements. Establishment of an institu-
tional system for combating corruption at the national level according to Article
3 of the Convention includes establishing and strengthening general standards of
conduct of public officials, adequate mechanisms for their implementation, pro-
viding instructions to government staff to ensure proper understanding of their
responsibilities and ethical rules governing their activities, revenues, assets and li-
abilities of persons performing public functions, establishing fair, transparent and
efficient public procurement and employment systems, ensuring an efficient sys-
tem of state revenue control, laws denying favorable tax treatment or corporations
for expenditures made in violation of anti-corruption laws, establishing a system
of state protection officials and citizens in good faith, report corruption, establish
oversight bodies and mechanisms to prevent, detect, punish and eradicate corrup-
tion, deter from bribery of domestic and foreign government officials, ensuring
mechanisms for controlling the operations of public companies, encouragement
of officials, such as mechanisms to ensure that public enterprises and civil soci-
ety and NGOs engage in anti-corruption activities; and study the further appli-
cation of preventive measures. The Convention deals with matters of jurisdiction
in Article 5. This provision defines that each Contracting Party shall adopt such
measures as may be necessary to establish its jurisdiction over offenses. The Con-
vention adopts the personal principle according to which the States Parties will be
competent to prosecute corruption when this offense is committed by one of its
nationalities or by a person who habitually resides in its territory. Also, like other
international legal instruments, this Convention accepts the territorial principle
for determining criminal jurisdiction when it determines that States Parties may
have jurisdiction when the alleged criminal is present in its territory and does not
extradite. Also, the Convention does not preclude the application of any other
rule of criminal jurisdiction established by a State Party under its domestic law. In
any case, however, this does not mean that the State will be able to circumvent the
principle of representation that derives from the customary rule: aut dedere, aut
judicare (Stessens, 2001: 923) The Article 15 of the Convention specifically obliges
States to provide the widest possible assistance with regard to measures for the
identification, search, freezing, seizure and confiscation of property or proceeds
derived from or used in the commission of corruption offenses. In doing so, the
State conducting the enforcement procedure may, in accordance with its own leg-
islation, dispose of such property or may transfer part or all of the property to
another State which assisted in the basic investigation or procedure.
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THE AFRICAN UNION CONVENTION ON PREVENTING
AND COMBATING CORRUPTION

The Convention was adopted on 11 July 2003 at the AU Summit and entered into
force on 5 August 2005 (ILM, 2005: 1-17: Schroth, 2005: 24-38). The Conven-
tion promotes the development of anti-corruption mechanisms, cooperation in
combating corruption, coordination of policies and legislation of the contracting
States, removal of obstacles to the enjoyment of basic human rights and freedoms,
as well as fostering transparency and accountability in the management of public
affairs. Like other previously analyzed international legal instruments, this Con-
vention does not contain a comprehensive definition of corruption, but therefore
uses an enumerative method to list acts that may constitute corruption. These
offenses and related offenses include bribery (active and passive) in the public and
private sectors, any acts or omissions in the performance of duties for the purpose
of unlawful gain, trading of influence, diversion of property by public officials,
illicit enrichment, use or concealment of proceeds from the acts listed in the Con-
vention as well as money laundering. The Convention criminalizes these acts of
corruption and related offences. It also obliges States Parties to adopt legislative
and other preventive measures in the public and private sectors in order to com-
bat these acts of corruption in an efficient and timely manner. According to the
Convention, the perpetrators of the criminal offense are principal, co-principal,
agent, instigator and accomplice, accessory after the fact, in a conspiracy to com-
mit the enumerated acts. The Convention may also be applied to any other acts or
practices of corruption and related offenses not described in the Convention on a
reciprocal basis agreement of two or more states (Gebeye, 2011: 60). Although the
Convention brings some striking innovations in international anti-corruption ef-
forts, in particular by linking corruption and human rights (e.g. through a fair tri-
al provision involving the application of the African Charter on Human Rights), it
is interesting that it does not provide any remedy aggrieved individuals or groups
of individuals could seek adequate protection of their rights through compen-
sation or restitution. However, Article 16 of the Convention contains a solution
according to which the contracting states are obliged to adopt legislative measures
for the search, seizure, freezing, confiscation and repatriation of corruption. States
are required to cooperate in recovering funds derived from corruption, even if ex-
tradition is not possible. This solution strengthens the cross-border fight against
corruption, and provides significant funds for the future economic development
of damaged countries. Jurisdiction for the prosecution of acts covered by the Con-
vention is determined by Article 13 and it implies the application of the territorial,
personal and protective passive principle. In addition, the application of the ne
bis in idem rule is guaranteed. Extradition under the Convention presupposes the
existence of bilateral treaties and agreements between States. In their absence, the
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Convention itself is considered to constitute a sufficient legal basis for extradition
for the acts covered by it. In each individual case, account should be taken of the
solutions present in the internal legal order of States. The Convention elaborates
on various types of mutual legal and international cooperation and the establish-
ment of a Follow up mechanism in the form of an Advisory Committee on Cor-
ruption, whose tasks under Article 22 is to promote, encourage and implement
anti-corruption measures throughout Africa (Olaniyan, 2004: 74-92)

FINDINGS

The previous analysis shows that in the international legal field, international orga-
nizations such as the United Nations, the Council of Europe, the Organization for
Economic Cooperation and Development, the Organization of American States
and the African Union, play a key role in legislation and codification of rules
and legal standards on the fight against corruption. The reasons for this action of
international organizations are certainly motivated by the fact that corruption is
a serious international problem that hinders sustainable economic development,
good governance, rule of law in many countries, and erodes other important so-
cial and democratic values. The finding arising from the analysis of conventions
and other international legal acts of these international organizations suggests
that these legal instruments are in fact guidelines for amending and harmonizing
the domestic legislation and legal practice of State Parties. As some of these con-
ventions are of the universal and others of the regional type, they are in principle
binding inter partes, which does not mean that the rules in them do not have an
erga omnes character. This certainly does not mean that corrupt crimes will fall
under the jurisdiction of international courts (Starr, 2007: 1257-1314; Stephenson
& Schiitte, 2019). Also, considering the differences in determining illegal actions
that fall under the concept of corruption (starting with traditionally accepted acts
of corruption, bribery, abuse of office, illegal financing, embezzlement of public
funds, theft of public property, fraud and extortion to nepotism, cronyism, clien-
telism and trade in interests), it is clear that these conventions contain many sim-
ilarities and common features manifested through the criminalization of active
and passive bribery, incrimination of legal entities, promotion of international
cooperation and enforcement of effective criminal sanctions, which include, inter
alia, the identification, seizing and confiscation of proceeds from corruption. In
addition to the mandate provisions, which stipulate that States must take certain
measures and provide for certain anti-corruption solutions, the conventions also
include a number of dispositive provisions that contain obligations that States
should undertake or consider. Namely, such provisions stipulate that the State
Parties will consider the possibility of adopting certain preventive measures or
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taking actions and assessing whether those measures or actions would be in ac-
cordance with the national legal system. This finding can be useful for the con-
sistent incorporation of international anti-corruption standards into national
legislation, in order to avoid situations where corrupt acts are treated unequally
due to the application of different legal standards at the national level, which may
be crucial for their incrimination and punishment especially when corruption
acquires transnational characteristics (Shevchuk, 2010). Thus, for example, by ap-
plying the standards present in the OECD Convention against Bribery, States may
opt for a much narrower approach that requires only the incrimination of active
bribery. On the other hand, if States implement standards from some other inter-
national legal instruments, such as the Criminal Law Convention on Corruption
of the Council of Europe, then they will sanction various corruption offences with
their internal legislation. As corruption offences take on more and more forms
of transnational organized crime in modern conditions, conventions have estab-
lished mechanisms to monitor their implementation (for example, the Confer-
ence of the States Parties to the United Nations Convention against Corruption is
established to improve the capacity of and cooperation between States Parties to
achieve the objectives set forth in this Convention and to promote and review its
implementation; the OECD Working Group on Bribery oversees implementation
of the Convention on Combating Bribery of Foreign Public Officials in Interna-
tional Business Transactions through a peer review process; the Group of States
against Corruption - GRECO is a monitoring mechanism for the implementation
of the Criminal Law Convention on Corruption and the Civil Law Convention
on Corruption of the Council of Europe, which works closely with the EU Com-
mission to develop a comprehensive anti-corruption policy applicable in the ter-
ritory of the member States). Various forms of international cooperation should
lead to the improvement of the fight against corruption not only at the legislative
(preventive) level, but also at the repressive level, which implies institutionalized
mechanisms of international police and judicial cooperation. In this regard, the
EU is a good example of establishing new institutional mechanisms of coopera-
tion at the supranational level, such as the European Public Prosecutor’s Office,
the Agency for Cooperation in Criminal Matters (EUROJUST), the Agency for
Police Cooperation (EUROPOL) and the European Anti-Fraud Office (OLAF)
(Trifunovi¢-Stefanovié, 2020: 37-56; Jovasevic, 2008: 207-228).

ORIGINALITY/VALUE

Over the past decades, the world has been plagued by a series of complex, cor-
ruption scandals perpetrated by transnational organized networks involving the
public and private sectors. In practice, these networks often operate simultane-
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ously in the legal and illicit spheres, with some linked to the highest levels of gov-
ernment, resulting in a loss of state resources. In general, such a situation has led
to a breach of public confidence in democracy and the rule of law. At the same
time, the weakening of institutions and governance structures provided an oppor-
tunity for the emergence of new forms of corruption with a relatively low risk of
detection through independent investigation and prosecution. Given that corrup-
tion can contribute to the unequal distribution of social wealth at the local and
international level, its impunity can lead to new social divisions, which in turn
can lead to new looting of national resources, which usually cause conflicts and
political instability (Arafa, 2021; Fuentes, 2010). Thus, in some cases of systemic
corruption, market destabilization and economic depression occur, contributed
to by transnational organized crime, money laundering, terrorist financing, ille-
gal arms proliferation and environmental degradation. All this directly affects the
population and their basic human rights and fundamental freedoms and provokes
open insurgency and revolution, which has a negative impact on the preservation
of international peace and security (Working Group on Corruption and Security,
2014: 12-15; Peters, 2015; Dimitrijevi¢ et. al., 2007). Although corruption exists
in rich and poor countries, it is more pronounced in the latter where the nature,
extent and dynamics of corruption are very different (Graycar, 2015: 87-96). In this
regard, broad corrupt networks are characteristic of underdeveloped, transitional
and post-conflict countries that crave investment and financial capital, where pub-
lic services have eroded or lagged behind, where there is no developed infrastruc-
ture, health and education system, where the administration is not built, in which
clientelism, nepotism, cronyism and kleptocracy reign, i.e. where corruption, as a
rule, includes government officials, political leaders, civil servants at all levels of
government, then representatives of the private sector and members of criminal
syndicates whose activities span continents. The consequences of corruption are
detrimental in many respects, so that they can undermine the ability of govern-
ments to serve the general public interest, lead to irregular funding of political
parties, concealment of real corporate property, threaten, harass and harm victims,
key witnesses, whistleblowers, investigators, journalists, prosecutors and judges,
then prevent the work of civil movements and non-governmental organizations,
free media, with visible political patronage, finally, lead to the consolidation of cor-
rupt individuals and groups in all branches of government (Ware &. Noone, 2005:
30-45). In the context of these consequences and the United Nations data that at
the global level “the cost of corruption is at least 5% of global GDP’, it becomes
much clearer why there has been a significant increase in activities on the preven-
tion and punishment of corruption at the international legislative level and why
key international organizations are dealing with this topic today (Connors, 2022:
963-964; Nici¢ & Arsenijevi¢, Momcilovi¢, 2020: 15; Dimitrijevi¢, 2011: 319-321).
Preliminary analysis of legal standards contained in international conventions and
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other international legal instruments of international organizations indicates the
importance of their incorporation into the domestic legislation of the States Parties
as well as their effective, inclusive and sustainable implementation in fluctuating
State and inter-State practice. Non-application or inconsistent application of these
legal standards at the national and international level can lead to the above-men-
tioned negative consequences of corruption, which should not be justified by lack
of operational capacity or political will to conduct complex and multidisciplinary
prosecutions, as well as to conduct efficient and effective criminal sanctions against
the perpetrators of these illegal acts. This conclusion has value in itself, as well as
the fact pointed out in the analysis of the importance of consensual establishment
of mechanisms for monitoring the implementation of obligations under conven-
tions by States, then the establishment of various bodies for international judi-
cial and police cooperation, encouraging anti-corruption initiatives international
financial institutions (e.g. World Bank) and NGO’ (e.g. Transparency Interna-
tional), which shows a sincere commitment to strengthening the fight against cor-
ruption and encourages the competent national institutions to act in accordance
with the principles of transparency, accountability and integrity, which are basic
preconditions for developing any democratically stable, economically and envi-
ronmentally sustainable societies (Johnson & Sharma, 2004; Wouters, Ryngaert &
Cloots, 2013: 1-76; Dimitrijevi¢ & Todi¢, 2014; Kerusauskaite, 2018). Finally, the
entire international community has a shared responsibility to effectively address
the challenges and risks of corruption at the national, regional and global levels,
by strengthening knowledge, sharing and coordinating and promoting innovative
legal approaches in solving the problem of corruption (United Nations, 2021: 16;
Kimberly, 1997: 175).
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INTRODUCTION

The best known and most widely used method of instrumental confession testing
is the polygraph.The polygraph, a widely used tool in the field of law enforcement,
is frequently touted as being able to detect truthfulness and/or deception of sus-
pects, victims, witnesses, and informants (Lewis & Cuppari, 2009). The modern
polygraph is 100 years old, born in 1921 in the United States of America. Poly-
graph is a Greek word meaning “more writing”. The name also refers to a multi-
channel instrument that simultaneously measures several physiological changes
in the human body and records them on a computer hard disk. In the past, the
curves were drawn on paper with a pencil, but now computer recording is com-
monplace. In order to be used as a polygraph, a device must have at least three
units capable of measuring biological parameters: a pneumograph (a unit mea-
suring respiratory variation), a sphygmograph (a unit measuring blood pressure
variation) and a GBR (a unit measuring the electrical resistance or conductivity
of the skin).

Today’s modern devices have at least four channels, i.e. they are capable of record-
ing four physiological parameters. They measure:

1. changes in respiration (deflections of the chest wall and the flow
characteristics of inhaled and exhaled air);

2. changes in respiration (abdominal wall deflections and the characteristics
of the flow of expired and inhaled air);
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3. changes in the electrical resistance or conductivity of the skin (with
electrodes placed on the fingers or palms);

4. changes in blood pressure/pulse rate (using a blood pressure cuft on the
upper arm).

It is also possible to measure other parameters:

5. the volume of blood flow through the periphery (plethysmogram) is
recorded with a photoelectric sensor attached to the fingers;

6. the subject’s motion activity is detected by sensors placed under the legs, on
the armrests or on the cushion of the test chair. (Budahazi et al., 2021)

The polygraph examiner uses the various sensors and the software available to
draw conclusions about whether the examinee is honestly answering in the nega-
tive (no) to the closed questions asked.

PURPOSE

This paper aims to show the role of the polygraph in detection and evidence. The
paper focuses on applying the polygraph in Hungary and takes into account for-
eign practices. The paper will show the advantages and limitations of the method
and how it has evolved over the last 100 years.

DESIGN/METHODS/APPROACH

The paper will primarily review domestic and foreign literature and analyze do-
mestic legal norms. It also illustrates the experience of using polygraphs through
case studies.

FINDINGS

John Larson (USA) first used the modern three-channel polygraph in 1921 in the
United States of America. Over the last 100 years, the instrument and the testing
methodology have undergone significant changes. The instrument was first used
in Hungarian criminal cases in 1978. Initially, the polygraph oriented the inves-
tigation, and the test results were not included in the investigation file. Later on,
the polygraph test results became part of the investigation file, and there were also
court judgments that referred to the polygraph test results as evidence. Nowadays,
polygraph examinations are not used as evidence in Hungarian court practice.
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The paper wants to demonstrate that it is sufficient for the polygraph to orient the
investigation.

ORIGINALITY/VALUE

The paper may contribute to changing the way polygraphs are used and perceived.
Monitoring changes could be the subject of other papers.

HISTORY OF THE MODERN POLYGRAPH

The need to test the sincerity of a confession using an instrument was formulated
in the 19th century. This century saw the disappearance of lie detection methods
with mystical or torturing elements. The void left was filled by the precursors of
the polygraph. One of the first to attempt to create a lie detector was the French
cardiovascular physiologist Etienne-Jules Marey (Silverman, 1996), who studied
blood circulation and then created an instrument that measured pulse. He con-
nected the pressure measuring capsule (the rubber tube) to a writing device in his
instrument, called the sphygmograph. The instrument detected the arterial pres-
sure over time and transformed it into a curve written on paper. The test result was
recorded in a register showing the measured pulse changes. The instrument could
also be used to test respiration variations. (Silverman, 1996) In 1882, Charles Ver-
din’s lie detector was invented, which also measured pulse (Bunn, 2012). In 1893,
Rudolf Rothe also made an instrument to test blood pressure, pulse, and respira-
tion. (Rothe, 1893)

Lombroso, a forensic physician in Turin, concluded the falsity of a confession
from changes in blood pressure, body part volume, and physiological changes
(Agardi & Karman, 1999). Initially, Lombroso used the hydrosphygmograph to
try to detect crimes. His instrument was a blood pressure monitor, but in 1893 he
adapted Marey’s sphygmograph; in 1895 he produced his lie detector. In one of his
examinations, he used the instrument to determine that the suspect had not com-
mitted the 20,000 franc train robbery but had stolen passports and documents.
When the suspect heard the latter question, his blood pressure started to drop.
That was a sign that the suspect might have committed the crime (Matte, 1996).
Lombroso’s instrument, the hydrosphygmograph, can be considered the forerun-
ner of the plethysmograph used in modern polygraphs (Ash, 1991). The Italian
physiologist Mosso concluded from his research that fear of being found out in-
creases the heart rate (Matte, 1996). He created an instrument which he called a
“scientific cradle”. It used a large bowl resting on a transverse axis. That offered the
possibility to study the state of equilibrium of a person. The subject was placed
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on the cradle and stimulated with a fear word discovered during the study of his
history, causing the cradle to swing in the direction of the head (Szijarto, 1990).

The Italian psychologist Benussi studied breathing (Krapohl & Shaw, 2015). He
believed that fear of exposure would cause a change in breathing when lying
(Galianos, 2022). In 1914, Benussi’s experiment was based on the idea that the
duration of inhalation and exhalation could be used to detect lying. It had been
known before that a given emotional state affected breathing cycles, but serious
experiments were not carried out until 1914. Benussi created a fictitious testimo-
ny situation: the experimenter had to play the role of a witness in an imaginary
court. He was given a card on which letters and numbers were written. The subject
had to make a false or true statement about the contents of the cards. Whoever
played the role of the judge asked whether the card contained letters or numbers,
and finally the witness had to read out what the card said. If his task was to lie,
he had to give false answers, but he had to make his lie appear authentic. The
judge involved in the experiment could only tell whether the witness was telling
the truth or lying by his or her behavior. However, the experimenter gave his or
her opinion by graphing the breathing. He showed that the discrepancy between
the cycles of inhalation and exhalation was mainly after the false statement. This
experiment was repeated several times by Harold Burt, Landis, and Gulette, ob-
taining the same result as Benussi had done earlier (Szijartd, 1990). The American
psychiatrist Miinsterberg was also involved in the development of the instrument.
He realized that certain physiological changes accompanying lie (deception) are
symptoms of the emotions accompanying lie.

He believed that the examination of measurable physiological changes in the
body, such as pulse, blood flow, skin resistance, and respiration, could answer
the question of whether the suspect had committed the crime (Andreassi, 2007).
In 1908, English cardiologist James Mackenzie created the ink polygraph (Inbau,
1953), which he used to test the reactions of cardiovascular patients, their pulse,
and blood pressure (Kerekes, 2022).

THE BIRTH OF THE MODERN POLYGRAPH

In 1921, the instrument that can indeed be called the polygraph was born. John
Larson, a California police officer and medical student at the University of Cal-
ifornia, developed the first polygraph that could be considered modern, simul-
taneously measuring blood pressure, heart rate, and respiration (International
League of Polygraph Examiners, 2022). Larson is also known as the father of
the polygraph who developed the test of relevant-irrelevant questions (Newton,
2008). The polygraph test involved asking the subject relevant and irrelevant ques-
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tions. These questions required a yes or no response from the subject. The relevant
question was the question about the commission of the crime. The expert asked
whether the subject had committed the crime. The irrelevant question was a ques-
tion that was not related to the crime. Larson inferred guilt if the subject’s body re-
sponded to the relevant question in a manner detectable by the polygraph. Larson
tested the polygraph on Vollmer, the head of the Berkeley police force, and on the
staff in the spring of 1921. The results of the experiments convinced Vollmer that
Larson’s instrument had great potential. Soon after, he put the invention to practi-
cal use: he was able to identify the perpetrator of a series of thefts on the campus
of the University of California (Fisher, 2018), and he was able to select the thief
from among 38 college girls (Grubin & Madsen, 2005). The priest was suspected
of having been murdered. A few days later, a local baker found a body on the
beach, which turned out to be that of the priest. The discovering witness was keen
to know if he was entitled to a reward for his work as a tracker. However, the au-
thorities used the polygraph to determine whether the witness could be involved
in the homicide. The polygraph indicated a lie. The results were communicated to
the baker, who confessed (Slavikovic, 2006).

The use of the fourth channel, measuring the skin electrical resistance, was a nov-
elty of the modern Keeler polygraph. In 1939, Keeler attached a galvanograph to
blood pressure, pulse, and respiration measuring device. With this instrument, it
was possible to measure the psychogalvanic response systematically. The research
on the electrical resistance of the skin began in the 19th century.

In 1888, Féré led the investigation of bioelectric phenomena, which led to the con-
clusion that the skin has electrical resistance. A weak current was passed through
the forearm of an experimental subject and a galvanometer was connected to the
circuit, allowing the skin resistance to be measured. With Jackues-Arséne d’Arson,
Tarchanoff hypothesized that the skin resistance was caused by the stimulation of
certain glands (Widacki, 2015). In such small circuits, stimulation of the sensory
organs or activation of brain activity induces detectable changes (Szijarto, 1990). In
1897, Sticker discovered galvanometric responses to stimulation of the brain. He
believed that galvanic skin resistance changes occur when the subject is asked ques-
tions or shown images that evoke an emotional response (Gordon, 2017). Veragouth
linked this to Jung’s association vocabulary in 1907 (Green, 2018). Ten years later,
Marston used this method in lie detection. In 1915, while still a psychology student,
Marston began to study the periodic changes in blood pressure that occurred when
lying (Greely & Illes, 2007). Marston’s instrument was completed in 1914 and was
used during the interrogation of spies during World War I (Granhag & Stromwall,
2009). Keeler polygraph was widely used by the US counterintelligence community
during World War II and was a significant factor in the spread of the Keeler poly-
graph (Larin, 1982). In 1948, Keeler established the world's first polygraph school in
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Chicago, where many later prominent polygraph examiners learned the test skills
(Volyk 2018). Keeler is also credited with having developed the polygraph question-
ing technique, which at that time consisted solely of alternating relevant and irrele-
vant questions, further in the 1920s. He invented the card test in which the subject
had to choose a card and used the polygraph to determine which card the subject
had drawn (Alder, 2022). The card test was intended to convince the subject that he
could be exposed (Alder, 2007). Keeler used the polygraph successfully in several
cases, e.g. he investigated Virgil Kirkland, whose polygraph test results also proved
that he had murdered his girlfriend, Arlene Draves (The Pittsburgh Press, 1981). He
also used the instrument on Joseph Walker, the murderer of an 18-year-old woman
(Kerekes, 2022). In addition to solving cases, Keeler is known for his work on the
investigation of the US military personnel accused of crimes after World War 1II
(Fisher, 2018), and his investigations contributed to the acquittal of dozens of de-
fendants. (Budahdzi, 2014)

IMPROVEMENTS TO THE MODERN POLYGRAPH

In 1945, Reid added another channel to the Keeler four-channel polygraph, and
the instrument became capable of measuring muscle activity. Reid created a par-
ticular photoluminescent device to detect and measure the arm and leg move-
ments of the subject. He discovered that voluntary muscle movement could influ-
ence the measured values (Agardi & Karman, 1999).

Reid also improved Keeler’s questioning technique, developing the Control Ques-
tion Test (Furedy & Heslegrave, 1998) in 1947, a major advancement in the poly-
graph testing methodology (Galianos, 2022). Whereas previously relevant and irrel-
evant questions had been asked, Reid wedged between these questions the so-called
‘control’ question, which is a question about the subject’s history that would be un-
pleasant for the subject if not denied. He denies having committed the offense in
question (Did you ever steal anything at your previous job?). If his/her body reacts
more strongly to the control question than to the relevant one, it can be concluded
that he/she has not committed the crime for which the polygraph test is being car-
ried out. In its early usage, this question was often referred to as a ‘control’ question;
today, it is simply called a ‘comparison’ question (Horvath, 2020).

First among these technical issues is the development by John E. Reid (1947) of
what he referred to as the ‘comparative response question. In 1959, David Lykken
created the Concealed Information Test (Lykken, 1959). A key question and ir-
relevant questions are used, e.g. suppose the authorities know that the victim was
poisoned. In that case, a question on the method of killing by poisoning is asked
as a key question, and irrelevant questions on different methods of killing are also
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asked - does the person know that the victim was strangled, shot, stabbed, etc. The
test can be used if the person denies that he or she is the perpetrator of the crime
or knows anything about how the victim was killed. If the subject responds to the
question with strangulation as the method of killing, it can be concluded that the
subject is being tested as a person who, despite his/her denial, knows the method
of killing. This finding may be reinforced by the results of the Comparison Ques-
tion Test when the subject responds to the question by being asked whether he or
she has committed the crime. Both the Comparison Question Test and the Con-
cealed Information Test are still used today as polygraph examination.

A further advance was the introduction in the 1960s by Cleve Backster of the
numerical assessment (Matté, 1996), which is still used today (Grubin & Mad-
sen, 2005). Numerical assessments determine whether the respondent honestly
denies having committed the crime or has any information about the case. The
numerical assessment further objectifies the polygraph methodology by provid-
ing elaborate scoring criteria. In the late 1970s, Joseph E Kubis, a researcher at
Fordham University in New York, pioneered computer applications in the paper
on the polygraph curve. Kubis expected computerized polygraph testing to bring
additional objectivity (Matté, 1996).

These years marked the beginning of the era of the analog polygraph on the road to
the digital instrument. In the early 1980s, John C. Kircher and David C. Raskin at
the University of Utah researched the computerized polygraph. In 1988, the Com-
puter Assisted Polygraph System was developed, which included the first algorithm
used to evaluate psychophysiological data collected for diagnostic purposes. In
1992, the polygraph officially entered a new era, the computer age, meaning that
modern digital technology replaced analog (Alder, 2022). In the beginning, the Sto-
elting and Lafayette polygraph systems were the market leaders (Kerekes, 2022) and
are also used in our country. Nowadays, Axiton and Limeston have also caught up
with them competitively. In the last decades, polygraph testing has made significant
strides in human development, transparency, and recognition worldwide (Gard-
onyi, 2020). The polygraph should not be used as a tactical bluff or psychological
pressure because while there were examples of this in the past, it is now outdated.

THE PLACE OF THE POLYGRAPH EXAMINATION
IN THE PREPARATORY PROCEDURE
AND THE INVESTIGATION

In Hungary, the preparatory procedure precedes the investigation. The purpose of
the preparatory procedure is to examine whether there is a suspicion of a criminal
offense. If the authority concludes that there is a suspicion at the end of the prepa-
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ratory procedure, an investigation is opened. In the preparatory procedure, con-
cealed means may give rise to the polygraph examination. A confidential person
may be subject to the polygraph test, who free of charge or in return for a fee, pro-
vides information to the authorities concerning a criminal offense. However, it is
questionable whether it is worthwhile to the polygraph the information provided
by a person of trust, as this could also entail the risk that the person providing the
information does not feel the relationship of trust between him and the authority
and therefore does not provide the authority with the information at other times.

Th polygraph test has its place both in an investigation detection and investigation
phases (Budahazi, 2013). In the detection phase, it can assist in identifying the per-
petrator, where the polygraph examines the witness to determine whether the per-
petrator may have committed the crime. In Hungary, the detection phase ends with
the questioning of the suspect. Therefore, the investigation phase may include the
polygraph examination of the suspect to check whether he or she is the perpetrator
of the crime. The investigation phase may also include the polygraph examination
of the witness when there is doubt as to whether the witness knows what he or she
has told the authorities about the case or whether he or she was not the perpetrator
of the crime. The authority may order the polygraph examination ex officio and on
request (Horgos, 2021), but the consent of the person to be examined is required for
the examination to be carried out. Without consent, the examination is prohibited.
The polygraph may examine adult witnesses and adult suspects. The counselor shall
note the examination, which shall form part of the investigation file.

Both at the discovery stage and during the investigation, the polygraph examina-
tion result alone is insufficient to either suspect or terminate the investigation;
other data are needed to make these decisions.

THE POLYGRAPH EXAMINATION
AND THE COURT PHASE

In Hungary, the polygraph examinations cannot take place in court proceedings.
That does not mean that a note containing the polygraph examination results
cannot be made part of the trial material. The court may refer to the result of
the polygraph examination in the reasoning part of its judgment. According to
the opinion of the Budapest Regional Court of Appeal (Févarosi [télétébla) No.
5/2014 (IX.29.), the result of the polygraph examination does not constitute an
evidentiary instrument. “Its role in advancing the investigation is indisputable.
However, precisely the result of the polygraph examination may lead to the dis-
covery of material evidence or document or the interrogation of another witness.
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The polygraph examination is not an ‘evidence gathering’ exercise but a verifica-
tion of the credibility of the evidence from the evidence” (Belegi, 2018).

In Hungary, in the early 2010s, there were court decisions that considered the results
of the polygraph examinations as evidence corroborating a confession. Since 2014,
however, it has been observed that the courts have repeatedly referred to the fact
that the polygraph examinations are not listed as an evidentiary tool and therefore
cannot be considered as evidence. The result of the polygraph examination can be
used to confirm or weaken the sincerity of a confession. The answer to whether
direct evidence is derived from the instrumental test is no since the expert cannot
comment on the facts to be proved, so what he or she says is not evidence of the
act of guilt (Bejczi, 2013). In the case of the polygraphs, the expert can comment
on whether the physiological changes in the subject’s reactions indicate deception
in denying the relevant questions, e.g. whether he or she deceptively denied having
committed the crime or whether his or her body reacted to the questions that would
lead to the conclusion that he or she knew about the crime, e.g. the polygraph test
will show that the subject gave a deceptive answer when denying knowledge that
he or she had been stabbed in the abdomen), (Galig, 2011). The relevant questions
used in the polygraph test also include the facts to be proved since questions about
the facts to be proved are also asked (e.g. the body was embedded by the subject), i.e.
physiological response changes reveal knowledge of the facts. In one disappearance
case, e.g. the Comparison Question Test yielded the result that “the lover killed the
missing woman and knows where she is at the time of the investigation’, (Krispan
& Pusztai, 2016). Furthermore, the Concealed Information Test revealed the homi-
cide (the woman was strangled) and the way the body was hidden (the “buried in
concrete” question elicited the most substantial effect from the respondent but also
attracted the attention of the buried and hidden in a building option), (Krispan &
Pusztai, 2016). Such expert findings are of great importance because the investiga-
tor often only suspects that a homicide may have occurred when the place where
the body was hidden may be questionable. In the case shown as an example, the
polygraph examination also resulted in the exact location of the body’s concealment
being determined and, as in many cases, the body was recovered and a confession
was obtained as a result of the polygraph examination, meaning that the polygraph
method gained more evidence for the criminal case.

POLYGRAPH LIMITATIONS

The inherent limitations of the polygraph subjects can make it difficult for the poly-
graph examination to be effective. If the investigating authority using polygraphs
is being investigated, it may be problematic if the investigator has little experience
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with polygraphs (Budahazi, 2015). This inexperience and incompetence are because
the number of the polygraph cases in Hungary is less than 1% of all criminal cases,
so the investigator rarely comes into contact with the polygraph. Inexperience may
result in the investigator not timing the use of the polygraphs correctly. The investi-
gator needs to find the ideal time to carry out the test depending on the purpose for
which he is using the instrument. Sometimes the polygraph is used too soon - if the
investigation had been conducted for two or three more days, the consultant could
have asked better questions during the polygraph examination. It is also a problem
if the exhausted subject is examined after a lengthy interrogation. Concentration
may not be sustainable, so the use of the polygraph is not recommended. Insuf-
ficient knowledge of the subject may also be a limitation. The investigator should
assess beforehand whether the subject is fit to be tested and whether he or she isin a
suitable mental or health condition. The investigator should also know whether the
subject will agree to undergo the polygraph examination. Inadequate investigation
can also make the polygraph examination difficult. On the other hand, insufficient
thoroughness may lead to inaccuracies, which may result in the wrong questions
being asked by the investigator to the subject because of inadequate investigative
data. Providing more investigative information than necessary to the subject will
not help the polygraph examination.

The polygraph examiner is an essential subject in the polygraph examination. The
more investigative numbers the consultant has behind him/her, the more likely
he/she is to conduct a good quality and effective examination. That also depends
on the subject, but generally, a counselor with more experience is very likely not
to make mistakes in the assessment and ask the right questions. There is also a
problem of inexperience if the counsellor does not notice if the subject tries to
manipulate the test. Unpreparedness is also a barrier. The counselor is unprepared
if he or she does not spend sufficient time studying the investigation file and for-
mulating the right questions. It is a problem if the counselor is overworked and
has to wait a long time to complete the polygraph examination. The requirement
for appropriate timing may be compromised.

As humans are being tested by the polygraph, this fact alone may be a limitation.
There are times when the subject is unfit for the polygraph examination. The sub-
ject’s unfitness may be due to his or her medical condition (e.g. asthma attacks,
circulatory problems), intellectual (e.g. inability to interpret the questions asked),
and self-awareness (e.g. psychopathy). Anyone who has used drugs, taken seda-
tives, or is sleep deprived before the test is unsuitable. They will also not be tested
if, e.g. a pregnant woman is to be tested so as not to endanger the health of herself
or her unborn child. Lack of fear of exposure may also render the subject unfit to
be examined, as may a confession. This is a problem because the test methodology
is based on the exposure of the person in denial by the instrument. The subject
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denies having committed the crime and denies having certain information about
the circumstances in which the crime was committed (Budahdzi et al., 2020).

Non-cooperation with the investigation is a barrier to the use of the polygraph.
Refusal to consent can be made before the investigating authority or the poly-
graph examiner. Wherever the subject does not consent to the examination, the
polygraph examination cannot be carried out.

The most commonly used test in the polygraph examinations is the Comparison
Question Test (CQT). Whether the polygraph subject is a witness or a suspect,
this test can be used. A limitation of the CQT is that the polygraph examiner must
properly construct the questions. The examinee should be afraid of being exposed
to the relevant or the comparison question. It is also a problem if the examinee
answers yes to the relevant question. That is, he or she admits to having commit-
ted the offence. In this case, the polygraph examination cannot be continued. If
the person answers yes to the comparison question, another comparison question
must be asked. The other limitation of the Concealed Information Test (CIT),
which is often used, is that it is mostly used with witnesses. The use of CIT on a
suspect is infrequent. When the authority communicates the text of the suspect’s
statement to the suspect, it shares information with the suspect that relates to the
circumstances of the commission of the crime. What information is given should
not be included in the CIT questions. The suspect may know information from
the case file, the media, or the authorities should not be part of the CIT. His body
can only recognize the concealed information because he is the perpetrator. If
the person conceals the source of information under investigation, the polygraph
examination may even produce erroneous results. The subject is not responding
to the question because he committed the crime but because he has obtained the
information from another source. CIT is more common in the case of a witness,
but the abovementioned problems also need to be considered. In his case, it is
advantageous that he may have little information about the case from the author-
ities from case files because his rights of access to the case are considerably more
limited than those of the suspect.

A limitation of the polygraph method is that it is not 100% accurate, it is costly
to use, and it can never be excluded that the subject will not manipulate the poly-
graph examination.

SOME EXAMPLES FROM ABROAD

In the birthplace of the polygraph, the United States of America, a Supreme Court
decision was handed down in 1923 in Frye v. the United States. The court ruled
that the results of the polygraph test could not be used as evidence in court be-
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cause they had not yet reached a scientific level of sophistication among psychol-
ogists (Frye v. United States, 293 E. 1013 (D.C. Cir. 1923)). The polygraph used at
the time was rudimentary, William Martson did not use Larson’s polygraph, and
he only tested blood pressure. He measured Frye’s blood pressure after the ques-
tions were asked. For nearly 70 years, the US courts have relied on this ruling in
refusing to admit the polygraph test results into evidence (Kelly, 2022). Although
the court in the Frye case did not consider Marston’s test as evidence, it did not
sentence the defendant to death, meaning the polygraph impacted the case. It was
not until the late 1970s that references to the Frye case began to disappear. The
first step in this process was the 1976 Supreme Court ruling that the polygraph
results could be circumstantial evidence. Subsequently, on 20 July 1977 (V KZ
54/77) and 6 May 1983 (IV KR 74/83), the Supreme Court obliged the authorities
to evaluate the expert’s opinion in criminal proceedings in the light of modern
science. California, the Supreme Court classified polygraph tests as communi-
cative or confirmatory evidence because the measurement of changes in bodily
functions can be designed to elicit essentially confirmatory responses (Kertész,
1991). Finally, in its decision of 5 November 1999 (V KKN 440/99), the Supreme
Court ruled that the method itself must have sufficient reliability about the reli-
ability of the polygraph test (Zubanska, 2009).

The polygraph examinations have been part of the everyday work of the criminal
police in Serbia for the last four decades. During that time, polygraphy has found
its place and earned the trust of detectives working in the field. Investigation lead
and support of polygraphists are of great value for solving severe crimes of all
kinds (Kolarevi¢, Mateji¢, Kolji¢ & Koji¢, 2011). As for the Republic of Serbia, the
polygraph is often used in police investigations to verify and check the suspects’
statements to eliminate the possibility of the implication of innocent people as
suspects (Bai¢, Ivanovi¢ & Oljaca, 2018).

The first polygraph - a six-channel Stoelting - arrived in Bulgaria in 1968. This
instrument was for the needs of Bulgarian intelligence to develop a system for
training in deceiving the polygraph. In 1972, Bulgaria bought another Stoelting
Ultrascribe. After creating a laboratory (and later institute) of psychology at the
Ministry of the Interior, all polygraph experiments were conducted there. After
1997, the use of the polygraph increased considerably. In the following years, the
polygraph examination became decisive in resolving many criminal cases - mur-
der, serial assaults, robbery, and burglary. In 1999, the first results from polygraph
examinations were presented before the court. They were presented as “psycho-
logical expertise for the investigation of truthfulness” This is the only legal way to
introduce the polygraph examination in the court system since Bulgaria, until this
day, has no law on the usage of the polygraphs (Vladimirova & Todorov, 2020).
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In the 1970s, the polygraphs began to be used in Poland to examine people sus-
pected of committing ordinary crimes, mostly homicide. As much as in the 1970s
and 1980s the polygraph examinations were used in Poland mostly in criminal
cases, today such examinations are but a few percent of all the procedures. A
great majority of examinations are performed for pre-employment and screening
purposes (Widacki, 2020). Since the breakdown of the USSR, more polygraph
examinations have been conducted in Russia, Ukraine, Belarus, Kazakhstan, oth-
er Asian republics of the former USSR, and China than in the US, Latin Amer-
ica, and Europe. These examinations are performed both for the organs of the
states, and in private business for pre-employment and screening purposes. There
is much to suggest that such examinations are abused, and their quality raises
doubts (Widacki, 2020). The Polish Supreme Court made it clear that the poly-
graph is not a test of truthfulness or a lie detector. Evidence from an opinion of an
expert witness in the field of the polygraph examinations is indirect evidence, i.e.
evidence that leads only to findings based on which conclusions about the main
fact can be drawn by way of reductive reasoning (Kury & Redo, 2021).

The use of the polygraph test results in court was initially considered “uncon-
stitutional” by the German Federal Court of Justice in a famous ruling in 1954.
However, it was later seen as merely “not suitable” in 1998. While the broader
public still perceives the polygraph testing as being prohibited for court use, there
is in fact a small group of practitioners who conduct the lie detection tests as part
of court proceedings. However, this practice is little known and hardly ever talk-
ed about in public. Unlike other countries where polygraph testing is a practice
used by the police or in probation services, it is pretty much limited to the field
of legal psychology in Germany. It is essential to highlight that the legal situation
prohibits using the polygraph for a confessional motivation (as it is used in e.g.
the United States), and it may not be used to someone’s disadvantage. Today, the
polygraph testing in the German court system lives a niche existence, but one that
is seen to be of great potential by those involved (Paul, Fischer & Voigt, 2020). The
polygraph test in Germany although producing material and visual results is clas-
sified as part of expert testimony and cannot be treated as independent evidence.
(Paul, Fischer & Voigt, 2020)

The polygraphs are used in many countries around the world to orientate inves-
tigations. Typically, a court may take note of the results of the polygraph exam-
ination. We believe the place to carry out the polygraph examination is in the
investigation.
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CONCLUSION

The modern polygraph has undergone many changes over the past 100 years. The
3-channel polygraph has become capable of measuring new channels, and the test
methodology has changed. The test structures have changed, the digital polygraph
has replaced the analog polygraph, and numerical evaluation has been introduced.
The polygraph is generally a good orientation for the investigation, but the poly-
graph is not a panacea, and there are potential errors. Despite its limitations, the
polygraph has proven over the past decades that it is worthwhile to proceed with
it rather than without it in criminal cases if the case is suitable for the polygraph
use. In our view, the polygraph examination has its place in the investigative phase
and is most useful for detection. The aim is to assist in the identification of the
perpetrator. It is crucial that the use of the polygraphs is voluntary and should not
be used anywhere in the world without consent. There is no reason for the results
of the polygraph examination to become evidence; it is sufficient to serve as an
orientation for the investigation.
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MOBBING - A HARMFUL PRESENT-DAY
PHENOMENON

Mojca Rep
District Court Celje; Higher Court in Ljubljana, Slovenia’

DEFINITION OF MOBBING

In the 1990s, the Swedish work psychologist Prof. Heinz Leymann, PhD (1996),
who dealt with behavior in the work environment, gave an expert definition of
mobbing. Mobbing in the work environment involves hostile and unethical com-
munication by one or more individuals, systematically and most often directed
against one individual. Due to mobbing, a person is pushed into a position of
helplessness, where they have no protection and where they also remain due to
constant acts of mobbing. These acts occur very often, at least once a week, and
last for a long time, at least for six months. The definition of mobbing is therefore
as follows: “Mobbing is conflict-filled communication in the workplace between
co-workers or between subordinates and superiors, where the attacked person is
in a subordinate position and exposed to systematic and prolonged attacks by one
or more persons with intent and/or exclusion from the system, and the attacked
person perceives this as discrimination” Leymann’s (2012) definition defines
mobbing as a procedural act, and practice seeks to extend the definition to any act
of psychological or emotional violence. Due to the above, the correct conclusion is
that it is possible to talk about mobbing only when the disruptive act or behavior
lasts for a long time and when this behavior includes exposure to psychological
and emotional attacks in the workplace. The term “harassment” is usually used to
describe this phenomenon. The word means intentionally causing inconvenience,
disturbance. From the above-mentioned professional definition and definition
of mobbing, it primarily follows that mobbing takes place in a precisely defined
social framework, namely at the workplace or in the work environment (Heinz
Leymann, 1996). It is typical here that workers work together in organized units
with other workers, who are usually not chosen by themselves, but the circle of
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co-workers is predetermined and a worker cannot influence it, but must persevere
with co-workers because they work with them and because of any other obliga-
tions arising from the employment relationship. Furthermore, mobbing is char-
acterized by a distinction between two groups of roles, namely between superior
and subordinate(s), which is not necessarily the same as hierarchical role in the
work environment. So it is not necessarily a matter of a relationship of superiority
and subordination in the labor law hierarchy. It is essential that a relationship is
formed between the subordinate individual and the attacking co-worker(s) or su-
perior(s). It is important that these roles are formed as a rule through the process
of mobbing itself, because in the beginning both mobbing participants are often
equal participants in the conflict, but later one of them loses control and finds
themselves in a subordinate position. Conflict communication is also typical,
which can also mean a lack of communication. However, all of the above must be
present for a long time and must be systematic. Only in this case can it be said that
a certain behavior or behavior is mobbing. In connection with the above, it should
be pointed out that in the Slovenian environment in recent years, since mobbing
has become an extremely modern term, it is also used unprofessionally and of-
ten incorrectly to describe acts and actions other than mobbing. Namely, people
try to use the term mobbing to describe all kinds of conflicts in the workplace,
even though they do not contain elements of mobbing. For this reason, the author
would like to point out that any unjust decision of a superior worker or conflict
between co-workers cannot automatically be considered mobbing. Thus, we only
talk about mobbing (Leymann, 1996 — 1) when it is a systematic, long-lasting and
repetitive behavior (Leymann, 1996 - 1; Rep, 2021) that is directed at only one
person, as a result of which the victim loses control and falls into a subordinate
position (Leymann, 1996 - 1)

FORMS OF MOBBING

Mobbing is a behavior in which an individual or a group of individuals with a
negative impact on another individual trigger a reaction in the latter, which usu-
ally has consequences for their efficiency and health. Mobbing can be identified
as (Leymann, 1996 - 1):

« behavior and conduct that affects the self-expression and the way the victim
is communicating,

« behavior and conduct that restricts and prevents the social contacts of the
abused person,

o behavior and conduct that damages the victim’s reputation,

« an attack on the quality of the victim’s professional and life situation,

« adirect attack on the health of the victim.
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In most of the countries where the research took place, mobbing has been shown
to be more common in the public than in the private sector, and especially in the
fields of education, health care, social work and hospitality (Brecko, 2013, 2021).
The data in the figures show that e.g. mobbing is present in public administration
at 14%, in education and health 12%, in the tourism sector 12%, in transport and
communication 12%, and in trade 9%. Victims are more likely to be employed in
larger companies where employers do not have direct control. Women are more
likely to be victims, especially younger ones, and men are more likely to be per-
petrators. Harassment in the workplace can be encountered at all organizational
levels and among the perpetrators are superiors as well as co-workers. So it occurs
in the superior-subordinate, co-worker and subordinate-superior relationships
(Bohl, 2019). Often there are more persons responsible and in this case the tor-
ture lasts longer. The results of the research also show large differences between
countries. In Finland, there are e.g. 15% of workers subjected to mobbing, in the
Netherlands 14%, in Sweden 12%, in Belgium 11%, in France and Ireland 10%,
in Denmark 8%, in Germany and Luxembourg 7%, in Austria 6%, in Greece and
Spain 5%. (Eurofound). In Slovenia, only 2.8% of workers surveyed stated that
they had been victims of mobbing. According to Daniela Brecko, PhD (2013),
who conducted the research in Slovenia, there are obvious cultural differences in
tolerance to psycho-terror in the workplace. In Sweden, for example, the day-to-
day behavior of a superior delegating tasks to employees in a high-pitched tone
is defined as unacceptable and often labelled as an act of mobbing, while in the
Mediterranean countries such behavior is tolerated.

CAUSES OF MOBBING

Among the causes, Prof. Heinz Leymann, PhD (1996, 2012) emphasized organi-
zational factors such as work organization, quality of leadership, organizational
culture, etc. He rejected the idea that the personality traits of the victim play any
role in the emergence and development of workplace harassment. Much more
research supports the thesis that workplace harassment occurs in organizational
cultures that allow or even reward such behavior. In some organizations, we could
also talk about the institutionalization of torture with authoritarian leadership.
When we talk about the causes of harassment in the workplace, organizational
factors are therefore very important, but we cannot satisfactorily define it without
taking into account the personality characteristics of both the perpetrator and the
victim, and their impact on the course of harassment.

Causal explanations for workplace harassment should therefore take into account
(Leymann, 1996 - 1):

« characteristics of the organization,

o characteristics of the causative agent,
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o characteristics of the victim, and
« socio-psychological characteristics of the work environment.

Harassment in the workplace most often occurs in organizations characterized by
(Leymann, 1996 - 1):

o a highly competitive work environment with a culture of careerism and a
strictly hierarchical structure,

« attention focused exclusively on increasing economic profits or achieving
set goals, and not on the working atmosphere and mutual relations between
employees,

« high concern over the surplus workforce,

« authoritarian style of leadership and management,

« poor planning of organizational goals and constant uncertainty about their
selection,

« poor and inconsistent involvement of employees in decision-making,

« poor opportunities for vocational training and education,

« lack of mutual respect and respect for mutual cultural differences,

« lack of clear rules of work and conduct,

o excessive workload or pointless work tasks,

« insufficiently defined roles and lack of professionalism.

LEGAL REGULATION OF MOBBING

Mobbing is illegal or prohibited at international, European and national level. For
example, Article 5 of Council Directive 89/391/EEC of June 12, 1989 stipulates
that the employer is obliged to take care of safety and health in all areas related to
work. However, the European Social Charter obliges all EU members to protect
workers from negative and offensive acts. Article 34 of the Constitution of the
Republic of Slovenia stipulates that everyone has the right to personal dignity
and security. Article 46 of the Employment Relationships Act — 1 stipulates that
the employer must protect and respect the employee’s personality and take into
account and protect the employee’s privacy. Article 47 of the same law stipulates
that the employer is obliged to provide such a working environment in which
no employee will be exposed to sexual and other harassment or torture by the
employer, superiors or co-workers. Mobbing is also mentioned in the general pro-
visions of the Employment Relationships Act - 1, namely in Article 7, according
to which sexual and other harassment is prohibited. Sexual harassment is any
form of unwanted verbal, non-verbal or physical conduct or behavior of a sexual
nature with the effect or intent to harm a person’s dignity, especially when cre-
ating an intimidating, hostile, degrading, humiliating or offensive environment.
Other harassment, however, is any unwanted behavior related to any personal
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circumstance, with the effect or intent of affecting a person’s dignity or creating an
intimidating, hostile, degrading, shameful, or offensive environment. Pursuant to
Article 7 of the Employment Relationships Act — 1, harassment at the workplace
is also prohibited. Harassment in the workplace is any repetitive or systematic,
reprehensible or manifestly negative and offensive conduct or behavior directed
against individual workers in the workplace or in connection with work. A work-
er who is a victim of harassment must not be exposed to adverse consequences
as a result of action aimed at enforcing a ban on harassment in the workplace.
Article 24 of the Occupational Safety and Health Act - 1 stipulates that the em-
ployer must take measures to prevent, eliminate and manage cases of violence,
harassment, maltreatment and other forms of psychosocial risk at work that may
endanger the health of workers. Failure to do so could result in a fine of 2,000
to 40,000 Euros. Mobbing is also banned in the civil service sphere. Article 15a
of the Public Employees Act stipulates that any physical, verbal or non-verbal
conduct or conduct of a civil servant based on any personal circumstance and
creating an intimidating, hostile and humiliating, shameful or offensive work en-
vironment, or offending the person’s dignity, is prohibited. Mobbing can also be a
crime under certain circumstances. Article 197 of the Criminal Code 2021 stip-
ulates that anyone who humiliates or intimidates another employee at work or in
connection with work with sexual harassment, psychological violence, torture or
unequal treatment shall be punished by imprisonment for up to two years. If the
above-mentioned act results in a mental, psychosomatic or physical illness or a
reduction in the employee’s work performance, the perpetrator shall be punished
by imprisonment for up to three years.

REVERSE BURDEN OF PROOF - THE PROBLEM OF PROOF

The favorable legal circumstance for the worker against whom the mobbing is
carried out is that the burden of proving that the mobbing did not take place is on
the employer. If, in the event of a dispute, the employee cites facts justifying the
presumption that the employer has not provided a working environment in which
no employee will be exposed to sexual or other harassment by the employer, supe-
riors or co-workers and that they have not taken appropriate measures to protect
workers from such harassment or maltreatment, the burden of proving that no
mobbing has taken place is on the side of the employer. If the employee in the
dispute cites facts that justify the presumption that the employer did not provide
protection against harassment, the burden of proof is that they provided such a
work environment in which the employee is not exposed to harassment by the
employer, superiors or co-workers (Article 45 of the Employment Relationships
Act - 1). But the devil’s in the detail; despite the fact that the employer has to prove
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that the worker was not exposed to harassment or that they provided such a work-
ing environment that the worker was not exposed to harassment, the worker is the
one who must first state all the relevant facts that justify the presumption that ha-
rassment has occurred. And this is where judiciary have big problems in practice,
because in a large number of cases, lawsuits are too general (Rep, 2009). Namely,
workers generally state that their employer did not provide them with e.g. work
tasks, but do not list specific events. Erjavec is convinced (2018) that the employer
defends themselves against the allegations, but also very generally because specific
events are not listed. Only then, during the interrogation, do the workers want
to testify about concrete cases related to the alleged violation, but they cannot
replace the assertion basis with their statement. The Court cannot and must there-
fore not allow the plaintiff to cite cases where, in their view, there has been torture
if they have not previously cited this in their submissions, otherwise the principle
of adversarial proceedings is infringed, which means that the defendant, i.e. the
employer is not given the opportunity to comment on the alleged infringements.
On the other hand, we have lawsuits of more than 100 pages, where the plaintifts
actually describe all the events that are supposed to affect the evidentiary process.

CASE LAW - EXAMPLES

In case law, we would like to mention the judgment and decision Pdp 85/2018
of October 24, 2018 of the Higher Labor and Social Court (2018), in which the
court ruled on the very existence or non-existence of mobbing (harassment at
work). Namely, it stated that harassment, according to the legal definition, is a
recurring or systematic negative treatment of a worker. However, a one-off event
(such as an extraordinary termination of an employment contract) does not yet
indicate that there has been harassment in the workplace. Very common examples
in practice are that the employer deprives the employee of work tasks or no longer
provides them with work. In accordance with the provision of Article 41 of the
Employment Relationships Act — 1 (2013), the employer is obliged to provide the
employee with the work for which they agreed in the employment contract (first
paragraph). The employer must also provide the employee with all the necessary
resources and work materials that the employee needs in order to be able to fulfill
their obligations without interruption (second paragraph). In the judgment of the
Higher Labor and Social Court (2010) opr. no. Pdp 41/2010, the court rejected the
plaintiff’s claim for payment of compensation for mental pain or interference with
personal dignity in the amount of EUR 55,454.04. It found that the director of the
defendant did not cut off communication with the plaintiff when he took office,
that he had not been assigned tasks below the level of professional qualifications,
that he had not been prevented from advancing and that his conduct towards
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her was not arrogant and irritable. In addition to the fact that the employer does
not provide the employee with work, there is also an example when they do not
provide the employee with a working space at the same time. From the judgment
of the Higher Labor and Social Court (2011) opr. no. Pdp 831/2011 thus follows
that failure to provide work, setting up a desk in another department, the fact that
the attacked person is constantly under control of who they speak to and what
they say, that co-workers avoid them because they were under verbal and psycho-
logical pressure from the director (if they talked or listened to them, they would
lose their jobs) means signs of psychological violence. As a result, the plaintiff was
awarded damages in the amount of EUR 6,000.00.

Transfer to other jobs is often cited as harassment. In the decision of the Higher
Labor and Social Court opr. no. Pdp 1297/2006, it is stated that the plaintiff was
allegedly subjected to sexual harassment by her superior and was transferred to
an inappropriate job due to disobedience. The plaintiff filed a lawsuit against the
director of the defendant and the defendant at the same time, jointly and severally
demanding payment of damages in the amount of EUR 8,400.00. In this dispute,
the Court of First Instance dismissed the claim on the ground that it found that
there was no causal link between the first and second defendans conduct and
the plaintift’s state of health, but the VDSS upheld the appeal on appeal. In the
judgment of the Higher Labor and Social Court (2010 - 1) opr. no. Pdp 404/2010,
however, the plaintift stated that she had been transferred because she had applied
for protection against harassment. At the same time, she claimed that her superior
was rudely harassing her, threatening her and spreading untruths about her, and
demanded payment of compensation in the amount of EUR 100,000.00, which
the court rejected. In this dispute, the court clarified that harassment is when the
holder exercises the right with the sole intention of harming another or when the
employer conducts proceedings regarding the employee’s rights and obligations
solely with the intention of harming the employee (the same definition is given
in the Maribor High Court (2008), Ref No. Cp 579/2007, stating that harassment
means intentionally causing inconvenience, discomfort, neglect, intentionally il-
legal (corrupt) transfer to a lower post). Mobbing is a case of systematic and pro-
longed ill-treatment that causes the victim social, psychological and health prob-
lems. Discrimination, on the other hand, is an act by which an employer puts an
employee in an unequal position or grants them less rights and benefits compared
to co-workers. The obligation of the employer in accordance with the provision
of the first paragraph of Article 45 of the Employment Relationships Act is also
to provide such a working environment in which no employee will be exposed to
sexual and other harassment or torture by the employer, superiors or co-work-
ers. To this end, the employer must take appropriate measures to protect workers
from sexual and other harassment or harassment in the workplace. In this regard,
it is necessary to draw attention to the above-mentioned decision of the Higher
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Labor and Social Court (2008) ref. no. Pdp 387/2007, in which the Higher Labor
and Social Court explained that the defendant acted unlawfully because they did
not provide the described working environment or because they did not prevent
unwanted behavior. In the judgment and decision of the Higher Labor and Social
Court (2009) ref. no. Pdp 945/2008, it is stated that the various pressures exerted
by the defendant on the plaintift (attempt to reassign him, assessment of failure,
reduction of salary, accusation of liability for missing inventory, pressure on the
attending physician) constitute inadmissible conduct and the defendant is liable
for the damage suffered by the worker. In the present case, the court also pointed
out that the server on behalf of the defendant had acted inappropriately in the
service, as he had pasted a written warning and termination of the employment
contract on the door of the plaintiff’s residence so that every passer-by could see
it. The least you would expect from an employer is to seal the writing in an en-
velope and not hang it on everyone’s door for viewing. From the judgment of the
Higher Labor and Social Court (2011 - 2) opr. no. Pdp 1047/2010, it is stated that
signs of harassment in the workplace include high-pitched speech, shouting, re-
peated reminders of mistakes made, derogatory markings of the work done and
the remark that the person attacked is a “sheep” or a “wimp’, and the defendant
was, for allowing such behavior, ordered to pay damages in the amount of EUR
7,250.00. A similar scenario happened with the Higher Labor and Social Court
82007) by the opr. no 814/2007 judgment. The defendant was ordered to pay dam-
ages in the amount of EUR 4,041.23 for finding that the defendant did not ensure
the protection and respect of the employee’s personality at work. It was found
that the branch manager, with ridicule and insulting remarks, systematically and
continuously attacked the plaintiff and put her in mental distress. Harassment in
the workplace is any repetitive or systematic, reprehensible or manifestly nega-
tive and offensive conduct or behavior directed against individual workers in the
workplace or in connection with work. In this regard, the decision of the Higher
Labor and Social Court (2010 - 2) decision ref. No. Pdp 96/2010) is interesting:
the provisions of the Employment Relationships relating to the prohibition of ha-
rassment in the workplace and the protection of the dignity of the worker at work
apply in full. Also in this dispute, the plaintiff filed a claim for damages against the
director and the employer and jointly and severally demanded payment of EUR
16,000.00 (or EUR 55,000.00 at first).

In the judgment opr. no. Pdp 694/2011, however, the Higher Labor and Social
Court (2011 - 1) stated that if the defendant changed their internal organization
and therefore gave the plaintiff regular termination of the employment contract,
this does not mean that she was mobbing the plaintiff. Also, failure to follow the
employer’s proposals does not mean harassment or pressure on workers, nor does
it mean confiscating a company car during leave.
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CONCLUSION

The phenomenon of mobbing should not be underestimated in any case. The fact
is that nowadays many employees are exposed to great, often inhuman burdens
and that mobbing is a frequent companion of their work. In addition, in Slovenia,
where the system of “balancing” and negative selection is still established in many
work environments, mobbing is increasingly being carried out against employees
who stand out positively and want to transfer good business practices to those
who work poorly, slowly or irresponsibly. Compared to other EU Member States,
the legislation in the field of harassment in Slovenia is appropriate and also pro-
vides victims of harassment with adequate protection. With regard to the harass-
ment itself, it is essential that the employer does not insult or violently treat the
worker. If the employer, despite the employee’s warnings, does not prevent such
conduct by other employees, the employee is entitled to compensation. However,
this compensation must be high enough to recognize both the preventive and pu-
nitive function of compensation and not just satisfaction with the injured party.
However, it should be emphasized that any alleged unethical behavior does not
constitute illegal behavior (mobbing) and that the feeling when someone experi-
ences mobbing is sometimes subjective and deceptive - often the result of person-
al resentment. Therefore, in assessing whether mobbing takes place in an environ-
ment, it is necessary to be precise and, of course, reasonable so that it can separate
the wheat from the chaff and be recognized as truly wasteful and socially harmful.
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